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13. Digital Signature functions Standard.— The manner of digital signature creation and verification, in respect of
signature profile and signature format, shall also conform to the following guidelines issued by Controller, namely:-

(i) Interoperability Guidelines for Digital Signature Certificates issued under Information Technology Act;

(i) X.509 Certificate Policy for India PKI; )

(iii) Signature profiles;

(iv) Online Certificate Status Protocol (OCSP) Service Guidelines for Certifying Authorities (CA);

(v) Time Stamping Services Guidelines for Certifying Authorities (CA).
' [F. No. 19/26/2015-CCA]
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NOTIFICATION
New Delhi, the 25th August, 2015

G.S.R. 661(E).—In exercise of the powers conferred by clause () of sub-section (2) of Section 87 read with
Section 16 of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes the following
rules to amend the Information Technology (Security Procedure) Rules, 2004.

1. (1) These rules may be called the Information Technology (Security Procedure) Amendment Rules, 2015.
(2) They shall come into force on the date of their publication in the Official Gazette.

2. In the Information Technology (Security Procedure) Rules, 2004,—

(a) in rule 2, for clause (¢), the following clause shall be substituted, namely:—

"(e) words and expressions used in these rules and not defined but defined in the Act and the Digital signature (£nd
entity) Rules, 2015 shall have the same meaning respectively assigned for them in the said Act and rules.";
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(b) in rule 4, for clause (f), the following clause shall be substituted, namely:—

"(f) that the standards referred to inrule 7 orrule 12 of the Digital Signature (End entity) Rules, 2015 have beeri
~ complied with, in so faras they relate to the creation, storage and transmission of the digital signature: and".

[F. No. 19/26/2015-CCA]
TAPAN RAY, Add!. Secy.

Note : The principal rules were published in the Gazette of India, Extraordinary, Part 11, and Section 3, Sub-section (i),
vide notification number G.S.R. 735(E), dated the 29th October, 2004.
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NOTIFICATION
New Delhi, the 25th August, 2015
G.8.R. 662(E).— In exercise of thie powers conferred by section 87 of the Information Technology Act, 2000
(21 of 2000), the Central Government hereby makes the following rules further to amend the Information Technology
(Certifying Authorities) Rules, 2000.
1. (1) These rules may be called the Information Technology (Certifying Authorities) Amendment Rules, 2015.
(2). They shiall come into force or the date of their publication in the Official Gazette.

2. In the Information Technology (Certifying Authorities) Ruies, 2000,—

(a) in tule 6, in the table , under the heading "The Standard”, for the entries "DSA and RSA", the entries " DSA ,

RSA and Curves NIST P-256, P-384, or P=521" shall be substituted;

(b} for rule 7, the following rule shall be siibstituted, hamely:—

“71 Digita! Signature Certificate Standard. -All Digital Signature Certificates and Certificate Revocation List
issued by the Certifying Authorities shall conform to Interoperability Guidelines for Digital Signature
Certificates issued by Controller under the Information Technology Act.";
-(¢) inrule 23,— _
(i) in clause (¢), after the word " Statement", the words "in accordance with the Identity Vetification Guidelines
issued by the Controller” shall be inserted;
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(ii) after clause(e), tiw following clause shall be inserted, namely:-

“(ea) subsequent to initial approval of Certification Practice Statement by the Controller during the
application for a licence, all the changes in the subscriber identity verification method or guidelines
employed for issuance of Digital Signature Certificate shall be in accordance with the Identity Verification
Guidelines issued by the Controller and the changes shall be incorporated in the Certification Practice
Statement periodically and shall be approved by the Controller;”;

(d) in rule 24, in clause (f) , the words, brackets and letters “in accordance with the X.509 Certificate Policy for
India PKI(CP) issued by the Controller” shall be inserted at the end ;

(e) in rule 25, in clause (ii) , the words “in accordance with the Identity Verification Guidelines issued by the
Controller” shall be inserted at the end;

(f) in rule 31, in sub-rule (1), after clause (ix), the following clauses shall be inserted namely:-
“(x) compliance to relevant X.509 Certificate Policy for India PKI issued by the Controller;

(xi) compliance to guidelines issued by the Controller for other services like Time Stamping and OCSP
service;

(xii) compliance to Identity Verification Guidelines isenead hy the Controller;
(xiii) compliance to "Digital Signature Certificates Interoperability Guidelines" issued by the Controller.”;
(g) in SCHEDULE IV,—

() in Form A, under the sub-heading “Important Notice:”,—

(i) for the word “filled ” the word “signed” shall be substituted :

(ii) the words “Application form must be submitted in person.” shall be omitted;
(b) in Form B,

(i) for the entries under the sub-heading “Authentication of Identity and Proof of Residence”, the following
shall be substituted, namely:—

"The identity verification methods and proof of residence requirements shall be as per Certification
Practice Statement (CPS) of the CA and [dentity Verification Guidelines issued by the Controller.”;

(ii) under the sub-heading “Important Notice:”,—
(1) for the word “filled ” the word “signed” shall be substituted;
(2) the words “Application form must be submitted in person.” shall be omitted.
[F No. 10/26/2015-CCA]
TAPAN RAY, Addl. Secy.
Note. : The principal rules were published in the Gazette of India, Extraordinary, Part Il, and Section 3,

Sub-section (i), vide notification number G.S.R. 789(E), dated the 17th October, 2000 and last amended by
notification No. G.S.R. 783(E), dated the 25th October 20] 1.

Printed by the Manager, Government of India Press, Ring Road, Mayapuri, New Delh i-110064
and Published by the Controller of Publications, Delhi-110054.





