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[ Editor's Note }

1

Ll :

'_,ﬁ";: Effectiveness of any legislation is measured kyeidse with which the intended
beneficiary of the legislation can invoke legal ezhes and obtain relieft is under this concej
that we need to appreciate the thoughtful provis@f the system of Adjudicatices the
exclusive grievance redressal mechanism suggestiet LiTA 2000 under Chapter 1X in 2000.

It however took nearly three years after the leggish came into effectfor the first set o
Adjudicators to be appointed in India under theediions from the Bombay High Court when
the Government decided to appoint the IT Secredasfeevery State and Union Territory as
Adjudicators for the respective State. The offitehe Cyber Regulations Appellaf@ibunal
(CRAT) however renm@ed vacant until 2008 when Justice Sri Rajesh dangas appointed ¢
the first Presiding Officer of CRAT.

The Adjudication was meant to provide simplicity ttee judicial process for claimir
compensation for contraventions undgection 43 by the public. It was a process whiels
meant to be on a “Fast Trackdnd avoid the delays inherent in the Civil Litigatiprocess il
India. The procedure was flexible enough to adbpthiest practices of ADR and was freed {
the strict regime of the Civil Procedure Code.

Despite these beneficial aspects of the AdjudinaBgstem, the undersigned believes that the
system has not been used as widely &edquently as it should have been. One of theares$or

this is perhaps the lack of awareness of the p@songst the victims and the le
practitioners.

What is however not very pleasing is that many sagkichought to have been tried by 1

Adjudicators have been tried at other forums whiel no jurisdiction to try the cases. Soafe
the cases were taken to Consumer Courts since igptd involving intermediaries ofte

manifests as an apparent service deficiency thatuighactually a contravention of the A&ver

several High Courts which ought to have understibedjurisdictional limitations imposed the

ITA 2000 have on occasions appeared to ignore #meesand taken up caséw trial which

ought to have been taken up by adjudicators.

This issue is meant to increase the awarenesseafytstem of adjudicatian the IT industry s
that a more effective use of the system can be imadliee market. At the same time this i¢
pries open some of the grey areas in the systexchwequire certain clarifications.

We are happy that this issue carries the intervdédustice Sri Rajesh Tandon who has actt
expanded the role of the Adjudication system byesgmg a view thafdjudicators can als
take on trial offences under Chapter Xl of ITA 2066 has also indicated that on May 1 ahd
2010, he has organized a meet of all the “Adpadlors” to further the awareness of the syster
is a welcome move which | have been suggestirggfaral years.

/A. (e
»%@M%Jg
March 21, 2010
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[ Interview of the Month.-1 ]

Hon'ble Mr. Justice Rajesh Tandon:- Presiding Offier, Cyber Appellate Tribunal

Honourable Justice Sri Rajesh Tandon Started caseadvocate in 1968, has
the distinction of being appointed as the Presidfiicer of Cyber Appellate
Tribunal in Delhi. Appointed as Additional AdvocaBeneral (Misc.Writ) on
5th September 2003 he was looking after the worlMic. writs in High
Court of Uttarakhand and Uttarakhand cases at allad High Court. He
took oath as Judge of Uttarakhand High Court ordthuly 2003 at Nainital
and as Judge of High Court of Uttarakhand on 2@@®4.

Justice Tandon has authored many law books su@Guete to Electricity Laws, Cases and
Materials on Transfer, Commentary on Rent Conttl And Dowry Prohibition Act. On 4th
August,1974, U.P.Govt.awarded Sahityik Puraskatherbook “Muslim Vidhi” in Hindi.

Justice Tandon retired on 30th June 2008 and waairated as the first Presiding Officer of
Cyber Appellate Tribunal.

Ed: | thank Sri Ankur Raheja, Advocate, New Delhi aditdt Cyber Law Timedpr having
personally met Justice Tandon and obtained theviee.

Adjudication system introduced as the specified syasm for adjudging on contraventions of
ITA 2000 is now nearly a decade old. In your opimin, has there been an effective us#
the system in India? If not why?

Powers have been given to the Adjudicating Offidde Sections 46 and 47 of the Informat
Technology Act,2000.
The offences under the Information Technology Aetas under:
(1) Tampering computer source documents and Compffearces ( Section 65 and 66)
(2) Offences with messages etc. (Section 66A)
(3)Punishment for dishonestly receiving stolen catapetc(Section 66B)
(4) Punishment for identity theft and ImpersonaiiSection 66C and 66D)
(5) Punishment for violation of privacy. (Secti66E)
(6) Punishment of Cyber terrorism(Section 66F)
(7) Publishing obscene information etc (SectionGA and 67B)
(8) Preservation and retention of information bigetmediaries.(Section 67C)
(9) Un-authorized access to protected systemi(®ec0)
(10) Breach of Confidentiality and Privacy (Sectithand 72A)
(11) Offences related to Digital Certificates ($@a$ 71,73 and 74)

For adjudicating the aforesaid crimes, the powsrlieen given to the Adjudicating Officer.
After the decision of the Adjudicating Officer, thppeal lies to the Appellate Tribunal under
Section 48 of the Information Technology Act, 2000.

In my opinion, there is effective use of the systarindia.
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[ Interview of the Month. 1.. ]

Justice Rajesh Tandon with over 40 years of expeeien the legal
field and a retired Judge of Uttrakhand and Alkdth High Courts
was appointed the first Presiding Officer of theb&y Regulations
Appellate Tribunal (Now called Cyber Appellate Turial).

Justice Tandon is a man of deep academic inteaestdhas authored
. many books on law.

Justice Rajesh Tandon
PO, CAT

4 N

Is there a periodical meeting of the adjudicator'sof India for knowledge sharing?
Yes. The meetings were held with the officers at the levelAafjudicating Officers o

different States as well as Union Territories. AnBear/Cmference is being organized
1st and ¥ May,2010 of all the Adjudicating Offices of theagts and Union Territories.

\_ )

/Can you indicate the nature of cases which has come to your notite the Ih

adjudicator’s forum?

In 2007, an appeal was filed by Sh.HarishkumaraRavia against M/s India InfolineLt
Challenging order of Adjudicating Officer under 8ec 46 of the IT Act. The ggioner
in the petition before the Adjudicating Officer tad that huge losses have occurred tc
petitioner due to the fraudulent, illegal, dishdnesnduct and malpractices followed
the respondent in relation to the online tradingiteal and online Demat Account.

In 2009, eight appeals were filed. Some of theesagere filed by M/s Mascon Glot
Ltd. against enail message received from GMAIL.com co Google @alifornia, USA
and some of the complaints were filed before theif@mg Authority appointed under tF

QACL /

KITA 2008 made certain modifications in the role ofthe Adjudicator. Has it made a\
positive different to the system?

By the ITA 2008, certain modifications in the radé the Adjudicator have been ma
Adjudicating Officer has been given wide powerseesglly Section 66F has been ad
regarding Punishment for cyber terrorism. J
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[ Interview of the Month-1... ]

Justice Rajesh Tandon, the first Presiding Offafehe Cyber Regulations
Appellate Tribunal (Now called Cyber Appellate Tuital) shares his
valuable views on the system of Adjudication and tole of Cyber
Appellate Tribunal as a means of dispute resolutemd justice
dispensation in India.

Justice Rajesh Tandon
PO, CAT

/Do you think it would help the public if Cyber Appellate Tribunal is set up h
multiple Cities?

By holding several meetings/seminars and ConfereheeCyber Appellate Tribunal ¢
up at New Delhi have given wide public awarenessanous States. There will be
use for setting up Appellate Tribunal in multiplati€s. In every State, Adjudicatil
Officer has been given powers to adjudicate thpudes and complaints.

N /
4 )

The Cyber Appellate Tribunal under ITA 2008 envisags “Multi Member
Tribunals” with technical members assisting the Chaman. Do you think that this
may make the system more efficient?

The work is being conducted by the Chairpersontaadsame work will be done by t
Members if so appointed. Therefore, there willnoedifference of work and the wo
of public awareness process is being conducted fimmto time. /

\_

/\Nhat are the challenges faced by adjudicators in caying out the duties of the\
Adjudicator along with their administrative responsibilities as IT secretaries?

IT Secretaries are understanding their respon#silin accordance with Section 46 anc
of the IT Act. So far we have not come to know abony @ifficulty or challenge faced t
the Adjudicating Officers in carrying out the dtief the Adjudicator.

\_ )
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[ Interview of the Month-2 ]

Sri Ashok Kumar Manoli, IAS, is the Secretary IT &BGovernment
of Karnataka. Started his career as an EnginedTlinMr Manoli
joined the IAS in 1982 and served in several kesitmms in the State.

A person with keen interest in Peoples Empowermieathas been
especially interested in Rural Development and Rayat Raj.

Responsible for the development of two of the majevelopment
portfolios namely Information and Bio Technology has been the driving force behind
many new IT initiatives taken in the State. In 200@ took a major initiative to make
Bangalore the Information Security Capital of Indi§ organizing a widely acclaimed
Bangalore Cyber Security Summit.

fAdjudication system introduced as the specified syEm for\
adjudging on contraventions of ITA 2000 is now nedy a decade old. In your opinion, ha:
there been an effective use of the system in Indidf?not why?

Yes. But reeds lot of improvement in terms of logistics suppcommon portal, and revisic
of rules of conducting business.

- )

/Can you indicate the nature of cases which has come your notice in the ITA 2000\
adjudicator’s forum?

From the year 2004lkidate, a total number of 62 cases have beenweddiom Cyber Crim
Police. All the cases relate to noraintenance of Log Register by the Cyber Cafes.
nature of the crime committed is sending obscenslab e-mails. /

Is there a periodical meeting of the adjudicator's of India for
knowledge sharing?

NO. But it is required badly.

ITA 2008 made certain nodifications in the role of the Adjudicator. Has itmade a positive
difference to the system?

YES
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[ Interview of the Month-2 ]

Sri Ashok Kumar Manoli, IAS, is the Secretary IT &BGovernment of
Karnataka. Started his career as an Engineer inMTIManoli joined the
IAS in 1982 and served in several key positiongheState.

Do you think it would help the public if Cyber
Appellate Tribunal is set up in multiple Cities?

Ashok Manoli, IAS NO. Not at this point of time.

with technical members assisting the Chairman. Doau think that this may make the

The Cyber Apellate Tribunal under ITA 2008 envisages “Multi Member Tribunals’
system more efficient?

NO

Adjudicator along with their administrative
responsibilities as IT secretaries?

What are the challenges faced by adjudicators in ¢gying out the duties of the
NIL

Secretaries assisting a judicial person or vice vea?

Do you think there is a case for a multi member Adjdication Board with IT
NO

assistance of experts in private sector when requed.

NO

O )

Under the present system does Adjudicators have agss to thj

investigation when they come across credible inforation on Cyber
Crimes that affect the society.

Do you think Adjudicators can wuse Suo-Moto powers d order
YES
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[ Cyber Law News for CxOs ]

Delhi High Court Orders Blocking of Zone-h.org

Recently it was noticed that the website of a camypcallec
zoneh.org was blocked for Indian view. This raised dg®ifrom
many security watchers speculating the reason tdoh s stej
since this followed the recent attacks by a seatiothe media ol
the earlier Government action to ban savitabhabim.cfor
pornographic content.

It was however interesting to note that the casdlotking of
zone-h.org was different. It had followed from acparte order
from Delhi High Court for an interim blocking of ghsite a:
prayed for in a “Defamation Suit” between a lyabad base
Company called E 2 Labs Pvt Ltd and the ownershef zone-
h.org.

It was also interesting to note that in this cdmedrder was mac
on a charge of “Defamation” under the sectionsit® &6 A of the
ITA 2008 which was apparently endorsed the High Cour
through the interim decision to accept the priimgie occurrenc
of the alleged offence.

Yet another interesting aspect of this case watsthlgaCourt ha
relied on the complainant’s counsel himself to\d®lithe copy o
the order andhe summons for the counter to be sent to
defendants through e-mails by the complainant’siseli

In case the summons are not delivered and thendiafits donot
respond in time, the Court may proceed to decidectise exyparte
and make the injunction permanent.

This incident underscores the need for the Regsstod High
Courts to develop the minimal expertise of senditigjtally
signed notices to the defendants rather than glyon the
complainant himself.

Also this is a case where the High Court has aeceatcomplaint
for trial which ought to have come under the jugidn of the
adjudicators and CRATsince the offences alleged are ur
Sections 66 and 66A of ITA 200&erhaps these aberratic
would be corrected when the Court takes up theitganf the
case next time.

/ Gorakhpur Fraud \

It is reported tht a BPO in
Gorakhpur is running a busine
model where it is appointir
franchisees by collecting

franchise fee of Rs 1 lakh a
providing them with some busine
to be executed for which they w

be paid at the rate of Rs 14000/
per computer per month. For a 10

seat franchisethe scheme projec
a monthly income of Rs 1 lal
which is 100 % of the franchis
fee.

However the work which th
franchisees are expected to
executed include
“Creation of imaginary log in ID
and Passwords” for a target web:
in US possibly as a criminalwa
for spamming or phishing.

Since this business is reported fr
Gorakhpur, it is referred to as t
Gorakhpur Fraud. Similar schen
of collection of advance money a
passing on what is touted as
“Home Based busine:
opportunity” is prevalent in othe
places.

This busines model is a fraud ar
involves many contraventions

ITA 2008 making both th
franchisor and the franchisee lial
for imprisonment and fine. It als
endangers many genuine Inter
business houses by spoiling -
public confidence on “Interns
businessoffers”, requiring the lav
enforcement to step in even if

Q)mplaint is made by any victim%

-~

Columbian Voting System attacked by Hackers

~

Unidentified hackers reportedly struck the compmégt system used to transmit votidgta in Colombia's legislati\

elections, disrupting the vote count between Mdthand 15'.

India which heavily depends on the Electronic VgtBystem to protect its democracy should be warthefRisks o
Electronic Voting since it has continued to adopiNan Cyber Law Compliant EVM system” for a longngé now.In
the present EVM system, a physical document isetinto an electronic document and the link or théngois not
adequately authenticated as per ITA 2008. ThoughedM system is notnternet dependent and therefore not pror
the risks which the Columbian System has been @dpus it is necessary for the CEC of India to eevihe proces

from Information Security perspective and Cyber L@ampliance.

\_

/
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[ Cyber Law News for Cx0Os..z ]

Internet Investment Fraud hurting the Advertising | ndustry

In one business model operating from BangalordhiD€oimbatore and other places, a company isrioffe
100% investment return for the investors openimgivan hyperlink and viewing an Integt Advertisement for
few seconds.Further it is found that the investors are oftereq no returns in cash and only shown credithé
account . The marketing is done using the MLM sfggtand one investor helps raise money from anathgr
the entire group has lost lakhs of rupees and made #igsite owner rich enough to run out of the couatyl
settle in a foreign land.

This in turn cheats the advertiser by providing l#sin advertisementbenefit which is of no commenzgédlie but
still he charging him for the samBince the money is raised as an “Investment’jalates the SEBI control ¢
raising funds from public.

Law enforcement is finding it difficult téake up investigations of such cases for lack ef\tttims coming
forward to complain. But we need to realize thag #ind of a fraud is also a fraud on the “Advertgsindustry”
and diminishes the confidence of the advertiserstarnet advertising system.

Many Internet advertisers in India are being defeliin his incident since they have paid for advertisinaf tis
part of a fraudulent advertisement exposure systéims is like a print publication system which clairfalse
circulation figures to get advertising from clients

The Internet advertising indugthas to therefore take up such incidents as faudthe industry and bring t
law enforcement into action.

Admitted Section 66F and Sec 70 Crime on Internet@Uninvestigated

Section 70 of ITA 2000/2008 deal with hacking oteatpt to hack a “Protéed System” as defined by t
Government and makes it punishable with 10 yeamisonment. Similarly, under Section 66F of ITA 30@&
Cyber Terrorism offence is recognized when a semsiinformation of the Government is accessed ¢
Government property is damaged (if there is amiiea to harm the interest of the country etc).

In cases of suspected Cyber Terrorism it is noessary for the Government to wait for sowdypto file a forma
complaint befire initiating action. In fact it iee duty of the intigence wing of the Government to discover s
information and act even if no complaint is made.

Recently some documents on the Internet reveald®tveral Government websites were hacked by an geg
of a company called E 2 Labs based in Hydedadoad the information was used to bid for securitginess witt
the same Government Agencies.

Though this information was made public by the sa@bsite and was accessible to the intelligenceywinthe
Government of India, no action was apparentlyiateéd by the Government in this regard to invedtgfind our
the truth, take corrective action and inform théljmu

This indicates that our security agencies maybeotully prepared to conduct Cyber Intelligence\diies. May
be there is a need for building a National Cybeém@rinformation Collection NetworWith direct participation o
the public to support thiGovernmer in its Cyber Patrolling requiremer

Naavi's ITA 2008 Emergency Help Center

o Corporaie Direciors and CEOS
CalllNow or E-Marls 99-9343554945 © naavi@vsnl.com
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Knowledge + ]

Adjudication for Quick Justice

Taking into account the rapid developments in tetdgy, techies ofte say that one year in the Inter
is equal to at least 4 years in the physical spllois. was perhaps under the consideration of tiadse
drafted Information Technology Bill 1999 when theyanted a new Cyber Crime relatgasstice
dispensation system to replace the current systdmerav Cases typicallydrag on for year:
“Adjudication” supported by “Cyber Regulations Afipée Tribunal” was an outcome of this effort.

The IT Bill 1999 did undergo some significant chasidpefore being passed on May' 177 the Loksabh
as the now famous Information Technology Act 200%\(2000). After the major amendments to I
2000 passed with effect from October 27, 2009, ww& have ITA 2008 in place as the foundatior
Cyber Laws in India and contains the current piows of Adjudication applicable to Contientions o
the Act.

The essential part of Adjudication system is thduotion of tme in completing the process of award
compensation to a victim of an ITA 2008 contravemtio around 4 months It also aims at brining i
IT savvy pesons to sit in judgment of the complicated Cybeam@s. In order to understand how th
objectives have been achieved so far and how thexpected to be achieved in future, we nee
analyse the relevant provisions of the Act .

The foundation for “Adjudication” in ITA 2008 stenfeom the definition of the term “Adjudicating
Officer” as per Section 2.1 (c) of the Act whichtsts,

"Adjudicating Officer" means adjudicating officegpointed under subsection (1) of section 46;
Section 46 of the Act states as follows:
Sec 46: Power to Adjudicate

(1) For the purpose of adjudging under this Chapitdrether any person _has _committed
contravention of any of the provisions of this Aot of any rule, regulation, direction or orde
made thereunder which renders him liable to pay jp#g or compensationthe Centra
Government shall, subject to the provisions of sedtion(3), appoint any officer not below
rank of a Director to the Government of India or equivalent officer of a State Governmen
be an adjudicating officer for holding an inquiry irhé manner prescribed by the Cen
Government.

(1A) The adjudicating officer appointed under ssdxtion (1) shall exercise jurisdiction
adjudicate matters in which the claim for injury @@mage does not exceed rupees five crore

Provided that the jurisdiction in respect of clafior injury or damage exceeding rupees -
crore shall vest with the competent court.

(2) The adjudicating officer shall, after givingettperson referred to in swuection (1) ¢
reasonable opportunity for making representationthe matter and if, on such inquiry, he
satisfied that the person has committed the coetrawn, he may impose such penalty a:
thinks fit in accordance with the provisions oftteaction.

...Contc
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Knowledge+.. ]

(3) No person shall be appointed as an adjudicabffgcer unless he possesses ¢
experience in the field of Information Technologyg &egal or Judicial experience
may be prescribed by the Central Government.

(4) Whee more than one adjudicating officers are appointede Centra
Government shall specify by order the matters dadgs with respect to which su
officers shall exercise their jurisdiction.

(5) Every adjudicating officer shall have the posvesf a civil court which are
conferred on the Cyber Appellate Tribunal under-sabtion (2) of section 58, and -

(a) all proceedings before it shall be deemed tguidecial proceedingswithin
the meaning of sections 193 and 228 of the IndemalPCode;

(b) shall be deemed to be a civil court for the purposessaitions 34
and 346 of the Code of Criminal Procedure, 1973.

(c) shall be deemed to be a Civil Court for purmoséorder XXI of the Civ
Procedure Code, 1908

This section ot only defines who is an “Adjudicator” but alsofides his role, jurisdictio
and powers.

The powers under this sectiamne meant to adjudge “Whether any person has ctietra
contravention of such of the provisions of the Which renders him liablto pay penalty ¢
compensation under this Act”.

The word “Penalty” has been used in ITA 2008 mainlhapter IX under sections 43, -
45 as well as under Chapter XI under sections iid, 78. The word “Compensation” hi
been used in Section 43 and 43@ne interpretation therefore is to consider
“Adjudication” can be used only for contraventidinitese sections and not for others.

Yet another possible interpretation is that thedvétenalty” is used in this section in generic
sense and hence it also covers all sections unakget€r XI where penalties are prescribe
the form of “imprisonment” or “fine”.

A third and a more acceptable interpretation ig the Adjudicator can take on trial a
contravention under Chapter IX or any Offence untleHowever, since his poweese only
to award ‘tompensation”, he can only award compensation e@ovibtim but may not b
empowered to award a sentence or impose a fire rammally done in criminal courtshib
defines a mutually exclusive and distinctive rdiasthe Adjudicator and Criminal Couris
respect of offences under Chapter XI of ITA 2008uf@s will determine th@nprisonmen
and fine while the Adjudicator will estimate thetent of civil liabilities.

Thus the “Adjudicatdr becomes the main arbitrator whenever the claimcfampensatio
arises on account of a Cyber Crime and the amduhealaim is upto Rs 5 crores.

Under powers indicated in the same section 46Ginernment of India has appointed all
Secretariesfoa State or Union Territory as the Adjudicator toe respective State or Uni
Territory by means of a notification dated Mard&h 2003.

...Contd

©Naavi Issue 3 11




Knowledge+... ]

The powers provided to the Adjudicator is “Exclwsigince under Section 61 of ITA 2008,

“No courtshall have jurisdiction to entertain any suit orogeeding in respect of any mat
which an adjudicating officer appointed under tiAst or the Cyber Appellate Tribur
constituted under this Act is empowered by or urder Act to determine and no umjction
shall be granted by any court or other authority@spect of any action taken or to be take
pursuance of any power conferred by or under thugs A

It is therefore clear that if a claim for compemsatarises on account of a contraventiorany of the
provisions of ITA 2008, the only Coudf Jurisdiction is the office of the Adjudicator one of the
States where the contravention has been comm@gaker Appellate Tribunal or CAT (Earlier call
Cyber Regulations Appellate Tribunal or CRAIs the appellate authority on the orders of
Adjudicator. Further appeal against the order of the CRAT priélvail with the High Court (probab
of the State where the Adjudicator’s jurisdictionse).

It is therefore clear that a Consumer Forunewen the High Court is not the designated fordifrial
in respect of claim for compensation arising ouany of the contraventions of the ITA 2008gH
Court will however have the appeal jurisdiction.

The detailed procedure of how the Adjudicator hmsa¢cept an application and dispose it of
contained in the rules notified on March 17, 20(8ailable at naavi.org(Please also refer to t
Q&A section of this news letter for additional pealtiral information).

Any discussion on Adjudication is incomplete withaudiscussion on the CRAT and its powers.
2008 has made extensive changes to the constitoti@RAT (now called CAT). In briefCAT is a
multimember body of which the Chairman is a judicfficer and one or twathers may be technic
members appointed in consultation with the Chistida of India. The Presiding officer of CAT m
constitute one or more benches and assign a cadedisions.

Both the Adjudicator as well abaé CAT shall have the powers of the Court but atebound by th
Civil Procedure Code. They can use the powers fonnsoning witnesses, receiving affidav
ordering discovery of evidences etc but can contheproceedings as an enquiry, allow thesperor
his representative to be present and argue duragroceedings etc.

Under Section 47 of the Act, an adjudicating offiskall take the following factors in determinirge
amount of compensation.

(a) the amount of gain of unfair advantage, wharepentifiable, made as aesult of the
default;

(b) the amount of loss caused to any person asudt i# the default;

(c) the repetitive nature of the default

The Concept of Adjudication is still in its nascetdte of development and hence there are certain
practical problems in the system and they neec tsobted out.

..Contd
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Knowledge+... ]

For example, under the Adjudication rules notifiedMarch 17, 2003, the adjudication process can be
undertaken by the adjudicator on a “Suo Moto” bdsisarranted. These will be required when there
is any information available with the Adjudicatdyoait a cyber incident having an adverse implication
against common public. However, so far there has @ report of any Adjudicator having exercised
this power.

There have beerncidents where the respondent may be out of tliatcy or unable to spend mor
for physical appearances. Though the rules profodehe use of “Onlinesettlement of enquiry ¢
disputes or for taking evidence” and such servioeing on offer by www.arbitration.in, so far
adjudicating officer has made use of such costg¥ffe and time saving measures.

It is also envisaged unddre rules that as far as possible, every applicaiall be heard and decic
in four months and the whole matter in six montiswever this is a rule which is not being adhe
to and cases drag on for years even in the adjimlcprocess.

Probably hese are teething problems which the CAT in coasah with the Government may try
address.

| therefore suggest that as a first step, CAT shassume certain administrative measures for

a) Regular communication with the adjudicators gigfomonthly or quarterly meetings in
different locations to discuss the pending issunektake remedial measures.

b) Maintain a website and post information on aggilons received at various adjudicators and
the status of the disposal.

c) Provide for periodical review of delayed appificas and make suitable arrangements for
quick disposal as may be required.

d) Organize trainings and workshops for adjudicatorenable clarity on various issues and
uniformity in application across different states.

e) Encourage each adjudicator to set up “Onlingese¢nt facilities” .

f) Encourage each adjudicator to appoint atleastamsistant to exclusively take care of the
administration of the Adjudicator’s office alongttvihis other duties

g) When the jurisdiction in respect of a complanérlaps between two states, encourage a
formal or informal arrangement where by the twaiddjators can collaborate in the form of a
multi member adjudication panel ... etc.

Hopefully the CAT wil initiate necessary steps to ensure that thétimisin of adjudication becomes
successful grievance redressal mechanism so thiatietim whether he is a company or an individ
would appreciate the quick and fair disposal of dispute arising duof ITA 2008. This will go ¢
long way in the society giving better respect ® lggislation itself .

Naavi

Attention Corporate Executives !
31% of March is the deadline for this year’s Clausedé8laration to be frozen.

Have you done an ITA 2008 Compliance Audit?
.. to confirm that all regulatory compliances havebeen completed by your company?
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Questions and Answers ]

We intend using this section of the news letteanswer the Cyber Law related queries raise
our readers. This being a special issue on Di§ighaturesve are using this space to explain sc
of the basic concept of Digital signatures.

We appreciate if queries are raised by persongatidg tteir Name, Occupation and Cont
details. We however donivant to restrain the readers from raising questiaithout revealin
their identity. Such readers may therefore sendjthestions as “Anonymous” in which case e
their e-mail ID would not be provided on the neetdr.

All questions may however be sent by e-mailntavi@in.comby esmail with the subject lin
containing “Cyber Laws for CxOs".

N e/

System of Adjudication under ITA 2000/2008

Award

Victim who

has suffered a loss

Application for Adjudication -
Adjudicator
Contravention \

of some provision of

ITA 2008 Award
noti d reply

=

Accused who
has causedthe Loss

p =

How Does the system of Adjudication work?

Victim identifies a loss on account of a contravemiof ITA 2008

Applies for adjudication to the adjudicator of apprate jurisdiction along with the
requisite fee and available evidence

Adjudicator verifies contravention based on priraai¢ evidence and if necessary orders
the Police to investigate and report to him

On confirmation of the contravention and identifioa of the accused, adjudicator sends
notice to him demanding reply.

On receipt of the reply from the ased, adjudicator will arrange hearing as requaed
arrive at his assessment of whether the contrawentias occurred, whether it
attributable to the accused and what is the fainmensation payable to the applicant
awards appropriate compensation.

If the offender does not pay, victim may invokesguest for recovery with the adjudics
who will apply revenue recovery process to getgiance of his order.

If either party is aggeved, they may prefer an appeal to CR.
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[ Questions and Answers]

~

1.

2.

©ON®OREW

.

What is the Procedure for application \

Use the format of the application enclosed withribéfication of 17" March 2003
use professional assistance if required.

Calculate the adjudication fee based on tileWing table and take a DD favouri
“Adjudicating Officer Information Technology Act, ..(Name of State or Unic
Territory)

Wait for further information from the adjudicatidficer

Reply any queries received from the adjudicator

Attend hearings as required

Receive order and wait for compliance from the aedu

Appeal to CAT if required after getting certifiedpies.

If offender neither appeals further nor compliestitmn may appelato Adjudicator
for assistance in recovery of the awarded comprmsat /

-

From

-

Fee upto Rs 10,000 10% ad valorem rounded of teeseaext hundred
From 10001 to Rs.50000 Rs. 1000 plus 5% of the atmexceeding Rs.10,000 rounded

Rs.100000 to the nearest next hundred
More than Rs. 100000 Rs 5000 plus 2% of the atnexceeding 100000 rounded off

Table of Adjudication Fees \

of to nearest next hundred
Rs.50001 toRs 3000 plus 4% of the amount exceeding 50000 exliodf

to the nearest next hundred

Plus: Fee for every application: Rs 50

Eg: For compensation of Rs 2 lakhs, total fee woudd Rs 7050/-

/

-

wn P

What is the Procedure for Respondent \

Study the Adjudicator’s notice and the accompangoigplaint information

Take professional assistance if required

Respond within the specified time as you deemRi#member that if you don
respond, the adjudicator may take an ex-parte idecis

Attend hearing and present your case as required.

On receipt of a copy of the award, respond appabglsi.. Pay asequired or appe:i
to CAT after obtaining a copy of the order.

©Naavi
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[ Questions and Answers }

/ I have only the e-mail/Web address of the accuselddonot know his name and physical\
address. Can | still apply for the adjudication?

Yes. Provide whatever evidence is in your hands @mdperate with the adjudicator if |
orders an investigation for more information. Brably file a complaihwith the Police als
though this is not mandatory for going for adjudima.

\_ )

/ Is it necessary to appoint a lawyer to assist me? \

It is not mandatory that you should be represeatdd by a lawyer registered for practide.
most cases you may send your complaint yoursedtty. If required take the assistance ¢
professional who is conversant with Cyber Laws &achnology whether he is practicing
not for preparing the application aelvas to represent you or accompany you during
hearings.

- )

Can | present witnesses during the hearing?

Yes, you can present affidavits and also witnesspsrson as may be required.

/ Where is the Address of the Adjudicator available? \

Adjudicator is the IT Secretary of the State whidae adjudication is preferred. List of
secretaries as on date can be obtainéthati.org

The list contains the phone numbers andagt addresses. Obtain the physical addres
contacting the office.

Complaint may be filed with the adjudicator of ttate within the boundaries of which
least one Computer used for commission of contitamens situated.tlcould be the sta
Qhere the victim or the accused or the criminad@lities are located. /

f Who will bear the cost of adjudication? \

At the time of application, the applicant will betiie cost by way of the fees. He can claim
damages inclusive of the costs and if the adjudraatsatisfied, the order may include cc
of the process as well as other associate cosjadigdior has the discretion not to allow f
costs if he so desires.

- )
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[ Questions and Answers }

/ Can | withdraw the Adjudication Application? \

In case you want to withdraw the application afieng, you can do so explaining tl
reasons to the Adjudicator.

The fees already paid may not be returned.

If the adjudicator comes to the conclusion thatdpelication was frivolos, he may als
impose a penalty on the applicant himself and atderbe paid to the accused.

If you have come to a compromise with the accusepint request may be made to
adjudicator advising the terms of the compromise/ed at and the adgicator may take
as a “Compounding” request and order accordingly.

Appeal to CAT would not be permitted in case of atjudicator’'s order following
\gnpromise. Adjudication fee may not be retur /

/ Can | bring an Injunction for an Adjudication Proce eding filed against me? \

According to Section 61, no Court shall have juggdn to entetain any suit or proceedir
in respect of any matter which an adjudicatingoeffiappointed under this Act or the Cy
Appellate Tribunal constituted under this Act ispawered by or under this Act to determ
and no injunction shall be granted by agurt or other authority in respect of any ac
taken or to be taken in pursuance of any powereroed by or under this Act.

Hence the only remedy for the respondent is toyafapthe Adjudicator himself for droppir

of the adjudication and appeal if he goes aheal g order. Other Courts cannot interfere
(Except when the claim is over Rs 5 crores when Aldgudicator does not have t
jurisdiction in the first place).

The appeal lies with CAT and not with the High Goalr this stage. Appeab tCAT canno

\iade until the adjudicator completes the procedgyares his award. /

/ What should the applicant do if the Adjudicator does not respond to his application or\
keeps the issue pending?

The exact procedure to be adopted in such a caset ispeified at present in the rule. T
suggested remedy is to make an appeal to the CRAiNg that the order of the Adjudicatot
not enclosed since the adjudication process icowiplete and the remedy sought is to di
the adjudicator for expeditiously completing thegess.

N /
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[ Questions and Answers ]

/I have received an excess Bill from my service prader due to my Wireless modem\
being misused. Should | go to the Consumer Forum?

No. Misuse of wireless modem may inalie unauthorized access to the computer sy

and is covered by Section 66 as an offence anbifpr compensation under Sect

43. Hence an adjudication application should bedfiand other forums donot he
Qurisdiction due to Sec 61. j

/ Manager of my online broker has executed unauthorigd share transactions on nb
account. Should | seek arbitration as per the termsf our agreement ?

If the allegation is against the broking firm abdlé commission of an offence, 1

arbitration agreement may become infructuduss preferable to seek adjudicatior

any contravention of ITA 2008 can be proved suchrasuthorized modification of ¢
korder placed through e-mail or an online applicatio j

Is it mandatory to register an FIR before approachng the Adjudicator?

Not necessary. It is however desirable so that atpidicator can pick up sor
assistance from the investigations conducted byPtbkce. The adjudicator can a
order the Police to investigate and report to limftndings.

P.S: Views expressed here may be considered asstiggand other experts may have differing opiion
Answers given here are for academic clarificatiow @lebate and do not constitute legal advise.

Be A Part of the ADR Revolution in India

Use online arbitration for lower costs and greatecconvenience
At
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Building a Panel of Cyber Law Experts in India

Cyber Laws For CxO is promoted by Naavi the founolewww.naavi.organd the
associate sites.

With the growing number of Cyber Crimes in Indiadaihe &panding knowledg
baseit is necessary to expand the knowledge resowaiaale for the community fc
Cyber Law related advisory services.

When Naavi started working on this area in 199&e were a very few practitione
in the field of Cyber Laws in Indidn 1999, he was the first author of a book
Cyber Law. But in 2010, the situation is differelhere are many exgsrwho have
emerged across the Countryhere have been many authors who have written
on the subject.

Cyber Laws For CxO will therefore like to build aw panel of Cyber Law experts
the Country. May be in due course some of theselpa@mbersvould join the
editorial board of this publication and this will emerge asknowledge resourt
nursed by the community of the experts of which\Waall only be history.

We therefore invite Cyber Law Experts to send tlcegdentials so thaheéy can b
listed in the panel of known Cyber Law expertshie Country for public to conta
them for information and advise if required.

At this point of time we may not make any warrasiten verification of credentialg
We will howeverreserve the right to refuse inclusion of any peroeasons do exi
for such a decision.

The website of the magazine will carry this list. future issues, when we rece
questions from the readers, we will provide an opputy for these experts to pres:
their views if they are willing.

In due course we feel that young law graduates wdnat to pursue a corporate car
can use this forum for registering themselaes also express their expert views
various related subjects. Companies may also usefdhum to find appropate
resources for legal advise or for recruitment gleprofessionals so dh this forun
may emerge as an “Exchange House of Cyber Law &ERésources”.

We invite suggestions from both the @ybLaw Community as well as the C:
community to improve the utility of this publicatiavhich is now three months old.

Interested persons may contaahvi@in.conwith necessary information.

Na.Vijayashankar
(Naavi)
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[ Disclosure ]

This is an e-news teer published by Ujvala Consultants Pvt Ltd, No,
“Ujvala” 20" Main, B S K Stage I, Bangalore 560050. (Ph: 08603&90).

Web: www.ujvala.com E Mail; ujvala@md?2.vsnl.net.in

The news letter is being edited by Naavi, Na.Vighankar, no 37/5, “Ujvala
20" Main, B S K Stage |, Bangalore 560050.

Web:www.naavi.org E Mail: naavi@in.com

A copy of the news letter is also being hosted on the i
http://www.cyberlaws4cxo.comn future the news letter may be reproduce
any other website owned by the same managemets assignees.

The views expessed in the news letter and the hosting websdeldvbe
considered as belonging to the respective authwispeovided for educativ
purpose and are not considered as legal adicelly check with a qualifie:
advocate if any legal action is contemplated.

Any comments and complaints if any may be sentthite editor a

naavi@in.confor resolution.

Contents of this news letter may be reproduced onlyspecific permissic
from the editor and with due credit.

Copyrightin respect of any contributions from authors palid in the new
letter will be deemed to have been transferredhéopublisher at the time tl
article is submitted for publication. In the evemt author intends to publi
the same article in any oth@ublication, he shall inform the publisher
Cyber Laws For CxO the name of such other pubbticatind also add a nc
“First submitted for publication with Cyber Laws F€xO” in the othe
publication.

Any dispute arising out of the publication shadl settled through arbitratic
through the virtual arbitration centettp://www.arbitration.inas per the tern
of the Indian Arbitration and Conciliation Act 1996

For Subscription: Visit www.cyberlaws4cxo.com
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