Extract from an E Mail Received by Naavi:

Couple of days back | registered on quickr.com to sell my Canon Camera. Yesterday | got a mail from
"richardd dunford" <richardddunford@gmail.com>; staing:-

Thanks for the mail, Am Mr Richard from US, i want to buy your item for one of my son who go for is
pastoral study in West Africa...so | want to know if you are willing to sell the item for me so i can
budget it in mind to buy it...

So kindly tell me the total amount of the item+shipment cost to my son address below through post
office so i can made the payment into your bank account ...

This is the address of my sons..

Name...Ayo Balogun

Address..No 12 Omitowoju Street Inalende
City...Ibadan

State..Oyo

Country...Nigeria

Zip Code..23402

And again i will need your bank data for the payment as i stated it below..

Account Holder Name..
Account Number..

Iban Number..

Bank Name..

Swift Code..

Total Amount..

So kindly tell me the total amount once you have confirm the shipment cost through post office..
Thanks

on 10/22/11, | G < ot

> Yes, the item Canon EOS Rebel Xt is still for sale.If interested please call

> Regards,

On final negotiation we arranged to a price and he asked for wire transfer details,which | provided.

After few hours time | received a mail from ScotiaBank that the money has been debited from the
account of richardd dunford and will be credited once | provide the shipping details.


http://quickr.com/
mailto:richardddunford@gmail.com
mailto:ghosharnab21@yahoo.co.uk

| got suspicious and checked the mail header which | pasted below. It shows that the mail was sent
by "benyfaith@gmail.com". | reported the issue to the ScotiaBank but they neither confirmed or denied.

So | wanted to report this issue to you. So that you can tell me if this is a genuine case or a fraud. And it
is a fraud what steps can be taken, so safeguard my email a/c as well as bank a/c?

Kindly help. Also let me know if you need any other info.
Mail header of the bank confirming the wire transfer.
From Service@ScotiaBank Thu Oct 13 14:35:42 2011

X-Apparently-To: || | | |G > 212.82.110.147; Thu, 13 Oct 2011 14:35:43 +0000

Return-Path: <benyfaith@gmail.com>

Received-SPF: pass (domain of gmail.com designates 209.85.212.68 as permitted sender)
Ck91dC4KCkRIYXIgVmFsdWFibGXCoApDdXNOb21lcjpBcm5hYiBHaG9zaCwK
CsKgCsKgwgDCoMKgwqDCoMKgwgAgV2UgYXJIIGhlcmVieSBpbmZvecmlpbmcg
eW91CnRoYXQgdGhlIFBheW1lbnQgQ29uZmlybWF0aW9ulHdoaWNolHIvdQpy
ZWNIaXzZIZCBIYXJsaWVyIGlzCm5vdwphcHByb3ZIZCBhbmQKaXMKecmVhZHkg
dG8KYmUgcmVsZWFzZWQgdG8KeW91ciBiYW5rIG9uY2UgeW91ATABAQEB
X-YMaillSG: 6MaOdwwWLDvill6INLFbBE420XKIm3_9MeuDxVsyVOwhzw3u
P2eEoY_9Wk87Eqfpa5DkQ.MKov9vP2SDtRasrgdchZukR6y204M_D_OF7Vix
pF_aWSrtnz_g26pQWVZTAxOXsh7JYZrg.pmx4qfEJJ6D5cY_ijAA09XXvvvq
lyGxfhRXp4ZV44WFR7mQCNO_9aocbzaMuo.LN9aKTt2gL8AX3L8_QimVjSXY
ublrBxM.oX3AMzKwM70tI3vgny6stOM1snKpMgYyAr3b2XwGjO_|IUCOw46Dh
XxkEEOSxefHshrutYU28TtsRpw8QZ7ejFtsl4046qxeQ8v6iH_ZQOt2unkKKod
FAOGNGssXhtvPrdIYHj8Pf7r80z_U4xpwXYAu9Z2LKTZhaxyWhKCgLOIlyhFs
HAxrWhtZYeSUq5858umYCM2_EefT_OGHfqwvhZ0SqvCin3qOBnbjfWNeZM5n
tDDGg098VWKZZiCec_fZV0TSqo2Di8p5D2a910UFwWtZgXuGZvCNVZLxBe_6Y
kTTGQE3IGtJA7Bya2Jfu_3dmdvbGOFxMqg3uA6niXj6JbzJopPXRp2XjlCdO
zalL0JKOydRtlkcG_e0Qjz80Ax7ydBGeaKYcyaQtqWmDgoFdNbp40XL9hOMgK
t).ew1R.hEi8.maHPvOJP7XCj680BrwmUAeWmM7FhT6vR6hOIOM7CulUCqgrMxA
T5W2ySRbxyRy19FBaODV2SsOxFdA4FzKZ1pVXf6lljFffOU9D9iYOAPQUNHT
ivGppwztV_2EviimUdRMVugv3eelipcmwpXjlcCvTOVWIhCIX3VEaxabrfr3
&nbs p;Susgmcdqv20TEIE2B53y2pZmglzGG2EGUWmM2VmilGKudOhFd9pVzabrFéjLy
3wBOJEQiINcXLIVeyvjMylltdJFQUhangWmxorCs80bmSKBDFaFIRzFOppcl8
H90Zuc96wsDVChGvK_9.GNIWfsmPjswd1fzXJRUal69blMyfHX bTsoiss1Z
I3PabEZgWAJutnvOKj.KZmeQySKIWUJSECKFOfy7y2gQwLI7CbrFOO0CVEBO
101470zjMgWbXHPh2_ChkWmgiJ7sN19YHApFIRSoSt6pr0jp8x8hH6LtLZKc
9wW42WhwYgA3XZLpvHLIimwYO0fI39UB0a4xOBs50v.MqChrcrxGhWAkZyxExbz
_j51CEDpIPZGKT2TZ_4T.etaYnhZDo5xxuyPHIYFf_HGPeBwkjWg
X-Originating-1P: [209.85.212.68]

Authentication-Results: mtal1088.mail.ukl.yahoo.com from=gmail.com; domainkeys=neutral (no sig);

from=gmail.com; dkim=pass (ok)
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Received: from 127.0.0.1 (EHLO mail-vw0-f68.google.com) (209.85.212.68)
by mtal088.mail.ukl.yahoo.com with SMTP; Thu, 13 Oct 2011 14:35:43 +0000
Received: by vws12 with SMTP id 12s05781vws.3
for <} - .. 13 Oct 2011 07:35:42 -0700 (PDT)
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;

d=gmail.com; s=gamma;
h=mime-version:reply-to:sender:date:x-google-sender-auth:message-id

:subject:from:to:content-type;
bh=grdSui+rIXw4Mxn2VSdAFGI/61/TBNDCkyBPXu6R1PE=;
b=m8u5k9zofIn5LpFcsD5VGUyAoPes6gdA1IHOXN7ie7a4kOS+9RNyrhXIR3Nn+Imv3vz
OrzVuwoNs+yhOKUMTpihBeCytSGiopH5DxlatpAKyhgHNRYaCr2FREDFvdPYob7iWWVv;j
Cf7KHg4sMdv/nhZzuaFeHrOLgU+Q9geEdAse8=

sec: [

MIME-Version: 1.0

Received: by 10.52.97.5 with SMTP id dw5mr4040709vdb.48.1318516542852; Thu, 13

Oct 2011 07:35:42 -0700 (PDT)

Reply-To: scotiabank management@rediffmail.com

Sender: benyfaith@gmail.com

Received: by 10.52.115.130 with HTTP; Thu, 13 Oct 2011 07:35:42 -0700 (PDT)

Date: Thu, 13 Oct 2011 15:35:42 +0100

X-Google-Sender-Auth: sT9CIKyqVOw2UDID6YJW2NNK9rI

Message-ID: <CACEHP5BJTX8yThXqp mOifgoHWS 66AXA0WaSBLCGujgneFuyw@mail.gmail.com>
Subject: ***|t Now Safe For You To Ship Qut***

From: "Service@ScotiaBank" <scotiabank _management@rediffmail.com>

To: I

Content-Type: multipart/alternative; boundary=20cf307f38542ace2304af2f0e42

Content-Length: 13815

Thanks and Regards,
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