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E2-labs' project Ethan dissected. Anatomy of a franchise proposal |
non-existing partnerships (UPDATED)

22/11/2009 Written by Roberto Preatoni

In case you didn't understand, this is the solution of our *crypto* jeopardy game posted in the last news.

We received a notice that on WikiLeaks somebody uploaded an interesting document. It's a PDF file, called Project Ethan (after Tom Cruise's Mission Impc¢
and it refers to E2-labs very recent plans to open in India an educational and IT security franchise network. We downloaded the document and we found
information in it, regarding E2-labs future plans and how the name of Zone-H (and a few others) was used to back up the whole plan to convince possibl
money in Mr. Zaki Qureshey expansion plans. Needless to say, Zone-H was never informed about such plans and never gave any consent to be included

The document is a financial investment porposal, made up by 28 pages. It seems to be written by Grant Thornton, a well-known financial advisor compan
that the document was originally produced by such company, it's too well structured, E2-labs and Zaki Qureshey definitely don't posses the business ski
Nevertheless, the document it's filled by improper statements. We don't think that Grand Thornton did it on purpose, we just imagine the situation wher
some statements and material by Zaki Qureshey and they granted it for real, without verifying it. And that is bad, after all, the entire businell proposal ca

The result is a well written document meant to attract possible investors, backed up by Grant Thornton name, which sounds to the ears of possible inves
that it is referring to a serious proposal. This is probably the reason why E2-Labs Mr.Zaki Qureshey decided to invest some money to look for Grant Tho
another case to use somebody's name for his plans.

Q GrantThornton

Project Ethan

Invesiment Proposal

Prefiminary and confidential, for discussion purposes only

In this article, we are going to show some excerpts from that document, followed by some of our comments. Why did we decide to make this document
document is yet another example of Mr. Zaki Qureshey unethical business practices and because it's involving directly my an Zone-H name and because t
have to make clear to the general public that we have nothing to do with Mr. Zaki Qureshey bogus proposals.
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Opportunity to invest In franchise of E2 Labs Information Security Pvi Lid ("EZLabs"), a leading
Information Security company, with an R&D conter at Hyderabad and socurity specialists
spread acress US, Asia and Europe.

Corporate Training Mok fnon-jeb orented Soecudity services
programmes

&t

PHPIDS I

Espand in India MiddE East
Rhrough
Franghising

Giobal Information

Fipefing
lalet Ventures Security Summit

*  Plonears in Infermation Security training, RAD, Consulting & Services in Indla
+  Recognized as a leader in the Information Security space in India

In-house technical capability and relatlonships with leading security experts across the world
+  Exclusive tie-up with the world’s premier digital security observatory & Gzars.

As you can see, this page to the document is referring to E2-Labs' partnerships with known security industry names around the globe and to the world's
security observatory, which is Zone-H (we'll see the name in clear later on). Needless to say, E2-Labs doesn't have any exclusive tie-up with Zone-H. Act

tie-up at all.

Managamani Fimancial

Ovarviow

Information security services

«  The informition Securily sefvices segrment grew by 73% 1o Rs 456 cr. While systam integration and
consuling sarvices accounted for a major chimk of the sarvices revenues, 1he sepment wilnessed
incremental growth on account of demand generlid in the areas of managed securlly, complance
awdis and carification

= The securily services marked has shawn o definitive shift in addressing Web-based intresions and
attacks, primardy related 1o the financial seclor. Managed securily services is one of the fastest-
growing segments in the security markeiplace,

+  Based on a 2008 survey McAfes consarvatively estimales that the global damage from data loss
Total was 1.6 Trillion Dollars. In a worldwide study "on the securily of informaton economies”, the
companies surveyed estimated they lost & combinad 4.6 bilion dollars worth of intellectial property
tast yoar, and spent approximately 800 millen dollars ropaining damage from data breaches

IT Security Education

‘Worldwide shortage of |5 professionals are 10,00,000, presants an oppartunity for the Indian IT
Industry. India haz a demand for 1.22,874 natwork security professionals by 2009 while only 57,562
professionals would be available, a shortlall of §5.312 professionals. (Source: IDC)

*  Number of hackers ana three times the security professionals.

+ Lotk of entry bevel courses and cortifications in information security madke!

Here we have an interesting statement: "number of hackers are three times the security professionals". Interesting, I'd like to know the source of such in

proxylord.com/tube/browse.php?u=0i8...

2/8



3/12/2010 E2-labs' project Ethan dissected. Anato...

Managamant Financial

Ovrviam Dardlow

E2-Labs - An introduction

« E2-Labs is India's fastest growing Information Security company with an RAD center at Hyderabad,
India and access to security specialisis spraad across U8, Asia, Europe and Israel.

The three major service offerings of the Company ane:
- Saeurily Trairing
= Corporate Information Security Solullons and Services
— Information Security Products and redsted Services
= Raesearch & Development.

The Company started Asia's Firsl School of Ethical Hacking in 2002 and has collaborated wilh the
world's prarmier digital security Exparts i.e, Astalavista, Snort, PHPAIDS, Zone-H in providing training
in athical hacking, wireless security, web application security & Reverse Engineering.

= A part if its India oporations, EZ Labs impars jobs oriented and shon torm courses in Information
Security and also provides consulting and secudity audit solutions 1o comporate clients in India,

«  EZ Labs has also emered intd exclusive partnerships for the marketing of various Antivirus! Ants
malwara products (neluding Bulter Zone and Sophos) and distibution of ®igasl certificates and
Signatures Brem (Verisign and Commada)

Here again, we have:
1) Zone-H name spent one more time.

2) reference to E2-Labs job oriented courses. Remember, E2-Labs was advertising such "job guaranteed" courses illegally using my face and we already :
scheme behind such offer.

3) statements boasting E2-labs having exclusive partnerships with companies such Verisign. We found and interesting article on an Indian newspaper, in
named as a franchisee of the Verisign brand. It's interesting, we didn't know that Verisign's business model was to expand through a franchising model..

Managamant Financial

Orverview Overvlow

Security Training Solutions

» E2-Labs In assoctation with Zone H has developed a world class training curriculum, first of ils kind for
informalion security which is being imparied thraugh the training workshops being conducted at its
training cantres in Hyderabad with visiting faculty from India and overseas

+Corporaie Tramings v Zone-H - comperals Waining  International cyberires.
eSO with oxpdr] Gvarsens + Cipan source solutions
«8 modiha - Cantified Sacunty Tacully ot
Spociaisl - Job oferiod + Panetration Testing and
“Astalovisia Widrerabulity Assessmen
J‘MM.I:“IMM
Spocialint - Mon-Job oelanted + Mitwoem < Compubsr Fanshscs
Soience & Investigation
#1 month - Certified Socurty <Sncdt v Enteeprise Poblic Key
Pmofrisanal
SPHP D5 Irfrasruciure:
#Cartifcatn Courses + Anti-Mabwana Sciution
v‘ﬂmm
¥ Malwars Analysis
< Wirslass socunty

Here it's written: "E2-Labs in association with Zone-H has developed a world class training curriculum...". Let me make it clear: E2-Labs has developed nc
with Zone-H. They are using Zone-H's trademark "Hands on Hacking Unlimited" on the page CareerOrientedTraining.htm without our consent.
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Fimancial

Howd ateps

Key associations and partnerships .....

Zane-H is an indk and opt e digihal
considernd inday as the mmmuw mmn&tmm
Ihe inteenat. € 2 Laks -Zone H foinlly conducling he sorperate irening
Seasions in the Seid ol informalion secusity

MALSAR Univaralty of Lirw, Hysarahad, sn instiution of national
eImaNCA in e Tedd of lgel sducalion and fedsadch whine E 2 labs
conducts cyber Lnws iraining coursos.

o thad deals with Tie.
lmf-q- ol students for Bechnical exchange fraining programs.
it

mmmmmminjhl sl
Initiative ta tackie infihe woaal

T
mmmmmmmm R

E 7 Ltes i3 in discussions with sarveral slabe and cendrmi genammant
suthcrities on vanous issues related o oyber sacunty and

forensic iImsstigation

Here again, Zone-H is named as a key partner into Ethan project, which is not true.

Wead abeps

Here Zone-H is labeled as such organization providing training, services and consulting on behalf of E2-labs in the SAARC region. This is not true. Zone-|
service in such region in cooperation with E2-Labs.
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Managamant Fimancial
Ovrviam Qe e

Heoxi siops

Key projects executed — National Security

¥ EZ - Labs is coordinaling with several state and ceniral govemmenl aulhorities in various issees
retated to cyber security and forensic imvestigation. |1 has been appoinied as principal consuliant in
salting up Computer Emergency Response Team (CERT) India. EZ - Labs is assisting indian

governmeant has mandated E2 - Labs to satup simiar CERT for MEMA regions, of which CERT-
Oman, CERT-Kuwait projects are under discussions.

¥ E2-Labs is exclushvely associated with Govermment Examiner of Ouestroned Documents ({SEQD)
ol cyber forensics division, for omployes skill enhancemant and upgrading iechnology.

¥ EZ - Labs will be appointed as information security advisor for Indian Defense and Intelligenca
Agencies

e  JEH 2

A funny statement: "E2-Labs will be appointed as information security advisor for Indian Defence and Intelligence Agencies". We have 2 questions here:
1) why "will be"? Is it yet a dream?

2) isn't it inapproriate to name such cooperation agreement, give the extremely confidential nature of it? If it ever was true...

Head wtops

Key Management and Technical Team

hwwmﬁwmmlmwﬂmmmm
beedi an anid E-hacker with significan o in o
SICUTTY, mm-wmﬂwmwm

Zonn-H foundar, ha in imvobved in croasng ediional contents, devaloping Hero-2 comics and tmcks,
mmha:mmnmum and partcipating in tha deveiopmont
s wedl a3 performancs of Zane-H's Hands on Hacking training courses.

He hars neary 18 yeans of 15 projects and senvice solufions and has besn assoctsted with vafious.
15 Companies. and leading venddan across e indusiry induding SAP, Oracs, BEA, IBM. Entrust,
RSA, Nalngrity, Thot, Wavessl, Radiant Logic, Muesare, Sun, Microsof], iPlanel and Siemens.

Ha has sorded Indian instbote of Technology (W), Kharagpar daring 1264 - $9920and has also
uncestalnn consuRancy work for various indusifial cepanisations and has chaird ot infermational
spansoned by ASME, IEEE o CAD and Robotics

Forig-H co-foundes, mombssr of She Baam and main administraior, vl i the orestion
@nd pacformance of Zona-H seminar tocks. Mambor of the Libunty sacunity taamy

o hiss boan @ pad of e Lop managermse lear ol o leading Indian coevglomarals Mahindra

and Mahindm havirg served as a MO of Mahindra Exports Limed and ivolved in sirategic
acquisitions, divestments & joinl ventures, Cumanty on e boards of sevenl companies

in'iha LT, finandial services, infmsireciune & snangy seciors in india and S UAE,

This is the slide which is causing me most of the anger. I am named as part of the key management and technical board, in the slide "Management Overvi
member of any E2-Labs management committee!
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E2-Labs Franchise

Again, Zone-H dragged into the franchisor-franchisee scheme

Markei
Dvoryieas

Revenue growth

= Th i forecast its cument revenues

L]
10 be MR 40 mn,

Expected CAGR ol 26 % over the next five
years for information security iraining and
SEMVICES.

= Initial year focus on markeding efforts and
addtion of more iraining courses

Revenus mix

Here it's made clear that the franchising scheme is based also on the guaranteed jobs scheme, involving the franchisee in it, with all the possible legal cor

revenue mix fo be =25:75 between
tralning and servicas in 5 years

Roevenus inchise from the Job ananted
&8 with the increase in the damand
¢ securily professianals

The franchizes offering the Job
bt nnnolnwiw:hlhs student

guaranteed progra
would be retamed in the Tranchise for & manths

jotr raining In casa of not geliing placameant.

‘FhE student will e nd for rendering
services for 6 Nu:maar e will be

Imtk:hd into 'ru'rc'Jnsa for performing security
sarvices Io comparates

Huge patential lor sarvices in the information

 Secunty

A o
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®  dprporate treining

. Fartsership with Booe W

Mo oh orEd
®  CereScaie cownes

Head wtops

MOTR Sm W &N R R TR AR um me

g ey A ey o i iy
TR g By o

Tri g coures Durstion  Faa [INR}
Certhad
- & monkn 205,000
- Fen-job orisnied 4 mondn 200,000
Diher programmans 1 monih 100.000
Corporate Trainng 8w 0000

Fruepy
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Managamant

Overviow

Financlals Projections
Training and sorvces form pat of tho curment porifco, thess rvenue siraams will be ta magor contrityion of mvenun
#0dd EBITDV Derosa th et bt yinars Bhecugh aagansion in India snd Wi Easl

AN A
[Frofk Lows socount | Year il Vewd| w3l Vewdl Vew ]
m—m
Covpiwati Trirsng () "na i 173

Job ] 11s o 208 mno BS
Faoey Joby orieriiod niring B 18 2 25 F-L]
B s - M g 0l 11 300 1 164
Erace ol GE] L1 i L]
Corp g Soal a1 20 15 182 o7
ol a3 75 Ti rE ]
Serarms oot an aF T4 na ns
i o Frorchveor 6.3 L) &0 7.3 ar
E N Y T
ey Frost 60N ST 8 ird o0 0
L ais}
EZ laba Mumhs. ASGTEENg 65 L&A T {3 [E]
Pincerment cell coal 21 23 15 2z 31
Mansprmadd Lalorins 15 14 LB 1y 21
Coter prrgaryes ol 13 ¥ 24 g 35
L s i5 5 40 52 &2
BTN ey [T oM 65 AR a2
is 1.7 i o4 od

e - - . N 5
PET 43 1 3 430 5.5
T i3 [ ¥ f3 146 ith
Mt p arwakutia Ao Fmchises: 28 AR pLE) |A 34T
Hor prolf g TN T ZZER ITIN TR0

.. as well as it's made clear in the financial forecasts, where the guaranteed job business line is the most important among the revenues items. A quick n
Gross Profit Margin starting from 46% and topping 60% throughout the years seems very unreasonable. Grant Thornthon's guys should have noticed tt

Funding reguirsmant vy R e
‘Gootwill consdamson to Franchisor 28
Hardware and softwan 48
Fiamiliia (L]
Rertal advance 4
Wi {2 manths 5.8

Revenue sharing model
Goodwill constderation for using the E3abs brand and tredemarks - Rs 2.5 mn

T% royalty on net revenues which includes fralming and senices

This is the interesting part of the Ethan plan. Giving the strong partnership between E2-Labs and some big foreign names and brands, the targeted fran
hefty goodwill of 50,000 USD to benefit from it. The point is that in reality, the franchisee is paying this money for unexisting parterships which he will ne
from.
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Company Managamant
O

Dvmrviaw

The E2-Labs franchise advantage

«  EZ Labs offars an opponunity for & potential investor 1o participate in ona of the fast growing
Information Security company and tha first organized school for 1S training and consultancy.
Hiving collaboratod with the world's prémier digital security obsesvalory, Zoni-H, EZ Labs has
accass 10 a wall researched RAD base and a network of secunly exparts workdwide

With mone and more digital attacks affecting corporabe netwiorks, the Indian Information Securty
Market (estimated 81 Rs 1,970 or in FY(9) is estimaied bo grow at 39%. EZiabs is ideally
positionad as a ono-sop-shop b alfef its rangoe of 1S products and sandices

*  The astablished training facilities, well developad curriculum and exclusive tis ups for iraining and
sarvices, ideally posifion E2 labs to capiure the Indian and overssas markels.

Mext steps...
= Preliminasry discussions (financlal and business)
Signing of term sheel with initlal non-tinding offier
+  Promolar meetings and discussions
Definitive agreeméents

Some more words about Zone-H in the ending slide of the document. Are you ready to invest now?

Some final considerations: E2-Labs plans to start an IT security college in India was indeed a good idea. Mr. Zaki Qureshey brilliantly forecasted India's fu
security experts. Even this Ethan project franchising scheme could have been a good idea, if what stated in it was true. But unfortunately it is ruined by 1
conducted business in the last 7 years.

What Mr. Zaki Qureshey does not understand is that if his way of doing business was normal his company was probably at this time 100 times larger the
considering how big is the Indian market. This means respecting contracts, respecting and pay people working for him, not selling courses luring student
sustainable jobs, not abusing of somebody's else image and brands, not bullshitting about James Bondish partnerships, not screwing people, not threat:
All practices unknown to E2-Labs way of doing business. Business never means fucking the counterparts.

What a pity, what a waste and what a lost opportunity.

PS: shouts to littleyoda...

UPDATE: we received from Fyodor Yarochkin, the former SNORT developer this email (It was sent also to E2-labs):
From: Fyodor

Date: 27-11-2009 16:47

Subject: Recent zone-h publication

Hey Zaki and guys,

Today to my attention came the post at zone-h.org blog claiming to
publish some business documentation, which was leaked from e2labs.

I am personally not interested at all to be involved in the whole
scandal, but one thing I'd like to note, if the exctracts from so
called "proposal" are authentic, this may bring serious trouble to
violator. Let me repeat it again:

1. I am not affilated with "snort" as brandname/organization/whatever.
I am former developer of the snort software, I can proffesionally
support and promote snort as opensource IDS, but I don't own rights to
the name and I don't represent "snort" as organization, business
partner in any possible way.

2. Inever ever gave anyone permission to use snort as brand name,
not even that I am allowed to do such thing at all. (see #1). If snort
name or logo've been used anywhere - this is serious violation of
sourcefire and nowdays checkpoint copyright rights.

3. Violating 2 may get violating party into serious trouble with
sourcefire (which was recently aquired by even bigger monster -
CheckPoint). and those guys have alot of money to spend on lawers to
make sure that violating party pays. Knowing how israeli companies
work, I am sure they would do it, shall this info get public. I am not
kidding!

Please keep this in mind
Thanks,
-Fyodor
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