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The Bangalore Cyber Security Summit 2009, held BMHWANS Convention Center on
October & and §' deliberated on various issues related to Cybeur@gdn India and several
eminent speakers from India and abroad presengxdviews through Panel discussions and
lectures.

Some of the views expressed in the summit resulteccertain suggestions on the
improvements that can be brought into the ITA 2808 Security measures indicated there
in. Several other suggestions having relevanceyteeCSecurity and Privacy issues were also
made by the participants.

These recommendations have been briefly collatéhisrecommendatory note into two
categories namely

a) Cyber Law Issues
b) Others

Cyber Law | ssues

The summit recognizes that the amendment to Infeomal echnology Act 2000 has been
effected with the Information Technology AmendmaAnt 2008 passed on December 22 and
23, in the Parliament and assent of the Indianidkeas granted on " February 2009. The
rules and regulations under the Act are now benaftetl by the relevant departments of GOI
and on finalization of the same the Act will beifiet for its date of effect.

The Summit was of the view that the amendments @UB8) had many positive features and
the delay has held back important changes sucheaddfinition of “Cyber Terrorism” and
hence it needs to be expeditiously notified.

Some of the positive features of the ITA 2008 whiah Summit took note of were,
i. Enabling non PKI based Authentication methods (Ed@ic Signatures) in
addition to the current form of Digital Signatures.
ii. Increase of offence sections from 10 to 22 and Beition of new
Offences including Cyber Terrorism, Sending of @fiee Messages etc
iii. Removal of the upper limit on Civil liabilities thaan be claimed under
Section 43.
iv. Introduction of Civil Courts into the system of giding compensation for
damages where the claim is more than RS 5 crores
v. Adding of “Diminishing the Value of Information” uler Sec 43 and
widening the scope of Section 43
vi. Integration of Section 66 with Sec 43 to providédreclarity.
vii. Introduction of e-auditing as per Section 7A
viii. Introduction of Data Protection provisions undecti®a 43A and Sec 72A
ix. Introduction of Government Digital Evidence Examine
x. Clarification on Compounding and Cognizability.
xi. CAT being made a multi member body so that a tecyi qualified
person can be part of the tribunal.
xii. Introduction of a responsibility for Retention o&fa
xiii. Making Police investigations possible at Inspet®rel.
The Summit also had a few concerns which it watdgeécord. The Concerns



Responsibility of Controller of Certifying Authoyitas a Repository of Digital
Certificates removed and shifted to the Certifyfaghorities (Deletion of Sec 20)
All Offences being made “Bailable” as per SectiofB7makes it easy for the
offender to erase evidence and reduces the deterrgalue of the penal
provisions. The need to satisfy pre conditions swash “Dishonesty” and
“Fraudulently” for invoking Sec 66 also makes iiffidult for the law
enforcement to file cases.

Inclusion of “Browsing” and “Seeking” in Sec 67B wie the offence is
cognizable and the term of imprisonment is 5 yeagnenable for abuse.
Powers vested with the CERT-In amenable for abfiseot balanced with
appropriate protection of the rights of Netizens.

The Intermediaries donot have adequate respongilddir security and in the
emerging practice of using of Proxy IP addressese-mail and other http
communications, can cause hurdles for investigation

The Summit has taken note that the Bill has béerady passed and only notification of

rules is now pending. Hence any changes are nosidened possible only to the extent the
power to make rules permits. It is understood thatrules cannot be ultra-vires the act and
hence the changes if any can only relate to thegohares for application of the provisions.

In view of the above, the following suggestions lageng made:

1.

o

Though the Controller of Certifying Authority is wanot required to maintain the
repository of Digital Certificates, as a part oé ttReasonable Security Practices
for the Certifying Authorities, it is suggested thie Certifying Authorities
archive their repository and revocation list oreal time basis with CCA and the
same shall be made available for the public fos€reerification with the lists
maintained by the individual Certifying Authorities
No bail shall be granted without a proper ordeawfappropriate Court where the
amount of security deposit for the bail is lesstilde maximum fine prescribed
under the relevant section.
The section 67B which makes “Browsing” and “Seekimgformation which
depicts children in obscene or indecent or sexuakplicit manner an offence
with an imprisonment of 5 years should be omittexinf being notified for the
time being since the Act permits non notificatidrcertain provisions. A separate
step can be taken subsequently to remove “Browsamgl “Seeking” from the
section through a process of further amendmentghdrmeantime Section 67 A
will cover the Child pornography issue to some Bite
To address concerns arising out of the powers uBdetions 69, 69A, 69B, 70B
the Summit recommends some measures which supptethensystem of review
presently suggested in the rules, with the fornmatiba “Netizen Rights Advisory
Committee” with participation of NGOs and Privatersons of eminence to
resolve conflicts that may arise in the implemeatatof the powers of
interception, monitoring etc.
Cyber Law awareness should be made mandatory iimtalimediaries for the
employees with a suitable system of audit and tegpfor confirmation.
In Cyber Café regulations,

a. registration, licensing must be made mandatory and

b. conditional to

i. Cyber Law training of the owner,



7.

Others:

10.

11.

12.

13.

ii. implementation of ID verification through a robggstem,

iii. confirmation of ID verification each time a ussrrovided access
along with the record there of,

iv. provision for recording select activities of thesusvhich will be
retained for a minimum period of 3 years, with aygprate back
ups and DRP systems as well as privacy relateegrons.

v. Enabling of authorized law officer's access to etbdata with
appropriate permissions and activity logging.

Making all e-mail providers and Intermediaries pdevIP address resolutions to
authorized investigating officers without need fome consuming formalities
while at the same time maintaining accountabilityhe investigating officers for
the proper use of the authority.

Providing Reasonable Security in Internet basedics including Banks should
be the responsibility of the service provider aedshould assume responsibilities
for technical failures of the system and providangecurity warranty.

The period for which data needs to be retained uSde 67C has to be adequate
to meet the requirements of law enforcement. Buggested that the minimum
retention period can be specified as 3 years fanedrmediaries and 5 years for
all Banks and Financial Organizations.

Summit recommends that the Government of India Ishi@mcord its opposition to
ICANN which intends allowing registrars of domaiames to allow “Privacy”
and Proxy” registrations. Such a measure will sl limit the legal rights of
Indian Citizens to take action against owners oéiffn websites who transgress
Indian law and also seriously affect the investigaicapabilities of the Police.
Since ICANN has requested for public comments enpitoposal which is to be
provided before Novembef'® an immediate action on this is recommended to be
initiated.

A serious concern has been exercised on the matnfgpanies protecting the data
related to the customers. Some summit members ssquethat the mobile
companies may use the data of one customer to msligle connections which
are then traded to others. To prevent this pos#sibil is suggested that under the
reasonable security practices for mobile comparagsrovision should be made
for adoption of OECD model of privacy protectioniat should provide a right
for the data owner to ensure that no other accbhastbeen created by the mobile
companies with his ID data. In order to ensure, thimame and address based
search should be provided by all mobile compantethat a genuine citizen can
check if his ID has been used only for his accoantsno body else.

Effective security at home computers using Interskbuld be ensured by
increasing the responsibility of the ISPs providingernet connection to educate
and obtain an undertaking from the account holdat he is aware of the Cyber
Security implications of owning the Internet accbun

In the reasonable security practices to be presgribr ISPs, they should be made
responsible to identify known spam and phishinglsrand suitably tag them and
or remove them before delivery to the recipient.



Rationale for the Recommendations
(Not submitted with the recommendations during the Summit)

Recommendation

Rationale

Though the Controller of Certifyin
Authority is now not required t
maintain the repository of Digite
Certificates, as a part of the “Reasona
Security Practices” for the Certifyin
Authorities, it is suggested that t
Certifying Authorities archive thei
repository and revocation list on a re
time basis with CCA and the same s
be made available for the public for crg
verification with the lists maintained b
the individual Certifying Authorities.

gDigital Certificate holders require
lissued and revoked can be verified

kdeidentiary purpose.
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order of an appropriate Court where t
amount of security deposit for the balil
less than the maximum fine prescrib
under the relevant section.

expected to be low.

eé$ome of the legal experts have sugge
hat availability of bail would reduce the
ideterrence effect of the penal provisions
egince the conviction rate is any way

Also if bail is granted immediately, the

possibility of evidence being tamper
with by the accused is also high sin
Police may not be able to secure all
evidence in a short time. Hence so
experts have been critical of amendme
and dubbed them as ineffective f
prevention of Cyber Crimes.

As a partial remedy, it has been sugges
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bail may be raised.
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“Browsing” and “Seeking” informatior
which depicts children in obscene
indecent or sexually explicit manner
offence with an imprisonment of 5 yeg
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for the time being since the Act perm
non notification of certain provisions.
separate step can be taken subsequs
to remove “Browsing” and “Seeking
from the section through a process
further amendments. In the meanti
Section 67 A will cover the Chil
pornography issue to some extent.

goresent. It can be attempted only in
anext amendment.
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2At the same time this provision
egigplay of child pornography
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dnotification of the specific section.

r$Since the act has already been passed
1not very practical to change the law

itis
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itsonsidered too threatening since many
AViruses and Trojans can cause autom
in the
"computer operated by an innocent user.
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70B the Summit recommends soI
measures which supplements the sys
of review presently suggested in t
rules, with the formation of a “Netize
Rights Advisory Committee”  with
participation of NGOs and Priva
Persons of eminence to resolve confli

higom the point of view of National
rsecurity. Presently the review committ
1 consists only of Government officials.

e

cls is therefore necessary to ensure

that may arise in the implementation |dhere is a participation of NGOs to prevent
the powers of interception, monitoringhe possible misuse of the provisions and
etc. to provide confidence to the public that
the powers are suitably balanced.
Cyber Law awareness should be madies universally felt that lack of awareness
mandatory in all Intermediaries for thef Cyber Laws is one of the reasons for
employees with a suitable system |afidespread non compliance. It |[is
audit and reporting for confirmation. considered that a legal mandate of creating
awareness would be necessary to ensure
better compliance.
In Cyber Café regulations, Cyber Café regulation is considered a very
Registration, licensing must be madenportant aspect of cyber space security.
mandatory and conditional to
a. Cyber Law training of the After a review of the existing regulations
owner, in some of the States it is felt that| a
b. implementation of ID uniform  National  regulation  with
verification through a robustimplementation at the State level |is
system, essential.
c. confirmation of ID
verification each time a useit is also felt that the browsing data would
is provided access along witlbe a good source for intelligence purpose
the record there of, to monitor terrorist activities and it should
d. provision for recording selectbe facilitated.
activities of the user which
will be retained for a However the privacy concerns of such a
minimum period of 3 years,monitoring activity is also appreciated and
with appropriate back ups anéppropriate safeguards in the form of de-
DRP systems as well asdentification of data and accountability jof
privacy related protections. | usage of the data as safeguards.
e. Enabling of authorized law
officer’s access to stored dgtdhe data retention period is presently 1
with appropriate permissiong/ear in some States but considefed
and activity logging. inadequate considering the law
enforcement requirements in India. Hence
the period of three years is suggested.
Making all e-mail providers andThe practice of providing proxy IP
Intermediaries provide IP addresaddresses in the e-mails by major e-malil
resolutions to authorized investigatingroviders such as Google and Yahoo

officers without need for time consumir
formalities while at the same tim
maintaining  accountability of th
investigating officers for the proper u
of the authority.

dolice.
e
siélany of the smaller E-Mail providers

other countries may be completely out

mealue Privacy and Freedom. At the same
téime the provision is considered necessary
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hat

ngreate delays in investigations by the

of



considered necessary that

access to IP address resolutions.

Providing Reasonable Security

Internet based services including Bankke law/judicial view makes Banks lia

should be the
service provider and he should assuy
responsibilities for technical failures
the system and providing a secur
warranty.

responsibility of thdor Phishing and Hacking of custo

raecounts. In India, Banks have be
ofgnoring RBI instructions as well as law
ityse Digital Signatures for authenticatiq
Hence there is a need to mandate us
digital signatures for communication f
all Bank-Customer communications
well as Internet Banking log in. This c:
be achieved by the prescription
Reasonable Security Practices.

The period for which data needs to
retained under Sec 67C has to
adequate to meet the requirements of
enforcement. It is suggested that
minimum retention
specified as 3 years for all intermediar
and 5 years for all Banks and Finang
Organizations.

period can bend investigations start much later. Hel

eresently the thought is to make serv
mroviders liable to keep the data only fo
lamonths. This is considered insufficie
thdost disputes arise after a lapse of ti

€5 to 5 years is considered reasong
igleriod for data retention.

10

Summit recommends that th
Government of India should record
opposition to ICANN which intend
allowing registrars of domain names
allow “Privacy” and Proxy”
registrations. Such a measure
seriously limit the legal rights of India
Citizens to take action against owners
foreign websites who transgress Ind
law and also seriously affect tf
investigative capabilities of the Polig
Since ICANN has requested for pub
comments on the proposal which is to
provided before November M6, an
immediate  action on  this
recommended to be initiated.

nén case of any website which hosts g
teational or criminal activities and conte
sit becomes necessary for filing cag
tagainst the registrars of domain names.
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nsystem may assure that requests from
eEnforcement would be honoured, it is 1
lipossible to implement this since registr
lm@e spread over hundreds of countries.

gif this provision becomes operation
“Rogue Websites” may mushroom. Tk
will seriously hurt the interests of genui
web users.

Since ICANN has asked for
comments, it has been suggested that
Government of India should itse
formulate a response and state that Ing
Government does not endorse
suggestion.
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senvice
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11 | A serious concern has been exercised ©he over aggressive nature of marketing
the mobile companies protecting the data Mobile companies have resulted |in
related to the customers. Some summiany irregularities in the mobile
members expressed that the mobiftegistrations.
companies may use the data of one
customer to issue multiple connectignBhough measures are initiated on “ID
which are then traded to others. [leerification” before new accounts are
prevent this possibility, it is suggestedpened, this does not prevent multiple
that under the reasonable securigccounts to be opened with same |ID
practices for mobile companies, | documents. There have been reported
provision should be made for adoption|ahcidents where customers have been
OECD model of privacy protectionrequested to submit multiple documents
which should provide a right for the datéor the same account and there is |no
owner to ensure that no other accouatcountability of how the ID documents
has been created by the mohileave been used.
companies with his ID data. In order [to
ensure this, a name and address bas&dce the demand from anti socjal
search should be provided by all mohilelements for SIM cards is eternal, there is
companies so that a genuine citizen canneed to ensure that the ID proof of a
check if his ID has been used only for higerson is used only for his account and [not
accounts and no body else. any body else.

An appropriate procedure for this will
involve recognition that the data of the
customer has to be collected, used,
protected and destroyed on OECD
principles and the data owner should have
an opportunity to verify if his data is being
misused. This requires an online directory
of mobile users with name and address
with search facility like what BSNL
provides.

This is not a privacy invasion since mohile
companies do share the data for marketing
purpose unless the Donot Distyrb
registration is activated by a customer.

12 | Effective security at home computerSecurity is never complete unless home

using Internet should be ensured

lmomputers are secured. As a first step to

increasing the responsibility of the ISPsuch security, every Internet user needs to
providing internet connection to educatee aware of certain basic securjty

and obtain an undertaking from therinciples. The only agency which can

account holder that he is aware of thedfectively ensure this is the ISP. Hence it

Cyber Security implications of ownin
the Internet account.

filled up and signed by the customer.

This questionnaire should ensure that
customer is made aware of the basicg
Internet security. Suitable checks sho

gs suggested that before every new account
Is activated, a simple questionnaire| i

IS

the
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uld




mere formality where the customer

completed by the agency.

13

be instituted that this does not become a

signature is taken on a blank form and

In the reasonable security practices tg Bétering Phishing and Spam should be the

prescribed for ISPs, they should be madety cast on ISPs.
responsible to identify known spam and
phishing mails and suitably tag them gnfio avoid errors, every ISP should filte

or remove them before delivery to theag e-mails as “Probable Spam” |or

recipient. “Probable Phishing Mail” before releasin
it to the customer.
separate folders and inspect them W
suggestion.

Along with the earlier suggestion o
Banks using digital signatures, this wou

frauds.

The customers can then push such mails to

ith

care before relying on them. Hence this

n
d

reduce the impact of Phishing and Spam



