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IN THE HIGH COURT OF JUDICATURE AT BOMBAY

ORDINARY ORIGINAL CIVIL JURISDICTION

AND

EXTRAORDINARY JURISDICTION UNDER ARTICLE 226 

OF THE CONSTITUTION OF INDIA

PUBLIC INTEREST PETITION NO. 
  OF 2008

In the matter of Articles 21 and 355 of the Constitution of India;

And

In the matter of Article 226 of the Constitution of India;

And

In the matter of the terror attacks in the City of Mumbai on November 26 to 28, 2008 and other terror attacks and security threats faced by the City of Mumbai and other places in India from time to time;

And

In the matter of e-security measures to anticipate, prevent and mitigate the occurrence in future of such terror attacks and security threats in the City of Mumbai and other places in India.

1.
Sarla S. Parekh


]


of Mumbai Indian Inhabitant
]


residing at 5th Floor


]


Bharatiya Bhavan


]


72, Marine Drive, Mumbai

]


2.
Vijay Mukhi,



]


C/o. DSK Legal, 4th Floor, 

]


Express Towers, Nariman Point,
]


Mumbai 400 021


]


…Petitioners



Versus

1.
Union of India


]


through the Secretary, Ministry of 
]


Home Affairs, North Block, 

]


Jailsalmer House, Lok Nayak 
]


Bhavan, New Delhi 110 011

]


And through the Secretary,

]


Ministry of Defence, South Block, 
]


New Delhi 110 011


]

2.
State of Maharashtra

]


through its Chief Secretary and 
]


through its Home Secretary

]


Mantralaya, Mumbai 400 032
]


…Respondents 

TO

THE HON’BLE CHIEF JUSTICE AND THE HON’BLE PUISNE JUDGES OF THE HIGH COURT OF JUDICATURE AT BOMBAY

THE HUMBLE PETITION OF THE PETITIONERS ABOVENAMED

MOST RESPECTFULLY SHEWETH

1. By the present Public Interest Petition under Article 226 of the Constitution of India, the Petitioners herein seek implementation of specific e-security measures which can be taken to anticipate, prevent and mitigate further terror attacks, like the recent attack on November 26-28, 2008, and organized crime in the City of Mumbai and other places in India under the directions of this Hon’ble Court.

2. Petitioner No. 1 is the mother of the late Sunil Parekh, and mother-in-law of his wife the late Reshma Parekh, two of the unfortunate victims of the recent terrorist attack on November 26-28, 2008 in Mumbai (hereinafter referred to as “the said attack”). Petitioner No. 1 has personally suffered a tragedy on account of the said attack, losing her only son and daughter-in-law, who have left surviving them two young children. Petitioner No. 1 is filing the present petition as a concerned citizen of India and of Mumbai with the view and hope that, with the intervention of this Hon’ble Court, and the assistance of experts, improvements can be brought about in the manner in which such attacks are dealt with so as to ensure that there is a better capability in anticipating and preventing or mitigating such attacks. 

3. Petitioner No. 2 is an expert in the field of information technology. Petitioner No. 2 (i) is a co-founder of the Internet Users Community of India and the Bombay Technology Club; (ii) was appointed on the Bombay High Court Committee on issues regarding pornography; (iii) is a committee member / member of various industry associations including FICCI, IMC, AIAI, TIE, NACT; and (iv) is founder of the Foundation of Information Security & Technology (FIST). Petitioner No. 2 has written and published over 80 books on e-security and related subjects, which are published in English, Japanese and Portuguese languages. Petitioner No. 2 has been involved in training various people, in the use and application of software technology since the past 25 years.

4. The Petitioners state that the City of Mumbai, and the entire nation, has, from time to time in the past few years, faced terrorist attacks and security threats and the most recent and glaring example of such an attack is the said attack on the City of Mumbai from November 26, 2008, which was not only extremely brutal in its nature but was also well planned and calculated to create maximum physical and psychological damage. The Petitioners are seriously concerned about the lack of safety and security of the citizens against such attacks by terrorist organizations, and organized crime, which operate at a very high level of efficiency and are very well trained in the use of technology for the purpose of carrying out such attacks. Such attacks have time and again caused severe loss to lives and damage to property and have disrupted normal activity, and wreaked havoc on the minds of Indians, many of whom are now feeling a sense of complete insecurity. Such terror attacks also affect the psychology of citizens and youth and children through the extensive media coverage. 

5. As per the information gathered by the Petitioners, since 2005, there has been a substantial increase in terror attacks in India resulting in vast numbers of casualties and injured persons and also causing colossal loss and damage otherwise. A datewise summary of some of the attacks which have been carried out by terrorist organisations in recent years in Mumbai is annexed hereto and marked Exhibit “A”. A datewise summary of some of the attacks which have been carried out terrorist organizations in other parts of India is annexed hereto and marked Exhibit “B”. 

6. The Petitioners submit that terrorist attacks are very well coordinated and terrorists are highly trained in the use of technology and are also dependant upon it for carrying out coordinated attacks and causing maximum damage. Any mechanism for capturing the perpetrators of such attacks before they can take place or for preventing recurrence of such attacks requires sophisticated technology and a very high level of coordination between the concerned authorities. The Petitioners state that the present security capabilities of the State machinery are inadequate to anticipate, prevent and mitigate such attacks and there is an urgent need to introduce fresh technology and upgrade the existing technology. The Petitioners state that, such measures, if not initiated forthwith and in a time bound manner, would leave the nation and its citizens at the mercy of terrorists and would undermine the faith of the people in the capabilities of the authorities and the law enforcement machinery to preserve and uphold the sovereignty of our nation and ensure the safety of its people. 

7. The Petitioners are therefore constrained to file the present petition in the larger public interest in order to place before this Hon’ble Court and the Respondents some of the measures which can be undertaken in order to anticipate, intercept and prevent or mitigate further terror attacks and to seek appropriate orders for implementing these measures in a timebound manner.

8. The Petitioners state the series of terror attacks that have occurred in various parts of India in the past few years clearly show that much needs to be done by way of prevention and mitigation of such events. Concerned citizens with experience and expertise in relevant areas should come forward and offer to assist the Respondents in the larger interest of our country and all its citizens. Petitioner No. 2, being one such citizen, having vast knowledge and experience in the field of information technology, is by way of the present petition, offering his knowledge and recommendations on how such terror attacks can be prevent or mitigated by the use of software technologies initially in Mumbai which suffered the recent terrible terror attacks in which Petitioner No. 1 lost her son and daughter-in-law. These recommendations can be implemented through appropriate departments of Government, preferably under monitoring by this Hon’ble Court through a small specialist committee of representatives of Government, police and experts from industry. Specialist organizations like NASSCOM can be involved in the process of implementing the recommendations, initially, and then, on an on-going basis, if deemed necessary, by seeking the aid and advise of such organizations on latest technologies which can be used for the purpose of e-security and the manner in which such technologies can be set up and utilized. 

9. The Petitioners state that, faced with serious threats of terror attacks, many western countries have implemented various measures including application of upto date software technologies. An example of this is the United State of America (USA) which has effectively used technology to prevent further terror attacks after the terror attacks which took place on September 11, 2001 in USA. USA has set an example and high standards as to what can be done to prevent recurrence of such events that not only take innocent lives but adversely affect citizens and indeed the civilized world. By the use of technology, USA has managed to prevent further terror attacks on its soil till date. Much of the technology that USA and other countries use is available for purchase, and some of it is free. There is no current need to, nor benefit in, creating new software to address the existing circumstances except to the extent identified below. Actual steps that can be taken, and the broad costing involved, is given below. In certain cases local costs per city will have to be borne and hence, the Petitioner has, in the present petition, given, by way of illustration, the cost for the City of Mumbai in this regard. Without prejudice to the submission that costing cannot be a factor to avoid providing for human life and safety, the purpose of giving the costing herein is to pre-empt being faced with an answer that all the suggestions below are too expensive and that there isn’t a budget available. References herein to information about the recent terrorist attacks in Mumbai are gained from the media, and are assumed to be correct. 

10. Following are some of the measures (along with estimated costs) which can be taken with the help of technology in order to anticipate and prevent or mitigate such attacks in Mumbai in the future: 

(i) Internet and E-Mail surveillance 

(a) All advanced nations capture and store all Internet, e-mail and other forms of e-traffic. The laws of every country in the world provide that all data flowing though an Internet Service Provider (ISP), an entity that offers Internet access, must be captured, and handed over to the Government. This is part of the service conditions of ISPs. Thus, the Government has access to all data passing in and out of the country. 

(b) However, such e-surveillance involves not just the capturing of data, but analysing the large amounts of data that are generated. The amount of internet traffic that a city like Mumbai creates cannot be manually looked at by people. The monthly internet traffic of one user could exceed 3 Giga Bytes (1 Giga is 1,000,000,000 Bytes and 1 Byte is a single English letter of the alphabet) So, while it may be possible to capture all data, an automation of the process is then required for finding relevant information amongst the vast volumes that are captured.

(c) E-surveillance software is readily available. As this is required to process large volumes of data, the searches need to be extremely fast. The system involves searches not just of simple keywords but also of the context in which these are used. Thus, a search for “sense” should not find “sensex”. The search must be very intelligent or else the findings will again be too voluminous to be of any use. On the other hand, the system should not miss out on even one relevant piece of information. These are called false positives and false negatives. 

(d) A large number of systems actually have a programming language associated with the search that allows the user to build very complex queries. These queries enable searches for words in e-mails only or web pages or chat or any other electronic data. The systems also have an entire workflow system built in so that a record can be maintained of the cases being worked upon. These cases can be linked with each other to find patterns. These patterns can help detect terror and crime plots, and once identified, it is relatively simple to track down those who have generated and are involved in this data traffic. 

(e) Thus, the authorities can save all Internet traffic for months, and can conduct offline searches as required, in addition to online scans in real time of all traffic coming from a certain site, an Internet Protocol (IP) address (An IP address is akin to a phone number and every computer that wants to communicate with another computer on the Internet needs an IP address) or a certain e-mail address. Due to the falling cost of hardware and hard disks, it is inexpensive to store a country’s e-traffic for many years. Most security agencies in other countries store internet and telephone communication data for a long period of time – this is technically called data retention, or DR, in security parlance.

(f) A lot of traffic on the Internet is encrypted. Encryption means that the traffic is unreadable unless the reader has a password, or a “key”. A “key” is a password that cannot be remembered by the human mind. The authorities must be able to decrypt traffic as it flows either in real time or offline if the password used is complex, e.g. having 20 or more characters. Also, most of the time while sending or receiving large files, such large files are compressed and sent. This makes the file size smaller for easier transmission. Compression is very different from encryption as no password or key is involved. 

(g) There are many different forms of traffic that move on the Internet. These include E-mail, Web Traffic, File Transfers, Chat, Picture Files, Sound Files, Video files, telephone calls etc. All this traffic effectively moves as single bytes of data. Thus all Internet traffic looks the same viz. single bytes of data. The surveillance system must be able to make sense of this traffic and display E-mail in an appropriate program like Outlook Express and web traffic as a web page. It must be able to distinguish Web based e-mail like Yahoo or Gmail from Outlook or SMTP based e-mail. Thus, it must recognize traffic flows and show them in a form that is understandable by a lay user. This intelligence can make or break the usability of the system. At times, data is hidden within other pieces of data – for example a technique called stegenography makes it possible to hide text within a picture or image and this image itself could be compressed and encrypted. To extract the hidden text the image file could have to be first decompressed, then decrypted and finally, once the image is visible, the hidden text would have to be extracted from within the image. The intelligence of a system can make it usable and such technical understanding and planning can make it actually useful.

(h) The system must have capabilities to allow people at multiple locations to work with each other with multiple data sources, without changing or losing any primary data. This is what the system must enable for better intelligence gathering. 

(i) Global Positioning Systems (GPS) have made the world of intelligence gathering very different, and surveillance systems must interface with a GPS system for better clarity. There are multiple groups in the world that have digitized the world as maps. It makes for better understanding if one can see the place or location with Latitude and Longitude superimposed on a map where the data is coming from. 

(j) The reporting capability of such systems must allow for very complex reports and they normally interface with an external report writer and save all the data in a database for easier access. Terrorists do not use pencil, pen and paper anymore to communicate. Terrorists use technology and hence the Government’s technology systems must be up to date and must be constantly updated. Earlier, intelligence agencies could read a letter without opening that letter. Now intelligence agencies must be able to read Internet traffic without arousing suspicions.

(k) A surveillance system needs many more features which would also allow it to interface with external systems to track and monitor telephone conversations. These two systems may be different, but the investigator is not interested in Internet traffic and phones as separate entities, he is interested in the suspect and does not want to work with two different systems. The surveillance systems must interact and interface with other systems as and when the time arises. Such interaction and integration would mean that the phone conversations, email & internet traffic would interface with other types of surveillance systems such as anti-money laundering systems used by banks and financial institutions. Surveillance should include effective monitoring of all possible activities of a suspect, rather than monitoring of just his communications.

Cost for Internet and E-Mail surveillance

While the price depends on the complexity of the systems, a sum of about Rs. 10 crores can procure a state of the art system. There would also be the cost of physical premises and training.

(ii) Voice Over Internet Protocol (VOIP)

A computer can be used as a phone. When we use Voice Over Internet Protocol (VOIP), our analog voice gets converted into digital bits and then sent across using the same Internet technology that is used to send an e-mail or a web page. Our telephonic conversations become internet traffic. Thus, it is easy to capture this traffic as it is an Internet stream of data. However, most VOIP or Internet Phones use encryption to send the data. It is therefore critical to have the ability to generate passwords in real time, or the police will have no idea what the conversation is. One of the most common Internet Phone implementations is Skype which offers its services these days not only on a PC, but also on a mobile phone. Many mobile phone models have fast Internet access, and thus a VOIP connection. 

Cost for Voice Over Internet Protocol (VOIP) surveillance

There are many VOIP providers in the world and hence it is necessary to identify which IP phone provider they are using and then start decrypting the conversation in real time. Some of these VOIP providers have no encryption. The Government can maintain a database of VOIP providers and the manner in which they encrypt the electronic traffic. The cost would be approximately Rs. 5 crores, including for Research and Development in this area.

(iii) Mobile Phone Forensics

(a) The mobile phones of today are not as powerful as computers, but are getting very close. The Windows Mobile Platform from Microsoft can run most software that is written for the desktop. They share the same programming model. Many people, including terrorists and criminals, use mobile phones for communication, not just for voice communication, but also e-mail, sms and messaging. The law enforcement authorities require a laboratory to take apart a mobile phone and read its contents and piece together whatever a particular mobile phone was involved in and used for. There are different types of information available on a mobile phone.

(b) SIM cards have large memory capabilities, and hence it will be necessary to have programs that can read the contents of a SIM card which can contain enormous amounts of relevant data. The SIM card can be placed in a SIM card reader and analysed using the USB port of a computer, and then software would print out a report of the data contents of the SIM card. Thus, it would be necessary to have software that can read or download everything that is present in the memory of the phone which includes all logs, contacts, call details, SMS’s etc, etc. The software would have to take into account the differences between the different phone and SIM card manufacturers. The Windows Mobile Phones are very different to work with compared to Linux based mobile phones, which are different from the Symbian OS used by the high end phones, to the Palm OS, the newer IPhone. Also, every company has a large number of variations within its own product range. Also, CDMA phones work very differently from the GSM phones. 

(c) Standard software lacks a very important capability. It basically allows one to see on a PC whatever one can see using one’s mobile phone. However, one big difference in Mobile phones and PC’s is the type of memory used. On switching off a PC, the contents of the RAM memory are erased, but not so in Mobile phones. They use more of a type of memory called “static memory” over dynamic memory. For example, an SMS that is deleted on the Mobile phone is normally marked for deletion, but is not really deleted. The memory that it uses will be reused only if another SMS needs the same memory. It is likely to remain in the memory for a long time. The same applies to any other information that is deleted from the Mobile phone, including log entries, missed calls, contacts, e-mails send, calendar entries, notes written, anything on the Mobile phone.

(d) The same general principles also apply for matter deleted from a computer hard drive. Particular software is required to read deleted matter. As a practical case, in the last bomb blasts in Mumbai, missed calls were used as a signaling device. If the person received one ring only, it was meant as a signal to chat on one chat site, whereas, two rings meant a signal to chat on another chat site and so on. The phone company does not store missed calls as they do not generate any revenue for the company. Since received missed calls are stored on the phone and can provide valuable evidence, it is necessary to have a method of recovering all the missed calls received on a phone, even if deleted by the user.

(e) At times special software is written that would read the actual memory of the phone and obtain deleted or other information that is needed. This is a big cottage industry in the Windows world as Microsoft has not documented a lot of things it does including how it stores certain information on both hard disk as well as memory. This is called “Undocumented Windows”. There is much more undocumented data in mobile phones and these raw memory structures need to be read and deciphered. This requires both special hardware that would allow reading memory directly, as well as programmers who can write software and who can read and make sense out of this mass of data.

(f) SIM cards allow the user to write very useful programs embedded within them. The Government can make it mandatory that every SIM card sold in India must have a program on it that monitors what people do with their phones and can send back this information to the home station. This can stop misuse of mobile phones in a big way by terrorists. SIM cards currently used in India have at least 32KB of storage space and such programs will easily fit into the SIM cards. Initiatives can also be taken to mandate hand-set manufacturers to have similar programs running on phones sold in India.

Cost for Mobile Phone Forensics

(a) Software - Companies like Paraben Software, MobilEdit, Oxygen, etc offer a full featured suite of such software, which costs about Rs 50,000 each. It would be advisable to buy at least three of these softwares so that the authorities can cover as many mobile phones manufacturers and brands as possible. It is sensible to run multiple brands of software to check that the results are consistent. This would cost about Rs. 1.5 lakhs. 

(b) People for upgradation - A lot of software is also open source (free) and would need a person who would make sure that the laboratory is kept up to date with the latest software. 

(c) Hardware - About 10 laptop computers would be adequate for the laboratory, plus cabling, different types of mobile phones to be checked for experimentation and learning, special equipment like Faraday cages for shielding the phones and other specialized equipment. This would cost approximately Rs. 25 lakhs. 

It would be necessary to have custom software written. A budget of about Rs. 48 lakhs every year for four programmers for software to be written would suffice, at current market rates. 

The total cost would be about Rs. 1 crore for a state of the art mobile forensic lab.

(iv) Mobile Phone Interception

(a) Terrorists use mobile phones to communicate with their base stations where their “handlers” are situated. Law enforcement agencies can inform mobile phone companies that they want to listen into certain calls and, after necessary approvals, this is done by the operator. 

(b) Vans with special equipment are needed since the police would have no knowledge of the phone numbers that the terrorists would use, and hence cannot inform the service providers. Also the terrorists could take phones of hostages and use these. The only way to intercept these calls is a system by means by which the police can scan all mobile phone conversations within a certain area, and record the conversation as well as disclose which part of the world the person is in with whom the conversation is taking place. These systems must be familiar with GSM, CDMA and 3G. A further issue that would be faced is if these conversations are encrypted, then decrypting them in real time would add to the complexity and costs. The Government can require that all mobile phones and providers should not be allowed to encrypt conversations within India’s geographical boundaries. This could mean that companies like Blackberry may have some issues in operating in India as e-mails sent via Blackberry are encrypted, and hence interception is a problem.

Cost for Mobile Phone Interception in Mumbai

Two vans with equipment that can intercept mobile phone conversation in real time would cost about Rs. 1.5 crores.

(v) Satellite Phone Interception

Satellite phones can be tapped and are being tapped. Their range also covers a wide area and such equipment is already available in India.

Cost for Satellite Phone Interception in Mumbai

Even though India must have equipment to intercept satellite phones, it is better to have all equipment under local control and not under the control of some other agencies since, in a terror situation, all equipment must be under the control of one agency. The cost is about Rs. 8 crores.

(vi) Mobile Phone jamming

In the recent terrorist attack in Mumbai the terrorists were able to communicate at will for 60 hours since the police had no way to intercept the mobile phones or VOIP conversations. It would have been more prudent to jam the mobile phones of the terrorists so that they could not work at all. The flip side of doing so is that no one in the area including the hostages would be able to communicate at all with their families but the process for ending the terrorist attacks could have been shortened if jamming was implemented. The police have mobile phone jammers that will guarantee that no mobile work works in an area of size that they choose.

Cost for Mobile Phone jamming equipment in Mumbai

Approximately Rs. 2 crores for portable mobile phone jammers for Mumbai.

(vii) Writing Keystroke Loggers and Stealth Software and hacking into computers

(a) Several countries have ceased to be passive and defensive about terrorists and organized crime and have taken the war to the other side by “infiltrating”. The first part of infiltration is intelligence gathering i.e. finding out what the criminal is doing. The second part is to actually access the criminal’s data by hacking or breaking into his computer and networks. The standard tool for intelligence gathering is a Keystroke Logger. This monitors every keystroke he types. This tool also monitors on screen keyboards used by clicking on the mouse, by capturing mouse clicks. This is how the activities on the terrorist’s computers can be monitored – Emails, web sites visited, chats and VOIP calls made, including saving a recording of his voice. Thus, the terrorist’s computer is actually controlled by the police, and he has no idea of this. One more reason a keystroke logger is very important is because of encryption. Emails which are encrypted may not be easily decrypted. If keystrokes are monitored, then interception happens before encryption.

(b) The keystroke logger also allows complete remote control of the other person’s computer. Scanning of his hard disk and accessing important files and monitor everything that the computer does is possible, thus potentially preventing such crimes and attacks. 

(c) There are tools like Metasploit Framework which are free and open source and allow the user to hack into or take over or break into other computers without the other computers knowledge or approval. There is a concept of a “zero day exploit” which means that one can take over a computer and there is no vaccine or deterrent that is available to stop this. There are many zero day exploits and the time window to use them is small. Once Microsoft and other software vendors know about a zero day exploit against them, they quickly create a “vaccine” or “deterrent”. 

(d) Metasploit Framework is the most common tool used by hackers and its original purpose was to find out how vulnerable a company’s network is. It is written in a programming language called “Ruby” and has many ways of taking over a computer and getting it to do one’s bidding. The Government would need hackers to learn Ruby and create zero day exploits. Once the software is installed the police would need to ensure that it is not detected by antivirus or anti spyware or any other software that checks for alien software on a machine. 

(e) Advanced programmers or hackers or “gifted programmers” need to be employed by the Government. It is commonplace in the technology industry to write such software, but nobody mentions it. Many countries have fully fledged laboratories that do this. 

Costs for writing Keystroke Loggers and Stealth Software, and employing experts for hacking into computers 

At current levels, each of these hackers would charge about Rs. 2 lakhs per month. A core group of 10 hackers would add up to Rs. 2.4 crores. Educating them and providing state of the art machines to work with would take the total cost for the first year to about Rs. 3.5 crores. 

(viii) Creating a virtual cyber police

Conventional Intelligence gathering has changed since the written word is no longer written down on files but is present on a computer. All conversations now use technology. Terrorists are often amongst the first to adapt to a new technology. It is important for police officers to stay live online. The hackers can actually roam around the internet making friends with diverse people, looking for relevant information. Hackers would be the eyes and ears for the police in the virtual word and would keep checking for suspicious activity and signs when chatter increases on the Internet which could mean a terrorist attack somewhere. Hackers could also check for links to terror sites and then join them for surveillance. Hackers remain active on e-mail groups checking for suspicious activity. A group of hackers must be created to fulfill this function, who can roam around the Internet, most of them apparently aimlessly, and check for suspicious activity. This is a long drawn strategy.

Cost of virtual cyber police

At current levels, each of these hackers would charge about Rs. 75,000 per month. A core group of 10 hackers, with education and providing state of the art machines to work with would take the total cost for the first year to about Rs. 1 crore.

(ix) Computer Forensics Laboratory

(a) Terrorists now often carry laptop computers with them with a lot of relevant information. This information can be used as evidence in court when the police seize these laptops. Thus, before analyzing the seized computers for evidence, the police must make a forensic copy of the hard disk. Otherwise, the terrorist could accuse the police of planting the evidence.

(b) There are international best practices in place which clearly lay down how digital evidence must be seized and presented in court. A forensic back up of the evidence is to be made using a physical copying device. Then work can be carried out on the copy of the hard disk only, not on the original. Scanning the computers hard disk to make sure that all the evidence is found involves various steps. Some of them are documented, but lots of them are not documented. The police need tools that would automate this process and search in all the places that evidence can be hidden. There is an entire body of knowledge devoted to just hiding things on a hard disk when even the seasoned investigators may not be able to find it. These tools must be continuously upgraded, as new hiding places are being found all the time. These places include slack space on the hard disk, creating partitions within partitions, within a normal file or picture, in memory structures, etc. At times a hard disk is found partially destroyed and needs to be read vide the platters of the hard disk. At times even though files have been deleted multiple number times yet it is possible to read the file contents using advanced techniques. 

Cost of a Computer Forensics Laboratory 

The cost of a good laboratory, with hardware, software and trained people would be about Rs. 3 crores in the first year.

(x) Breaking Encryption and creating one’s own Algorithms

(a) The Government needs to hire experts to create unbreakable encryption and break encryption created by others. If people communicate by encrypting the communication channels, there is no way of knowing what they are planning. The Government needs to create a cadre of mathematicians who can break these codes. India has them in good numbers but they not been given the respect and money they need.

(b) There are lots of free tools available to identify all sorts of passwords in various products. Nearly every product that offers password access including Windows, Oracle, Word, Excel etc have tools that allow breaking of passwords. These tools range from using rainbow tables, which are a DVD of all known passwords, to actually exploiting the vulnerabilities in the encryption used. 

Costs for Breaking Encryption and creating one’s own Algorithms 

This would cost an estimated Rs. 2 crores per year. This is both a research and practical activity.

(xi) Installing CCTV’s in public places

(a) Cameras in public places with appropriate software can act both as a deterrent, as criminals and terrorists do not want their images to be available to law enforcers, and as a tracking device to follow criminals and terrorists from the scene of the crime. 

(b) Thousands of cameras sending live feeds need software that can scan these feeds and report anomalies. This software recognizes entities and also learns from patterns what is being looking for. It should be able to recognize a gun when it sees one and then send out an alert. This software uses a technology called AI or Artificial Intelligence. Every major city in the world has been covered with cameras, and at the same time also uses satellites to cover the entire city as backup. The camera feeds must also be stored for some time and this would also reduce, and help detect, crime on the streets.

Costs for installing CCTV’s in public places 

The cost of a camera would range from Rs. 10,000/- to Rs. 12 lakhs. Small by lanes would require a web camera at times which costs approximately Rs 1,000/- and at very important places a camera worth Rs. 1,00,000/-. Total cost would be about Rs. 13 crores to start with.

(xii) Future Threats and Technologies - a think tank as future technologies emerge

A factor of technology is that vectors keep changing all the time. Thus it is very important that updation for the police forces happens all the time, with the assistance of experts.

11. The Petitioners submit that the following are some of the measures which can be taken to prevent and mitigate future terror attacks in Mumbai:

(a) The Respondents can be directed to:

i. 
Identify suitable vendors, agencies and personnel for procuring the hardware, software, equipment and persons required for implementing the recommendations/initiatives mentioned in paragraph 10 hereinabove, and procure such hardware, software, equipment and persons in a timebound manner; 

ii.
Identify and acquire a suitable location where the said hardware, software, equipment and persons can be housed and made operational;

iii.
Implement the recommendations/initiative mentioned in paragraph 10 hereinabove in a time bound manner, and oversee and monitor the operation and implementation of the recommendations/ initiatives including imparting training to persons employed for the purpose of implementing the recommendations/initiatives mentioned in paragraph 10 hereinabove;

iv.
To take further and other necessary steps and do all things necessary to implement prayers i to iii above.

(b) In the alternative to the above, following directions can be given:
i.
Appointing a committee of experts to implement the recommendations/ initiatives mentioned in paragraph 10 hereinabove in Mumbai;

ii.
Directing the Respondents to grant necessary authority and powers to the said committee of experts to: 

(c) Identify suitable vendors, agencies and personnel for procuring the hardware, software, equipment and persons required for implementing the recommendations/initiatives mentioned in paragraph 10 hereinabove, and procure such hardware, software, equipment and persons in a timebound manner; 

(d) Identify and acquire a suitable location where the said hardware, software, equipment and persons can be housed and made operational;

(e) Implement the recommendations/initiative mentioned in paragraph 10 hereinabove in a time bound manner, and oversee and monitor the operation and implementation of the recommendations/ initiatives including imparting training to persons employed for the purpose of implementing the recommendations/initiatives mentioned in paragraph 10 hereinabove;

iii.
Directing the Respondents to take further and other necessary steps and do all things necessary to implement prayers (a) to (c) above.

(c)  Directions can be given to the Respondents to  implement the recommendations/initiatives mentioned in paragraph 10 hereinabove, on an on-going basis, and, from time to time, maintain and upgrade, on an on going basis, suitable hardware, software, equipments, for this purpose.  

The Petitioners respectfully submit that it is just, necessary and in the interest of justice that the aforesaid e-security measures be implemented in a time bound manner and that suitable directions be given by this Hon’ble Court to this effect which are utmost essential necessary to protect the lives and properties of the citizens pursuant to the guarantee contained in Articles 21 and 355 of the Constitution of India.

12. The Petitioners respectfully submit that, thus, at a total cost of approximately Rs. 50 crores, Mumbai city could set up state of the art e-security software, equipment and personnel. Out of this some expense would be an annual expense and some would be useful beyond Mumbai, in other parts of India as well.

13. The Petitioners submit that the implementation of the above steps can be very useful, and, if updated by the Respondents, can stay relevant for the entire nation. It is clear that the Respondents lack the technology necessary to intercept terrorist activity which may lead to vital information with regard to possible terror attacks and to prevent or mitigate such attacks in the country. The Respondents need the technology to enable the Respondents to effectively perform their duty to protect this country and its citizens against external aggression and internal disturbance. The Petitioners therefore submit that the aforesaid measures are required to be implemented by giving suitable directions to the Respondents. 

14. The Petitioners submit that, on account of the inability of the Respondents to prevent or mitigate such terror attacks, there is a violation of Article 21 of the Constitution of India since the people of India are deprived of their life or liberty on account of such attacks.

15. The Petitioners submit that no loss or prejudice will be caused to the Respondents if the reliefs prayed for in the present petition are granted and, in fact, grave loss and injury is being cause to the nation and its people on account of the lack of proper infrastructure and technology and hence if the reliefs as prayed for are refused, grave and irreparable loss will continue to be caused to the citizens of India including the people of Mumbai. 

16. The Petitioners therefore submit that it is necessary and in the interest of justice and in the public interest that the relief prayed for in the present petition be granted.

17. The Petitioners crave leave to add to, alter, amend and/or delete any facts, grounds or reliefs herein.

18. Respondent No. 1 is the Union of India and Respondent No. 2 is the State of Maharashtra. The recent terror attacks took place in Mumbai from November 26 to 28, 2008. There is a serious threat and fear in the minds of the people of the City of Mumbai with regard to the possibility of future attacks in Mumbai. The Respondents are required to carry out their duties to protect the City of Mumbai. The entire cause of action has arisen in Mumbai and this Hon’ble Court has jurisdiction to entertain, try and dispose of this petition.

19. The Petitioners have no other efficacious alternative remedy available to them under law and the reliefs sought herein, if granted, would be full and complete.

20. The Petitioners have not filed any other petition either in this Court or in the Hon’ble Supreme Court of India in respect of the subject matter of this petition. 

21. In the aforesaid premises, the Petitioner prays as under:

A. This Hon’ble Court be pleased to issue a writ of or in the nature of mandamus or any other writ, order or direction directing the Respondents to:

i. 
Identify suitable vendors, agencies and personnel for procuring the hardware, software, equipment and persons required for implementing the recommendations/initiatives mentioned in paragraph 10 hereinabove, and procure such hardware, software, equipment and persons in a timebound manner; 

ii.
Identify and acquire a suitable location where the said hardware, software, equipment and persons can be housed and made operational;

iii.
Implement the recommendations/initiative mentioned in paragraph 10 hereinabove in a time bound manner, and oversee and monitor the operation and implementation of the recommendations/ initiatives including imparting training to persons employed for the purpose of implementing the recommendations/initiatives mentioned in paragraph 10 hereinabove;

iv.
To take further and other necessary steps and do all things necessary to implement prayers i to iii above.

B. B.
In the alternative to prayer A hereinabove, this Hon’ble Court be pleased to issue a writ of or in the nature of mandamus or any other writ, order or direction:
i.
Appointing a committee of experts to implement the recommendations/ initiatives mentioned in paragraph 10 hereinabove in Mumbai;

ii.
Directing the Respondents to grant necessary authority and powers to the said committee of experts to: 

(a) Identify suitable vendors, agencies and personnel for procuring the hardware, software, equipment and persons required for implementing the recommendations/initiatives mentioned in paragraph 10 hereinabove, and procure such hardware, software, equipment and persons in a timebound manner; 

(b) Identify and acquire a suitable location where the said hardware, software, equipment and persons can be housed and made operational;

(c) Implement the recommendations/initiative mentioned in paragraph 10 hereinabove in a time bound manner, and oversee and monitor the operation and implementation of the recommendations/ initiatives including imparting training to persons employed for the purpose of implementing the recommendations/initiatives mentioned in paragraph 10 hereinabove;

iii.
Directing the Respondents to take further and other necessary steps and do all things necessary to implement prayers (a) to (c) above.

C. This Hon’ble Court be pleased to issue a writ of or in the nature of mandamus or any other writ, order or direction directing the Respondents to  implement the recommendations/initiatives mentioned in paragraph 10 hereinabove, on an on-going basis, and, from time to time, maintain and upgrade, on an on going basis, suitable hardware, software, equipments, for this purpose.  

D. For interim and ad interim reliefs in terms of prayer A or prayer B hereinabove.

E. For such other and further reliefs as this Hon’ble Court may deem fit;

AND FOR THIS ACT OF KINDNESS THE PETITIONERS SHALL AS IN DUTY BOUND FOREVER PRAY.

SARLA S. PAREKH
VIJAY MUKHI

[Petitioners]
Messrs DSK Legal

Advocates for the Petitioners

VERIFICATION

I, Vijay Mukhi, of Mumbai, Indian inhabitant, Petitioner No. 2 herein, having my office at C/o. DSK Legal, 4th Floor, Express Towers, Nariman Point, Mumbai 400 021, do hereby solemnly declare that what is stated in the aforesaid paragraphs is stated on knowledge, information and belief and I believe the same to be true.

Solemnly declared at Mumbai

)

this ___ day of December 2008

)
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Messrs DSK Legal

Advocates for the Petitioners 

IN THE HIGH COURT OF JUDICATURE AT BOMBAY

ORDINARY ORIGINAL CIVIL JURISDICTION

AND

EXTRAORDINARY JURISDICTION UNDER ARTICLE 226 

OF THE CONSTITUTION OF INDIA

PUBLIC INTEREST PETITION NO. 
  OF 2008

In the matter of Articles 21 and 355 of the Constitution of India;

And

In the matter of Article 226 of the Constitution of India;

And

In the matter of the terror attacks in the City of Mumbai on November 26, 2008 and other terror attacks and security threats faced by the City of Mumbai and other places in India from time to time;

And

In the matter of e-security measures to envisage, prevent and mitigate the occurrence in future of such terror attacks and security threats in the City of Mumbai and other places in India

1.
Sarla S. Parekh


]


of Mumbai Indian Inhabitant
]


residing at 5th Floor


]


Bharatiya Bhavan


]


72, Marine Drive, Mumbai

]


2.
Vijay Mukhi,



]


C/o. DSK Legal, 4th Floor, 

]


Express Towers, Nariman Point,
]


Mumbai 400 021


]


…Petitioners



Versus

1.
Union of India


]


through the Secretary, Ministry of 
]


Home Affairs, North Block, 

]


Jailsalmer House, Lok Nayak 
]


Bhavan, New Delhi 110 011

]


And through the Secretary,

]


Ministry of Defence, South Block, 
]


New Delhi 110 011


]

2.
State of Maharashtra

]


through its Chief Secretary and 
]


through its Home Secretary

]


Mantralaya, Mumbai 400 032
]


…Respondents 

To

The Prothonotary & Senior Master

High Court

Bombay

Madam,

We, Sarla S. Parekh and Vijay Mukhi, Petitioner Nos. 1 and 2 abovenamed, do hereby appoint Messrs DSK Legal, Advocates and Solicitors, to act, appear and plead for us and on our behalf in the above matter.

IN WITNESS WHEREOF we have set and subscribed our hand to this writing on this _____ day of December 2008.

SARLA S. PAREKH

PETITIONER NO. 1
VIJAY MUKHI

PETITIONER NO. 2

Accepted:

Messrs DSK Legal

Partner

Advocates for the Petitioners

4th Floor, Express Towers

Nariman Point

Mumbai 400 021 

Regn. No. 6989

IN THE HIGH COURT OF JUDICATURE AT BOMBAY

ORDINARY ORIGINAL CIVIL JURISDICTION

AND

EXTRAORDINARY JURISDICTION UNDER ARTICLE 226 

OF THE CONSTITUTION OF INDIA

PUBLIC INTEREST PETITION NO. 

OF 2008

Sarla S. Parekh and Anr.





…
Petitioners

Versus

Union of India and Anr.





…
Respondents 

MEMORANDUM OF REGISTERED ADDRESS

The address of Sarla S. Parekh and Vijay Mukhi, the Petitioners herein, for the purpose of service of proceedings in the above Petition is that of its Advocates:

Messrs DSK Legal

Advocates & Solicitors

4th Floor, Express Towers

Nariman Point

Mumbai 400 021

Messrs DSK Legal

Advocates for the Petitioners
IN THE HIGH COURT OF JUDICATURE AT BOMBAY

ORDINARY ORIGINAL CIVIL JURISDICTION

AND

EXTRAORDINARY JURISDICTION UNDER ARTICLE 226 

OF THE CONSTITUTION OF INDIA

PUBLIC INTEREST PETITION NO. 

OF 2008

Sarla S. Parekh and Anr.





…
Petitioners

Versus

Union of India and Anr.





…
Respondents 

LIST OF DOCUMENTS ON WHICH THE PETITIONERS WHICH RELY

1. A date wise summary of some of the attacks carried out by terrorist organisations in recent years in Mumbai.
2. A date wise summary of some of the attacks which have been carried out by terrorist organizations in other parts of India.
3. Any other document, if any, shall be relied upon with the permission of this Hon’ble Court.

Messrs DSK Legal

Advocates for the Petitioners
EXHIBIT “A”

DATE WISE SUMMARY OF SOME OF THE ATTACKS 

CARRIED OUT IN RECENT YEARS IN MUMBAI
1. March 12, 1993 – A series of 13 bomb blasts killing about 260 persons and injuring 713 perons. 

2. 1997-1998 – 3 separate incidents of bomblasts in which 9 people die and 4 are injured.

3. December 2, 2002 – A powerful explosion in a bus outside the crowded Ghatkopar railway station and another in Mumbai Central station killing 2 persons killed and injured about 56 persons.
4. December 6, 2002 – 2 people killed and about 25 people injured in a bomb blast at McDonalds fast food restaurant at Mumbai Central station. 

5. January 27, 2003 - At least 30 people injured when a bomb planted on a bicycle went off throwing splinters of sharp nails outside Vile Parle railway station. 

6. March 13, 2003 – A powerful bomb blast shattered a bogie of a local train at Mulund station killing 11 people and injuring more than 65.

7. July 28, 2003 – Bomb planted in a bus explodes killing 3 and injuring about 31 persons.

8. Aug 25, 2003 – Two bombings at the Gateway of India and the Mumba Devi temple killed about 52 persons and injured 167 persons
9. July 11, 2006 – Seven explosions ripped through crowded commuter trains and stations in Mumbai, killing at least 180 people and leaving about 890 people injured.
10. September 8, 2006 – Series of explosions in Malegaon killing atleast 32 people. 

11. November 26-28, 2008: Synchronised attacks in two hotels, the CST station and Nariman House at Colaba. About 200 persons killed and over 330 persons injured.

EXHIBIT “B”

DATE WISE SUMMARY OF SOME OF THE ATTACKS 

CARRIED OUT IN OTHER PARTS OF INDIA

1. February 14, 1998 - 13 blasts ripped through Coimbatore killing about 46 persons and injuring more than 200 persons.
2. December 24-31, 1999 – Militants hijacked an Indian Airlines flight from Kathmandu to New Delhi with 189 people aboard, kill 1 passenger and force the release of 3 jailed militants in exchange.
3. December 22, 2000 - Militants attacked the Red Fort in Delhi leaving 2 Army personnel and 1 civilian dead.
4. October 1, 2001 - Militants attacked Jammu-Kashmir assembly complex, killing about 21 persons.
5. December 13, 2001 – Terrorists attack the Indian parliament, killing 12 people including 6 policemen. An unprecedented attack on the seat of power in the world's biggest democracy.

6. January 22, 2002 - 4 people were killed in an attack on the American Center, Kolkata by militants.

7. March 30, 2002 – 7 persons were killed in an attack by militants on the Raghunath Temple in Jammu.

8. May 14, 2002 - More than 30 Army men killed in a terrorist attack on an Army camp near Jammu.

9. September 24, 2002 – Terrorist attack on the Akshardham temple near Gandhinagar killing about 31 persons.
10. May 14, 2003 – Militants attacked an army camp near Jammu killing more than 30 persons.
11. July 5, 2005 – Terrorist attack in Ayodhya killing 1 person.

12. October 29, 2005 – Three blasts in New Delhi killed about 65 people and wounded about 210 more. 
13. March 7, 2006 - Triple bombings in Varanasi killed about 23 people and injured about 68 others.
14. June 1, 2006 - Three heavily armed terrorists were killed in an encounter with the police when they tried to drive through the security cordon guarding the RSS headquarters in Nagpur
15. July 11, 2006 – Five hand grenade attacks in Srinagar where at least 8 people, including tourists and pilgrims, killed.
16. May 21, 2006 – Militants’ attack at political rally at Srinagar killing 7 people.
17. May 25, 2006 – Powerful explosion at Batpora on killing 4 tourists.
18. February 19, 2007 – About 66 people killed after two firebombs went off on the Samjhauta Express.

19. August 25, 2007 - About 42 people killed in two blasts, at a popular eatery and a public park. 
20. November 23, 2007 – Serial blasts in Lucknow, Faizabad and Varanasi killing about 4 persons.

21. May 13, 2008 – Nine serial blasts at Jaipur killing about 68 people.

22. June 1, 2008 – Low intensity blast at Honey Park in Surat.

23. July 25, 2008 – Eight blasts in Bangalore where at least 2 persons killed and about 20 injured.
24. July 26, 2008 – About 20 synchronised bombs went off within 2 hours in Ahmedabad killing about 54 people and injuring nearly 200. 

25. July 27, 2008 – Explosion in Surat. In the next few days, around 28 bombs including 2 car bombs were found in Surat, which possibly did not explode due to faulty mechanism.

26. September 13, 2008 – About 26 people killed and about 110 people injured in six blasts across New Delhi. 
27. September 27, 2008 – 3 people killed after a crude bomb was thrown in a busy market in Mehrauli.

28. September 29, 2008 – 1 person killed and several injured after a low-intensity bomb kept on a motorcycle went off in Modasa, Gujarat.

29. October 14, 2008 – A bomb planted on a rented bicycle went off in Kanpur injuring 8 persons.

30. October 21, 2008 – A powerful blast took place near the Manipur Police Commando complex in Imphal killing 17 persons.

31. October 30, 2008 – At least 45 persons killed and over 100 persons injured in 18 terror bombings across Assam.
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I, Vijay Mukhi, Indian inhabitant, Petitioner No. 2 herein, having my office at C/o. DSK Legal, 4th Floor, Express Towers, Nariman Point, Mumbai 400 021, do hereby solemnly affirm and state on oath as under:

1. I say that I am Petitioner No. 2 herein and am as such conversant with the facts of the case and have verified the petition. For the sake of brevity, I repeat, confirm and reiterate all that is stated in the petition as if the same were set out herein extensor.

2. As more particularly set out in the petition, the Petitioners have filed the above petition for reliefs as more particularly described therein.

3. In the facts and circumstances more particularly set out in the petition, it is absolutely just, convenient and expedient that the reliefs prayed for therein be granted in favour of the Petitioners.

4. In the circumstances, the Petitioner No. 2 prays that the petition be allowed and the reliefs prayed for be granted.

Solemnly affirmed at Mumbai

)

this ____ day of December 2008
)
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SYNOPSIS

	Sr. No.
	Date
	Events

	1. 
	March 12, 1993
	A series of 13 bomb blasts in Mumbai killed about 260 persons and injured 713 perons. 

	2. 
	1997-1998
	3 separate incidents of bomblasts took place in Mumbai in which 9 people died and 4 people were injured.

	3. 
	December 2, 2002
	A powerful explosion took place in a bus outside the crowded Ghatkopar railway station and another in Mumbai Central station in Mumbai killing 2 persons and injuring about 56 persons.

	4. 
	December 6, 2002
	2 people were killed and about 25 people were injured in a bomb blast at McDonalds fast food restaurant at Mumbai Central station in Mumbai.

	5. 
	January 27, 2003
	At least 30 people were injured when a bomb planted on a bicycle went off throwing splinters of sharp nails outside Vile Parle railway station in Mumbai. 

	6. 
	March 13, 2003
	A powerful bomb blast shattered a bogie of a local train at Mulund station killing 11 people and injuring more than 65 people in Mumbai.

	7. 
	July 28, 2003
	Bomb planted in a bus exploded in Mumbai killing 3 and injuring about 31 persons.

	8. 
	Aug 25, 2003
	Two bombings at the Gateway of India and the Mumba Devi temple in Mumbai killed about 52 persons and injured 167 persons

	9. 
	July 11, 2006
	Seven explosions ripped through crowded commuter trains and stations in Mumbai, killing at least 180 people and leaving about 890 people injured.

	10. 
	September 8, 2006
	Series of explosions took place in Malegaon killing atleast 32 people. 

	11. 
	November 26-28, 2008
	Synchronised attacks were carried out in two hotels, the CST station and Nariman House at Colaba in Mumbai. About 200 persons were killed and over 330 persons were injured.

	12. 
	
	The City of Mumbai, and the entire nation, has, from time to time in the past few years, faced terror attacks and security threats and the most recent and glaring example of such an attack is the said attack on the City of Mumbai from November 26, 2008, which was not only extremely brutal in its nature but was also well planned and calculated to create maximum physical and psychological damage. Terrorist organizations, and organized crime, which carry out such attacks, operate at a very high level of efficiency and are very well trained in the use of technology for the purpose of carrying out such attacks. Such attacks have time and again caused severe loss to lives and damage to property and have disrupted all activity and wreaked havoc on the minds of Indians, who are now feeling a sense of complete insecurity. Such terror attacks also affect the psychology of citizens and youth and children through the extensive media coverage.

	13. 
	
	Terrorist attacks are very well coordinated and terrorists are highly trained in the use of technology and are also dependant upon it for carrying out coordinated attacks and causing maximum damage. Any mechanism for capturing the perpetrators of such attacks before they can take place or for preventing recurrence of such attacks requires sophisticated technology and a very high level of coordination between the authorities. The present security capabilities of the State machinery are inadequate to anticipate, prevent and mitigate such attacks and there is an urgent need to introduce fresh technology and upgrade the existing technology. Such measures, if not initiated forthwith and in a time bound manner, would leave the nation and its citizens at the mercy of terrorists and would undermine the faith of the people in the capabilities of the authorities and the law enforcement machinery to preserve and uphold the sovereignty of our nation and ensure the safety of its people.  

	14. 
	
	It is therefore imperative that suitable software technologies be set up by the authorities so as to enable them to intercept activities of terrorist organizations, anticipate terror attacks in the future and take appropriate steps to capture the perpetrators of such acts and to prevent or mitigate such attacks in the future.


POINTS TO BE URGED:

1.
It is imperative that suitable software technologies be set up by the authorities so as to enable them to intercept activities of terrorist organizations, anticipate terror attacks in the future and take appropriate steps to capture the perpetrators of such acts and to prevent or mitigate terror attacks in the future. The Petitioners seek directions of this Hon’ble Court to the Respondents to set up and updating software technologies which can be used in intercepting, anticipate and prevent terror attacks. 


2.
As more particularly mentioned in the petition.

ACTS TO BE RELIED UPON:

1. The Constitution of India.

2. Any other Act, Rule or Regulation.

AUTHORITIES TO BE CITED

As may be required at the time of arguments.

Messrs DSK Legal

Advocates for the Petitioners
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Dated this ___ day of December 2008

Messrs DSK Legal

Advocates for the Petitioners
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