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INTRODUCTION

[, the Chairman, Standing Committee on Information Technology (2007-08)
present this Fiftieth Report on ‘Information Technology (Amendment) Bill, 2006
relating to the Ministry of Communications and Information Technology
(Department of Information Technology).

2. The Information Technology (Amendment) Bill, 2006 was introduced in
Parliament on 15" December, 2006 and referred to this Committee on 19"
December, 2006 for examination and report within three months. However, due
to other pressing assignments and the wide range of consultations/interactions
raquired for and in connection with the examination of this vital piece of
legislation, the Committee sought extension of time to finalise their Report.
Speaker, Lok Sabha was pleased to accord extension of time upto the end of the
Monscon Session to present the Report to the House.

3 In the process of the examination of the Bill, the Committee received
extensive Inputs in the form of* several write-ups/suggestions from the
stakeholders/Industry/legal luminaries/NGOs/general public and heard their
views at the sittings of the Committee held on 20* April, 2007, 8" May, 2007,
21" May, 2007 and 22™ May, 2007. The Committee received inputs also from
the Central Bureau of Investigation (CBI) and the Ministry of Law & Justice
(Legislative Department). The representatives of the Legislative Department
tendered evidence before the Committee on 14™ May, 2007 and 11% June, 2007
and those of CBI on 11 June, 2007. Besides furnishing background material,
written replies and several clarifications, the representatives of the Department
of Inforrnatlon Technology deposed before the Committee on 29%™ January,
2007, 22™ February, 2007, 16" July, 2007 and 23" July, 2007.

J'

4, The Dréﬂ: Report was considered and adopted by the Committee at their
sitting held oh 29™ August, 2007.

5. The Committee wish to express their thanks to Shri Pavan Dugagal, Senior
Advocate, Supreme Court, Shri P.K.H. Tharakan, Secretary (Retd), R&AW,
Smt Vidya Reddy as well as the representatives of National Association of
Software & Serv[ce Companies (NASSCOM), Federation of Indian Chambers of
Commerce & Industry (FICCI) and Associated Chambers of Commerce
(ASSOCHAM) for appearing before the Committee and furnishing written
Inputs/suggestions on the amending Bill.
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6. The Committee also wish to express their thanks to the representatives of
the Central Bureau of Investigation (CBI), Legislative Department and the
Department of Information Technology for tendering evidence before the
Committee and providing valuable information/clarifications that the Committee
desired in :;onnection with examination of the Bill.

. Last but not the least, the Committee would like to place on record their
deep appreciation of the huge amount of spadework done by their predecessor
Committee (2006-07) for and in connection with the examination of the
Amending Bill. The Committee benefited substantially from the untiring efforts
and the hard work done by their predecessor Committee.

B. For facilitation of reference and convenience, the observations and
recommendations of the Committee have been printed in bold in the body of
the Report.

New Delhi NIKHIL KUMAR

;mm._zoﬂ___* CHAIRMAN
09 Bhadrapada, 1929 (Saka) STANDING COMMITTEE ON

INFORMATION TECHNOLOGY



Introductory

The Information Technology Act was enacted in the year 2000 and
implemented w.e.f 17 October, 2000 to give a fillip to the growth and usage of
computers, internet and software in the country as well as to provide a legal
fra_mework for the promotion of e-commerce and e-transactions in the country.
The Information Technology Act, 2000 which consist of 94 Sections in 13
Chapters and with Four Schedules provides for a jegal framework for evidentiary
value of electronic record and computer crimes which are of technological
nature.

2. The salient features of the Information Technology Act, 2000 are as
follows:-

5] Extends to the whole of India (Section 1)

i Authentication of electronic records (Section 3)

ifi) Legal Framework for affixing Digital signature by use of asymmetric
crypto system and hash function (Section 3) |

iv) Legal recognition of electronic records (Section 4)

v) Legal recognition of digital signatures (Section 5)

vi) Retention of electronic record (Section 7)

vii) publication of Official Gazette in slectronic form (Section 8)

viii)  Security procedure for electronic records and digital signature (Section
14, 15, 16)

ix) Licensing and Regulation of Certifying authorities for issulng digital
signature certificates (Section 17-42)

x) Functions of Caontrolier {Section 18)

xi) Appointment of Certifying Authorities and Controller of Certifying
Aufhorlties, including recognition of foreign Certifying Authorities
(Saction 19)

xii) Cobtroller to act as repository of all digital signature certificates
(Section 20)

xiiiy Data protection (Section 43 & 66)

xiv) Various types of computer crimes defined and stringent penalties provided
under the Act (Section 43 and Section 66, 67, 72)

xV) Appointment of Adjudicating officer for holding inquiries under the Act
(Section 46 8 47)

xvi) Establishment of Cyber Appellate Tribunal under the Act (Section 48-56)
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xvil)

not to any Civil Court (Section 57)

xviil)
xix)

Appeal from order of Adjudicating Officer to Cyber Appellate Tribunal and

Appeal from order of Cyber Appellate Tribunal to High Court (Section 62)
Interception of information from computer to computer (Section 69)
xx) Protection System (Section 70)

xxi) Act to apply for offences or contraventions committed outside India

(Section 75)
xxif)
xxlit)

search and arrest without warrant (Section 80)

xxIv)
XXV)

Offences by the Companies (Section 85)
Constitution of Cyber Regulations Advisory Committee who will advice the

Central Government and Controller (Section 88)

Network service providers not to be liable in certain cases (Section 79)
power of police officers and other officers to enter into any public place and

x {f The gomputer crimes in the Act are classified into two categories i.e. civil
penalties and criminal offences, the details of which are as follows: -

Criminal offences

Civil-Penalties Section Section

« Unauthorised access 43 (a) « Tampering with computer 65

« Unauthorised copying, | 43 (b) source documents (l.e.
downloading and listing of programmes)
extraction of files « Hacking computer system | 66(1)

« Introduction of virus 43 (c) « Electronic forgery l.e. |74

« Damage to Computer |43 (d) affixing of false digital
System and computer signature, making false
Network electronic record

s+ Disruption of computer, |43 (e) « Electronic forgery for the | 74
computer network purpose of cheating

+ Denying authorised | 43 (f) « Electronic forgery for the | 74
person access to purpose of  harming
computer reputation

« Providing assistance to |43(9) e« Using as genuine a
any person to faciiitate forged electronic record
unauthorized access to a « Publication for fraudulent
computer! purpose ,

» Charging ' the service 43 (h) « Offences and | 85
avalled by a person to an contravention by
account of another person companies
by tampering and « Unauthorised access to | 70
manipulation of  other protected system
computer | « Confiscation of computer, | 76

« Failure to furnish \ 44 network, etc.

. |nformation, return, etc. « Publication of information | &7

'~ to the Controller or which Is obscene in

Certifylng Authority

|

electronic form

T



« Misrepresentation or |71
suppressing of material
fact while obtaining any
licence or digital
signature

« Breach of confidentiality |72
and Privacy

» Publishing fake Digital | 73
Signature Certificate

4.

The following are excluded from the purview of the Information

: [Yiesa ‘Power of Attorney
! iy  Trust
iy . Will, and
_ iv)  Any contract for the sale or the conveyance of immovable property
i e ~or any interest in such property.
¢ N8 0 "' :
2 5 Through the Information Technology Act, amendments have been made in
the following other Acts:- 2 '
) Indian Evidence Act, 1872

6.

(1)

(i)

(V)

(Sections 3, 17, 22, 34, 35, 39, 47, 59, 65, 67, 73, 81, 85, 88, 90
& 131)

Indian Penal Code, 1860

(Sections 29, 167, 172, 173, 175, 192, 204, 463, 464, 466, 468,
469, 470, 471, 474, 476, & 477)

Bankers Book Evidence Act, 1891

(Section 2)

Reserve Bank of India Act, 1934

[Section 58 (Sub Section (2) Clause (P)]

The Information Technology Act, 2000 was enacted keeping in view
technology directions and scenaric as it existed at that point of time. As the

technology hds a habit of reinventing itself into cheaper and more cost effective

options, it becomes imperative to give a fresh look to any technology driven law

from time to time. Moreover, due to overall increase in e-commerce, growth in

outsourcing business, new forms of transactions, new means of identification,

cdnsumers concern, promotion of e-governance and other information

3




technology -applications, technology neutrality from Its present ‘technology
specific’ form in consonance with development all over the world, security
practices and procedures for protection of Critical Information infrastructure,
emergence of new forms of computer misuse like child pornography, video
voyeurism, identity theft and e-commerce frauds like phishing and online theft,
rationalization of punishment in respect of offences with reference to the Indian
Penal code,” a need was Ffelt to review the Indian Information Technology Act,
2000.

v & In that directian; an Expert Committee was set up in January, 2005 under
the Chairmanship of the chretary, Department of Information Technology. The
Expert Committee comprised various representatives of the Government, legal
experts in the areas of Cyber Laws, Service Providers, representatives of IT
Industry and apex Industry Assoclatlons, National Association for Software
Companies (NASSQOM) and Manufacturers Association of Information
Technology (MAIT). Jfie mandate of the Expert Committee was to review the
provisions of the IT Act,_ 2000, to conslder the feaslbility of making the Act
technology neutral and recommend necessary amendments to that effect, and to
recommend suitable Yegislation for Data Protection under the Act. In August,
2005, the Expert Committee submitted its report which was based upon the
interactive sessions with varlous interest groups, deliberations of the Inter
Ministerial Group comprising representatives of Ministries/Departments
concerned with the subject matter, presentation made by NASSCOM and
feedback on the publication of the report on the DIT website.

8. Now, the Government was left with two approaches i.e. either to enact
new and exclusive legislations or to amend the existing legisiations to encompass
the new crimes and to enact specific |legislations to address the issues If
amendments to the existent laws do not suffice. As the second appreoach
required minimum effort, the Government preferred it by creating a few more
provisions !n: the Information Technology Act, 2000 and some supplementary
provisions b'} making amendments in other Acts such as the Indian Penal Code
and the Codé of Criminal Procedures, 1973,

9. Thus, the Information Technology (Amendment) Bill, 2006 was Introduced
in Parllament on 15.12.2006 and referred to this Committee for detailed

examination anda report. In the process, the Committee received several write

4



ups from and heard the views/suggestions of numerous individuals, experts,
associations, industry representatives, Central Bureau of Investigation (CBI),
Ministry of Law and Justice (Legislative Department) and the Department of
Information Technology. After considering and paying due attention to such
views/suggestions aniﬂclaﬁﬂcatlons, the Committee have attempted In‘-' this
Report to suggest a®¥ recommend certaln measures to be taken by the

Government for making"_the law more effective and comprehensive.

ceipt of several suggestions from various quarters that the
chnology Act should be self enabling instead of leaving severa!
Code (Cr. P.C.) etc. as computers did not exist when laws were
formulated, the Committee desired to hear the views of the Department of
Information Technology. In reply, it was stated that at the time of the drafting of
the principal Act in 1998, the experts were of the oplnion that Acts like IPC,
Cr. PC, were primary and basic Atts which were very appropriately worded and
had passed the test of time. It was further stated that several other legislations
framed over the last fifty years used to refer to these basic Acts. Moreover, the
law enforcement agencies and the courts very well understood these Acts and

the issues involved therein.

11. The Committee, during the evidence, asked whether it would not be very
cumbersome to refer to a number of provisions contained in other Acts when a
cyber crime was committed. In response, the Secretary, DIT stated:-

“1n terms of definition, they are too closely linked. Say, If you talk

of impersonation, in our Act, we have to follow a similar set of

provisions, a similar set of definitions which are used in IPC.”
12. The Committee, then queried about the provisions contained in the Bill to
make the léw people friendly In view of the major trend the world over to have
such comprehensive laws which would easily be understood by the common man
and having least dependence on other laws. In reply, it was stated that the
necessity of the people friendly law was the main guiding principle before the
.Department In suggesting appropriate provisions in the Information Technolegy
(Amendment) Bill, 2006.
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13, It was further stated that in order to make the law more people friendly,
the punishments had been rationalized in some of the offences. Such
rationalization would help in the growth of the IT Industry and check undue
harassment of the ignorant citizens, not aware of the nuances of cyber laws.

14, On theélssue of bringing a self enabling and people friendly law instead of

referring to cpmvlslons contalned in the other laws, the Ministry of Law of

‘*1' Just!ce [Lagls[ ve Department) were of the opinion that the legislative practice
bg criminalise certain acts or omissions as an offence under the Indian Penal

Code and in the Information Technology Act, 2000 seemed to be working well
and the same should continue,

M:_ . ‘l%_'-" ,

}1, i Durlng the course of the examination of the Bill the Committee were
forrned by:tgome legal axpertsﬂndum-y representatives that the proposed
amendments dld not put much I'ocus on cyber crimes including cyber terrorism
and their covarage was not at all commensurate with the requirement. Citing
some example they stated that although morphing was taking place across the
country, yet ‘there was not a single direct provision under the proposed
amendments to make morphing a penal offence punishable with imprisonment
and fine. Similarly, there was no specific provision to make cyber terrorism a
punishable crime.

16. In the above context, the Committee desired to know from the
Department that whether it was not necessary for India, as a sovereign nation,
to enact a spéciﬂc law making morphing, cyber terrorism and other similar cyber
crime penal offences punishable with the highest fine and imprisonment. In
reply, the Départment stated that a provision to make cyber terrorism a
punishable crime with highest fine and Imprisonment similar to the lines of
Section 121 d.nd Section 120 B of 1PC might be considered, as the punishment
with imprisonment of either description for a term which might extend to 10
years is the highest imprisonment terms given for any offence under the IT Act.
It was also st?ted that morphing would get covered in sub-clause (1) of Sections
43 and 66.
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17. In evidence the Committee asked whether 'cyber terrorism’ nas been
defined anywhere In the IT Act, 2000 or in the proposed amendments. The
representative of the Department replied in the negative.

111, Jurisdiction of the Law

18, In thia context of the reported cyber offences committed outside the
country, the Committee attempted to look into the jurisdiction and applicability
of the IT Act; 2000. Section 1(2) of the Information Technology Act says "It shall
extend ato the whole of India and save as otherwise provided in this Act, it
applies ‘also to any offence or contravention thereunder committed outside India
by any ;;ei'-son". Similarly, Section 75 provides as under:-

Act to apply for offence or contravention committed outside India-
(1) Subject to the provisions of sub-section (2), the provisions of
this Act shall apply also to any offence or contravention committed
outside India by any person irrespective of his nationality.

(2)  For the purposes of sub-section (1), this Act shall apply to
an offence or contravention tommitted outside India by any person
if the act or conduct constituting the offence or contravention
involves a computer, computer system or computer network
located In India.

19. In the above context, while taking evidence of a legal expert in cyber
crimes, the Committee desired to know the effectiveness of enforcing the above
provision to the cyber crimes perpetrated abroad. In reply the expert stated:-

" ...Section 75 brings some sanity to that approach by saying it
will only apply so long as it Impacts a computer, a computer
system or @ computer network that is physically located in India.
So, as a sovereign nation, there is nothing stopping India to enact
a law making the cyber terrorism as a specific offence punishable
with the highest imprisonment.”

20. Askeci to state specifically how could the Indian State enforce its will
within the démain of ancther sovereign nation, the witness replied that it was a
oractical problem. The Committee, then, asked whether there was any
practicable way out to deal with this tricky situation. In reply, the witness stated

that the USA was effectively assuming jurisdiction over COMputers locatad
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outside its domain on the ground that the activity of those computers impacted
the computers physically located in the USA. The witness further stated that
another option could be that India should join some of the global treaties like
Convention on Cyber Crime or Group 7. He added:-

“In the intemet space there is one specific agency which is known
as International Corporation for Assigned Names and Numbers. In
short, it is known as ICANN. If s 2 global body that manages
internet. However, it has steered clear of any controversy of even
contributing towards cyber crime regulation, It does have 2
Cdmmittee known as the Government Advisory Committee of which
Iniidla is already a Member.” ¢~

21. Hé summed up by stating that as ICANN/Government Advisory Committee
was deal_ing only with the policy issues cencerning internet and had not gore to
the diredtlon of regulating cyber crime per se, the practical problem of ensuring
the physical presence of the alleged perpetrators of cyber crime from abroad still
perslstedj.

22. In the above context, 2 representative of the Central Bureau of
Investlgétlon (CBI) while deposing before the Committee stated that apart from
specific provisions in the Information Technology Act, there was a basic law and
Sections 3 and 4 of the Indian Penal Code could take care of this eventuality.

23. Asked to state categorically the means by which the jurisdiction of Indian
laws could extend beyond its boundaries, the witness stated:-

M .....jurisdiction is not an Issue because even without specific
provisions in this statute, Sections 3 and 4 (of IPC), if interpreted
properly, have enough scope and cover wide area.............Now the
question is that if 2 New Zealander sitting in New Zealand commits
an offence under this law which impacts India, perhaps on this
point, I would say it is a bit tricky and we will have to understand
frankly.”
24. The Committee desired to know whether it would be appropriate for India
to have an extradition treaty especially In respect of cyber crime or should there
be a special International Convention on cyber crime to make it obligatory on the
part of the signatories to extend mutual cooperation. In response, another
representative of CBI submitted that it was high time that India considered
becoming signatory to such an International Treaty/Convention, otherwise, it
would be extremely difficult to book the perpetrator of cyber crime sitting

abroad.
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25, The Ministry of Law and Justice (Legislative Department) on the issue of
dealing with the cyber crimes perpetrated abroad but impacting India, stated
that Sub—Clai.xse (a) of Clause 49 of the Information Technology (Amendment)
Bill, 2006 sought to insert sub-section (3) in Section 4 of the Indian Penal Code
so as to extend the jurisdiction of the IPC to any person in any place without and
béyond Indlé committing offence by targeting a computer resource located in
India. Further, the main thrust of Section 75 of the Information Technology Act

- and the projosed sub-section (3) of Section 4 of IPC was to criminalize those
’ a?ts of person
_ In India.

s which might have an impact on any person and property situated

N

! f
26,  Not convinced, the Committee asked whether the physical presence of the

alleged acct!,lsed in a criminal prosecution was not necessary. In reply the
Ljeglslative ﬁepartment submitted that in a criminal prosecution, the physical
pfresence ofll_the alleged accused was necessary and the same might be ensured
through Intqrnatlonal cooperation and bilateral extradition treaties.

| ;
27, The Committee, then, decided to hear the views of the Department of

fnfomatlon.. Technology on this perplexing Issue. The Department, in reply,
stated that all the countries world over had expanded the jurisdiction of their
cyber laws to offences or contraventions committed on their systems in the
country from outside the country. Following such a practice, India had also
provided Section 75 In the Information Technology Act for offences or
contraventions committed on systems in India from outside the country. It was
also stated that the Governments all over the world had also taken recourse to
enter into treaties to bring to book the cyber criminal outside the territorial
jurisdiction of their country. India, on [ts part, had also made efforts to enter
bilateral agreements with foreign countries to deal with the cyber crimes
committed on Indian systems from foreign lands. Cyber crime treaties were
stated to be covered under the Mutual Legal Assistance Treaties (MLATs). India
is also a member of Cyber Crime Technology Information Network System
(CTINS) a Japanese Government Initiative for mutual exchange of information
regarding cyber crimes among the member countries which is, of course,
advisory in nature.



28. Asked to specify whether it would be prudent for India to become a
signatory to any unilateral Intemational Treaty or Convention on Cyber Crime to
effectively implement the law, it was replied that international cooperation in the
form of mutual legal assistance would reguire an International agreement or
- other similar arrangements such as reciprocal legislation. It was further stated
~ that such provisions, whether multilateral or bilateral, would oblige authorities of
. the contr'pcting party to respond to the request for mutual legal assistance in the
agreed case. It would, therefore, be necessary for India also to become 3
signatorﬁ- to any international treaty or an international convention on Cyber
" Crime un{the mutually acceptable terms.

' 29, ln:.response to a specific query with regard to the number of countries
© with whq'm India had already entered into Mutual Legal Assistance Treaties
(MLATs), lit was replied that with seventeen countries India had already enterzd
! into suchﬁ treaties, with flve countries treaties had already been signed but the
.- same ha;:i yet to come into force and with four countries treaties had already
" been finalised/initiated but the same were awaiting signature.

30. The Committee asked how action could be taken against the alleged
: perpetrator of cyber crime taking shelter in those countries with which India did
not have any extradition treaty. In reply, the Secretary, DIT during evidence
submitted:-

“There are provisions in the general laws. I assume we cannot go
beyond those general laws...........whatever is to be done in the
light of cyber crime, it must be done within the framework of what
is being done for a general law and outside law.”

Iv. i 3 E k !

31. Clause 2 of thé Information Technology (Amendment) Bill, 2006 says “In
the Information Technology Act, 2000 (hereinafter in this Part referred to as the
principal Act), for the words “digital signature” occurring in the Chapter, section,
subsection and Clause referred to in the Table below, the words "electronic

signature” shall be substituted.

10
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TABLE
[ S. No. Chapter/section/sub-section!CIa‘use _ll

1. Clause (d), (g), (h) and (2g) of section 2; |

'3, Section S and its marginal heading;
3. Marginal heading of section §;

4. Clauses (a), (b), {c) and (e) of section 10 and Its marginal heading;

9 Headll_:'lg of Chapter V;

6. Clausés (A and (g) of section 18;

'7.  Sub-sction (2) of section 19;

‘8. Sub-skctions (1) and (2) of section 21 and its marginal heading;

9. Sub-gection (3~of section 25;

" 10. Clause (c) of section 30;

. 11, Clauses (a) and (d) of sub-section (1) and sub-section(2) of section 34,

I 12. Head{ng of Chapter VII;
13. Section 35 and its marginal heading;
14. Section 64;
15. Sectlon 71;

. 16, Sub-section (I) of section 73 anc its marginal heading;
17. Section 74; and

18, Clauses (d), (n) and () of sub-sec‘tion (2) of Saction 87,

32. In the above context, the Committee received views from some

experts/associations that while the law talked about ‘electronic signature’ in 2
couple of sections, in reality it was still continuing on ‘digital signature’. They
opined that mere replacement of the term ‘digital signature’ DY the words
‘electronic signature’, as propesed in the Bill would not be enough and it had to

be followed in spirit also.

33. One of the experts while tendering evidence before the Committee
submitted:-

. while the law has made it technologically very sound by
providing for electronic signatures, there is a slight disconnect........
what 1 am trying to say is that while we are talking of big generic
electronic signature which includes digital signature and lot of other
things, the law effectively continues to be law of digital signatures..
Either we can use a language or we can suggest to the Government
for illustration, the digital signature regime is detailed.”

34. Asked to state categorically how electronic signature could be followed in
letter and spirit, the witness replied that biometrics needed to be an integral part
of it,

11



35. On the Issue of ‘electronic signature’ the Ministry of Law and Justice
(Legislative Department) have stated that Information Technology Act, 2000
defines ‘electronic signatures’ to mean authentication of any electronic record by
a subscriber by means of the electronic technique specified in the Second
Schedule and includes digital signature. The Information Technology Act, 2000
confers power on the Controller to supervise the activities of the certifying
author}tlbs. Statutory provision obliging certifying officers to follow certain
procedur%e has also been made in section 30 of the Act. The Information
Technologgv Act, 2000 and the Information Technology (Amendment) Bill, 2006
put embhasis on reliable electronic signatures and enable the Central
Government to take necessary steps keeping in view the needs of emerging
technologles.

36. Taking cognizance of such views/suggestions the Committee desired to be

: apprised 'of the views of the Department of Information Technology for enforcing
i ‘electronic signature’ in letter and spirit. In reply, it was stated that the United

Nations had passed a resolution in the year 2001 recommending that all States

- should give favourable consideration to the Model Law on ‘Electronic Signatures’
. when enacting or revising there laws in view of the need for uniformity of the law
| applicable to alternatives to paper based methods of communication and storage

of information.

37. The Department further stated that ‘digital signature’, as a matter of fact,
has been one of the types of ‘electraonic signature’ and based on the technologies
avallable. ‘digital signature’ has been found to be one of the most reliable
methods for security, integrity and authentication of electronic records.
However, since the technology is an ever-evolving process, there could be such
technologles which could be used as a reliable method for the electronic records.
Moreover, as it is difficult to amend the Act very frequently, and hence for future
technologies, a provision has been made for incorporating those technologies for
‘electronic signatures’ under the proposed Second Schedule of the Bill.

38. The Committee asked about the mechanism put in place to guard against
forgery of digital signatures. The representative of the Department of
Information Technology submitted in evidence:-

".....there are two parts as far as the digital signature is
concerned ....... One is the user experience and the other is, what Is

12
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actualiy happening at the back. These are two different parts, both
of which have been touched upon......... “In Karnataka for example,
the entire land records have been digitalized. They are now
securely stored; there is no difficulty in verifying whether a
particular record has been signed by that particular Revenue
Officlal. They have the tracking, they use biometric...........they are
well Protected by all these methodologies and there is no
difficulty...... But when we talk about translating that into a piece of
paper and getting a printout and then try to adopt the same value
to the printed paper, then there are issues.”

. I

‘39, Asked to specify the mechanism developed to check tampering or fraud of

digital slgnptura the representative of DIT replied:-

‘Slr;*‘ln the digital records, which are stored, there is a mechanism

3 to audlt it, which shows every change that has been made; who

has F<:hr=|na_:;ec.1 it; on what date it has been changed.”
' [
V. WME

{40, So e of the industry representatives suggested to the Committee that

"'[there should be an auditing of all the electronic records in order to have legal

asanctlty as well as to check frauds that are constantly occurring in corporate
ndla. The representatives further stated that it would also help in bringing far

more clarlty_ to the entire regime of proof of electronic records.

41. In the above context, when the Committee desired to hear the views of
the Department of Information Technology, it was replied that the suggestions
made by the industry representatlves seemed to be appropriate. It was further
stated that the Comptroller and Auditor General of India had already started
conducting Information Systems Audit of Government Organisations,
Departments, PSUs, Autonomous Bodies and Authorities for evalution of
acquisition and installation of the computer and computer systems, systems
effectiveness, security, economy, efficiency and data integrity and compliance of
system related activities with applicable laws, regulations and guidelines.

42. Asked to indicate the global practice relating to the auditing of the
electronic records, the Department replied that it would have been better if the
concerned industry representatives provided more detalls regarding the global
practices and standards in this regard as there would be a need to setup
process, practice and standards in line with those prevailing In international
arena for undertaking such audits.

13



43, One of the representatives of the industry while tendering evidence

before the Committee stated in this regard that globally auditing of electronics

records was being done. He also stated that there were two independent
. streams of auditing, one relating to the information systems and the other to
- information security.

(crénuus 4 & 38)
144, Sedtion 2 (w) of the principal Act defines “intermediary”, with respect to

- any partlc'g.:lar message as any person who on behalf of another person receives,
stores or [transmits that message or provide any service with respect to that
message.

145. Clause 4. sub-Clause (F) of the Bill proposes to amend the above
' definition of ‘intermediary’ as follows:-

"(w) “intermediary”, with respect to any particular electronic records,
‘means any person who on behalf of another person receives, stores or transmits
that record or provides any service with respect to that record and includes
telecom service providers, network service providers, internet service providers,
web-hosting service providers, search engines, online payment sites, online-
auction sites, online-market places and cyber cafes, but does not Include body
corporate referred to in section 43 A.

46, Further, Clause 38 of the Bill intends to substitute chapter XII of the
principal Act whereby.the intermediaries will not be made liable in certain cases.
The sald Clause read'é- as follows:-

"For Chapter XII of the principal Act, the following Chapters shall be

substituted, namely:-
o

i

CHAPTER XII
INTERMEDIARIES NOT TO BE LIABLE IN CERTAIN CASES

(1)  Notwithstanding anything contained in any other law for the time being in
force but subject to the provisions of sub-sections (2) and (3), an intermediary
14
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“shall not be liable for any third party Information, data, or communication link

-
bk
4

\ .trans_mil:ted or temporarliy stored; or

made avalilable by him.

(2) The provisions of sub-section (1) shall apply if-

(a) the function of the intermediary is limited to providing access to a
communlcatlon system over which Iinformation made available by third parties is
- (b) the Intermediary does not— '

" (Ij initiate the transaction,
(i)  select the receiver of the transmission, and

St A (Ifi] select or modify the information contained in the

'_v'mhmlsslon;--\;i:'

“| ( ' ! -

- (3) . The provflslons of sub- section (1) shall not apply if-

i (a) tl'ile intermediary has conspired or abetted in the commission of the
uniawful act; |

|

s (b) up'?on receiving actual knowledge, or on being notified by the

'_'.appripr!ate " Government or its agency that any information, data or
com unlcation*llnk residing in or connected to a computer resource controlied

by thc intermediary is being used to commit the unlawful act, the intermediary

fails to expeditiously remove or disable access to that material on that resource
without vitiating the evidence in any manner.

(4) Intermediary shall observe such other guidelines as the Central
government may prescribe in this behalf.

Explanation.-For this purpose of this section, the expression “third party
information” means any information dealt with by an intermediary in his capacity
as an intermediary.”

e ke o 3 K ok ok koK o ok 3k e o o K K
e 4 2K 2 3 K R e o0 e oK EE T
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47, In thg above contexts, some of the experts/industry representatives were
of the view that the definition of ‘intermediary’ was not clear which was bound to

create a problem of interpretation as to who would be an intermediary. So much
so that under the existing definition, even an employer would become an
intermediary. '

15
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48. One of the experts/industry representatlve's v-v_ho tendered evidence before

the Committee stated:-

“Currently the network service providers are made liable for all
third party content or data. In the proposed one, they are not
being made liable at all except when it is proved that they
conspired or abetted. How does the Government expect a normal
citizen to prove conspiracy or abetment by network service
provider?”

49.  The Committee desired to hear the comments of the Department of

lnforrnatlbn Technology on the above issue of properly defining the terms
‘intermed?ary’ and its role. In reply, it was stated that Section 79 of the principal

- Act had been revised in line with those provided for similar provisions in the

European'?; Act. Sub-section 4 of Section 79 of the Act has empowered the
Central Government to provide guidelines which may be observed by the

'lntermedl?w. These guidelines would vary from time to time keeping in view the

- new services, technologies and circumstances. Accordingly, guidelines were

stated to be proposed for prescription through the rule making powers.

50. Not convinced, the Committee asked during evidence what actually
constituted the ‘intermediary’. In reply, a representative of the Department of IT
stated that any service provider was an intermediary. In that case, the
Committee asked the rationale for intermediaries/service, providers being not
made liable in certain cases. In reply, the representative of DIT stated:-

w ....any of the service provider may not be knowing exactly what
their subscribers are doing. For what they are not knowing, they
should not be penalised. This is the provision being followed
worldwide.”
51. Asked to elaborate, the witness stated that the intermediaries or service
providers did not have anything to do with what was passing or returned through
their network. But if they selected or changed or modified any content, then

they would not be covered under the instant Clause.

52. The Committee then desired to know the mechanism evolved to establish
conspiracy or abetment on the part of the intermediaries/service providers. In
reply, it was stated that the proposed Section 79 did not absolve the network
service providers from civil liabilities. It was also stated that the exemption of
intertnediaries from liability had been clearly defined in the proposed sub-
sections 28&3 of Section 79. Further, sub-section 4 empowered the Government
to prescribe guidelines which were to be observed by the intermediaries.

16



53. The Committee asked whether the possibility of suing or getting
information from the service provider would cease to exist in the eventuality of
proposed Section 79 being put in place. In reply, it was stated that any
consumer could sue the network service providers for civil liabilities.

- 54.  During evidence, the Committee asked whether it would not be extremely
_difficult to establish conspiracy or abetment in order to sue the
_intermediaries/service providers. In reply, the representative stated:-

"It’becomes very difficult. Sir, you are right.”

:55. Thlf? Committee then queried whether it would not be prudent to cast
‘-some ménimum obligation/responsibility upon the intermediaries/service
providers iwhen their platform was being abused for transmission of obscene and
objectionable contents, In reply, a representative of, DIT stated:-

“Unfortunately, at the discussion that we were having on the IT
Act, the general consensus was that the intermediary should not be
; put under such an obligation. That is why, we have incorporated it.
| Now that we have your views, I think we will really look at it.”

.

56. When the Committee desired to have the views of the Legisiative
Department as to whether they were satisfied with the term ‘intermediary’ and
its role as defined in the Bill, they just defined the term as spelt out in the Bill
and stated that there were many aspects of intermediaries which would result in
criminal liability and Civil liability and the Information Technology (Amendment)
Bill, 2006 provided for adequate safeguards in this regard.

57. The Central Bureau of Investigation (CBI) on the above issue stated that
the Bill sought to remove the 'due diligence’ Clause for claiming immunity by the
intermediaries. Elaborating the ramifications, they stated that in the real world
g’so'me liabilities existed on the owner of a premise for prevention of certain types
of criminal offences including sale of contraband goods. Absence of any such
obligation would, therefore, place the intermediaries such as online auction
sites/market places In a privileged position and disturb the equilibrium with their
counter part real life _entities. Also, quite often the damages caused to the
victims through reckless activities in the cyber world used to be immense and
irreparable. The CBI, therefore, suggested that the intermediaries should be
divided into two classes i.e. online Market Places/Auction sites, and the rest.

Entities in the former class of intermediaries should not be given immunity
17
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unless they proved due diligence which might be exercised by them through
technical scrutiny of traffic data through filters for removing hate content,
obscene material, sale of contraband good:s, etc..

58. Asked to comment on the rationale behind removing the words ‘due

- diligence’ and the above views/suggestions of the CBI, the Department of
; Information Technology stated that the words ‘due diligence’ were provided in
section ?9 of the IT Act as it was felt that it had been adequately and properly
~ defined By the Supreme Court of India. However, while suggesting amendments
" to the IT Act, it was felt that the provisions under Section 79 pertaining to
; exemptic:{n from liability of network service provider should be explicitly defined.
Further,_t:he sub-section 4 of Section 79 has empowered the Central Government
. to provide certain guidelines which would be observed by the network service
- providers. The words ‘due diligence’ could be covered under those guidelines.

|

59, As regards casting obligation of paying damages through compensaticn
- only on ‘body corporates’, it was clarified by the Department that this Issue was
- extensively debated by the Expert Committee according to whom it was a well
thought idea to restrict the Section to the body corporates alone. The

Department further stated that once the system was put in place, it might be

considered to extend the Section to the individuals and persons.

60. A representative of the Department of Information Technology

suppiefnented in evidence:-

“.....But basically we are really to satisfy the customers who are
doing outsourcing or asking call centres to be operated and they
should be given protection. This would help business in general.
Most of such businesses or almost all the business is done only by
body corporate. To that extent, provision which is being made will
be adequate.”

61. Asked to state, whether the industry representatives were consulted while
fixing obligations on the body corporate, a representative of the Department
stated in evidence that NASSCOM and other industry people were consulted on

the issue,

18



VII. Contraventions of serious nature
(Clause -~ 19)

62. Section 43 of the IT Act, 2000 reads as under:-
"Penalty for damage to computer, computer system, etc.- if any person

without permission of the owner or any other person who is incharge of a

computer, computer system or computer network-

(@)

(b)

(c)

(d)

(e)

(A

(9)

(h)

EAccesses or secures access to such computer, computer system or
computer network;

{EDownIoads, copies or extracts any data, computer data base or
Einformation from such computer, computer system or computer
network including information or data held or stored in any
:‘}rernovab!e storage medium;

ﬁntroduces or causes to be introduced any computer contaminant

or computer virus into any computer, computer system or

computer network;

Damages or causes to be damaged any computer, computer
system or computer network, data, computer data base or any
other programmes resif:fing in such computer, computer system or
computer network;

Disrupts or causes disruption of any computer, computer system or
computer network;

Denies or causes the denjal of access tc any person authorized to
access any computer, computer system or computer network by
any means;

Provides any assistance to any person to facilitate access to a
computer, computer system or computer network in contravention
of the provisions of this Act, rules or regulations made thereunder;
Charges the services availed of by a person to the account of
another person by tampering with or manipulating any computer,
computer system, or computer network,

he shall be liable to pay damages by way of compensation not exceeding one

crore rupees to the person so affected.”
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63. Clause 19 of the IT (Amendment) Bill, 2006 proposes to amend section 43
of the principal Act. The Clause reads as follows:-

"In section 43 of the principal Act, -
(a) in the marginal heading, for the word “Penalty”, the word
“"Compensation” shall be substituted;
(b)  after Clause (h), the following Clause shall be inserted, namely:-
"(/) destroys, deletes or alters any information residing in a
computeriresource or diminishes its value or utility or affects it injuriously by any
J
|
;64. In |:he above context, the Central Bureau of Investigation (CBI) opined
that contraventions enumerated in Clauses (c) to (i) have been serious in nature.
They, therefore, suggested that while contraventions enumerated in Clauses (a)
& (b) of Section 43 might remain as proposed, the contraventions enumerated ir
Clauses (c‘) to (i) may be made punishable with imprisonment for 3 years and
ﬂne.

65. The Committee sought the views of the Department of Information
Technology in this regard. In reply, it was stated that the contraventions listed in
(c) of Section 43 were of civil nature where damages were payable by way of
compensation to a maximum extent of rupees one crore. The contraventions
have also been made criminal offences in Section 66 of the Bill with
imprisonment and fine.

VIII. Compensation for failure to protect data
(Clause 20)

66. Clause 20 of the Bill proposes to insert a new Section 43 A regarding
compensation for failure to protect data. The Clause reads:-

"After Section 43 of the principal Act, the following section shall be
inserted, namely:-

‘43 A. Where a body corporate, possessing, dealing or handling any
sensitive personal data or information in a computer resource which it owns,
controls or operates, is negligent in implementing and maintaining reasonable
security practices and procedures and thereby causes wrongful loss or wrongful

20
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gain to any person, such body corporate shall be liable to pay damages by way
of compensation, not exceeding five crore rupees, to the person so affected.

Explanation.-For the purposes of this section,-

(i) “body corporate” means any company and includes a firm,
sole. proprietorship or other association of individuals engaged in
comrnercial or professional activities;

: i (i) “reasonable security practices and procedures” means
) ; secu%rlty practices and procedures designed to protect such information
from{ unauthorized access, damage, use, modification, disclosure or
lmpe;Irment, as may be specified in an agreement between the parties or
as may be specified in any law for the time being in force and in the
absepce of such agreement or any law, such reasonable security practices
- i and 'procedures, as may be prescribed by the Central Government ir
4 i consi.lltations with such professional bodies or associations as it may deem
fit;

(lii) “sensitive personal data or information® means such
personal information as may be prescribed by the Central Government in
consultation with such professional bodies or associations as it may deem
fit.’

67. 1In the above context, the Committee received a number of suggestions
from individuals experts/industry representatives. The main suggestions were as
follows:-

i) It should be clarified what would constitute ‘wrongful loss' or ‘wrongful

gain’ in all instances;
i) It should be extended to any situation when the body corporate fails to

maintain the reasonable security practices and procedure;

1ii) The obligation to pay damages by way of compensation should also

- extend to amy person operating the information alongwith the body

corporate ow;jing or controlling personal information;

iv)  Some mechanism should be put in place by the means of which the
affected individual Is informed about the breach and other details;

v) An empowering provision should be made in this Section to authorize
appropriate Self Regulatory Organisations (SROs) to evolve proper

21



a
!

‘-"-\.I'. » 1 I

1

f

-':-:4'_

-

approaches in order to foster a healthy information security culture
through education backed by demonstrative enforcement.

(i)  Wrongful loss or wrongful gain

68. In.response to the above, the Department of Information Technology
 stated that the words ‘wrongful loss’ or ‘wrongful gain’ have been provided in
tune with the Indian Penal Code (IPC). These terms have been well defined

- ;

.under Sect”§: 23 of the Indian Penal Code. The Department also stated that

;Section ‘2" Y. 1e principal Act had provided for definition of ‘Information’, ‘data’

-and ‘coraputer” which would be valid both for online and offline activities.

H
!
¥
1

1: -

(i) Quantum of damage through compensation
. 69, Taking cognizance of the amount of fine not exceeding Rs. 5 crore, as
:ET-’B';"T‘?'”. .fegcrlb'edfégln the proposed Section 43 A, on body corporates being negligent in
| Lplemenﬁng and maintaining reasonable security practices and procedures, the
Commiuee desired to be apprised.of the rationale for fixing the damages by way
of compensation at Rs. 5 crore. In reply, a representative of the Department

submitted in evidence:-

Wvasiobiee @ person who has committed a contravention, is liable to
pay compensation to a victim to the maximum of Rs. one crore in
the existing Section 43 of the Act. Now through Section 43 A, it is
proposed to make the body corporate who acquires the data or
possess the data or process the data also liable, in case there is
any data theft. He needs to implement the best security practices
to protect the data from leakage. In case of any contravention, the
body corporate will have to pay rupees five crore.”

70. Apprec'tlng the enhancement of damages from the originally prescribed
rupees one crore, the Committee specifically desired to know how the figure of
rupees five crore was arrived at especially in view of, say, at least a thousand
crore rupees flourishing IT industry. The representative replied:-

"Sir, in fact, the figure of about Rs. 25 crore was suggested

initially. Then, I think, the industry said ‘now we should keep it

low’. Then Rs. 5 crore was kept there. This is the factual position.”
71.  Expressing their concern, the Committee asked whether there could be a
concept of ‘cap’ on damages prescribed under the law. The representative of the

Department replied that no capping on damages ‘was intended. Rather a
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provision was being made that over and above the amount of Rs. 5 crore, the
Court could grant additional compensation to the victim.

72, Asked to indicate the mechanism evolved for imposition of the damage of
rﬁpees five crore, the representative of the Department replied that first the
victim woulld go to the Adjudicator, then to the Cyber Tribunal and if still
dissatisfied he could go to the High Court and Supreme Court.

{
73.  The ;‘Committee asked whether the entire process was not very
cumbersomé. A representative of, DIT replied:-

"Sir, iabout implications under the Act, the Tribunal and the
Adjuqlcator can award at best Rs. 5 crore.”

|
?4. He further submitted: -

; "We s:hall immediately look into the views of the Members on the
'- enhancement and we will get back after consulting the industry.”

I

7S|;. In this context, the Committee desired to have the views of the industry
abbut the basis in which they recommended to reduce the fine to Rs. 5 crore
from the original proposal of Rs, 25 crore. In reply, one of the industry
representatives submitted in evidenc.e:-

b NS In not a single case in the last several years even one rupee
damage by way of compensation has been awarded in India. That
really erodes the confidence of the community and corporate India
on this so-called effective remedy of providing damages by way of
compensation.”

76. In a subsequent evidence, another industry  representatives
supplemented:-

e, .the best deterrent is certainty of punishment and not
necessarily the extent which may be somewhat open
ended......... with the little experience that we have seen if you have
Very severe punishment, then in cases where the evidence is not
completely full proof, where it is somewhat circumstantial, the
court takes a view, quite rightly, of giving the benefit of doubt to
the defer}gan_t. T

77.  They summe;:l._up by stating that Rs. 5 crore as prescribed under the law
seemed to be a sufficient deterrence,

78.  Asked to indicate similar penalty provision that were being followed in
advanced countries, one of the industry representatives submitted:-

"Sir, we have not greatly studied this point, but the contracts that
are entered into impose high penalty for any breach. They are all
23
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subject to the jurisdiction of the Courts in other countries, So,
other countries have a history of awarding damages which our
Courts do not do. Considering that,-it is a reasonable amount. But
we are not really experts in jt.”

(iir) mﬂﬂ-nlh-nmummnmm

79. A pumber of suggestions were received from various quarters that a
Suitable pi'ovlslon should be incorporated in the Act to prosecute the recipient of
stolen dat‘{a.

BO In tjbe above context, when the Committee desired to have the views of
;théfbep"é'rﬁnéh't of Information Technology, it was replied that an appropriate
provision il%l this regard might be considered for incorporation in the Act,

: {

8:1. TheELeglslative Department, when asked to furnish their comments,
sétated that! the provision for this purpose could be considered favourably as
there w;s ;'!1'0 specific provision in the IT Act which prescribed prosecution of

d [a0y P

~ Persons receiving thé stolen data,
aletighy K

(V) Data Protection and Retention
82. Several suggestions were received from various industry representatives
that the Proposed amendments have completely been silent on data protection.
The industry’s contention was that as there was no adequate provision of data
protection in India as compared to the level of such protection available in
Europe, the law here was turning out to be a stronger anti-outsourcing

legislationy

83. The representatives further submitted in evidence that the enabling data
protection provision should include ‘sensitive personal data’ as defined by the
European Union. Asked to distinguish between ‘personal data‘ and - 'sensitive
personal data’, an Industry representative stated that essentially it was derived
from the European Union Data protection directive which distinguished between
‘personal data’ and 'sensitive personal data’. While ‘personal data’ has been
defined in a much more generic manner, ‘sensitive personal data’ has been
exhaustively defined as '‘personal data consisting of information as to the racial
or ethnic origin of the data subject, his political opinions, his religious beliefs or
other beliefs of a similar nature, whether he is a member of the trade union, his
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physical or mental health or condition, his sexual life, the commission or alleged
commission by him or any offence and proceeding for any offence committed or
alleged to have been committed by him, the disposal of such proceedings for the
sentence of any court in such proceedings.’

84. The Industry representative summed up: -

"So, 'the point we are trying to make here is essentially that when

we are talking about sensitive personal data here and in the future

shoujd we come up with the data protection legislation, then there
; would be no inconsistency between what is brought about there
: and what is brought about here,”

! {
: 1
85. Somq other experts/associations who deposed before the Committee were

of the opinjon that ‘privacy’ as a concept, had not been defined under the
explanation ‘or the definitional Clause or under the proposed Section 72 in the
manner expected. Asked to elaborate, one such representative submitted during
evidence that ‘privacy’ in today’s context needed to be classified into two kinds
i.e. ‘personal privacy’ and ‘data privacy’.

86 On the issue of data protectfgn, when the Committee desired to have the
views of the Legislative Department, they stated that in the context of the
protection of intellectual property rights, there is no provision in the present Bill
to protect the data. Copyrights and Patents traditionally conferred property
rights in “"expression” and “invention” respectively. Ideas and facts remained in
public domain for all to draw on and to innovate a new one. Data protection
legislation confer database rights over facts, business method and software
patents. The competing challenges are the property protection on data
exclusivity and demand for more areas in public domain so that creativity may
grow. These are hard policy options and legislative Department leaves it to the
administrative Ministry to take dedsion in the matter.

87. As regards data retention, the Legislative Department stated that data
retention was as important as data protection. Therefore, it was highly desirable
that the pIotected data should be retained for a specified period. The retention of
accurately ;écorded and retrievable research data was of utmost importance for
the progress of scientific integrity. The investigator must have clearly defined
responsibili.ty for recording, retaining, and storing research data. The data

retention was essential for following reasons:-
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(a) * In the interests of national security;
(b) = For the purpose of preventing or detecting crime or of preventing
disorder;
(c) : In the interests of the economic well-being of India;
(d) : In the interests of public safety;
(e) ! For the purpose of protecting pubic health;
(f) - For the purpose of assessing or collecting any tax, duty, levy or

Pt e

\other imposition, contribution or charge payable to a government
department;
(9) ’ For the purpose, in an emergency, of preventing death or injury or

"l"'mltigatlng any injury or damage to a person’s physical or mental

s \ l __f_any damage to a person’s physical or mental health, or of
' . health.
; ;

88 The Legislative Department further stated that the Information
.Téchnology Act, 2000 has only one section relating to retention of electronic
""‘re,_f:ords l.e. Section 7 which provides that where any law provides that
' 'décument, record or information shall be retained for any specific period, then,
that requirement shall be deemed to have been satisfied if such documents,
records or lﬁformation is retained in the electronic form. the term ‘information’ is
defined in the Act to include data, text, images, sound, voice, codes, computer
programme, software and data bases or micro film or computer generated micro
fiche.

89, The Legislative Department concluded by stating that thus this Section did
not specify the periocb_.for which the data was to be retained but provided that if
any other Act provided for data retention for a specific period then if the data
was retained in electronic form that requirement shall be deemed to have been
satisfied.

90. The Department of Information Technology agreed that it would be
appropriate to provide for an enabling data protection and retention legislation.
They also agreed to the proposal that ‘personal privacy’ or ‘individual identity
privacy’ should find a place alongwith ‘data privacy’.
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IX. Amendment of Section 61 (Powers to Civil Courts)

(Clause 29)

91. Section 61 of the principal Act says “No Court shall have jurisdiction to
entertain any suit or proceeding in respect of any matter which an adjudicating
officer appointed under this Act or the Cyber Appellate Tribunal constituted under
this Act is émpowered by or under this Act to determine and no injunction shall
be granted by any court or other authority in respect of any action taken or to be
téken in punfsuance of any power conferred by or under this Act.”

92. C!auée 29 of the Bill proposes to amend the above Section by saying
“Provided t!;ﬂat the Court may exercise jurisdiction in any cases where the claim
for injury or damage suffered by any person exceeds the maximum amount

which can be awarded under this Chapter.”
r_ .

93. In the above context, the industry representatives submitted to the
Committee that the circumstances under which the Civil Court’s role would come
into play should be clarified. They further suggested that it should also be
clarified whether the Civil court cquld restrict the jurisdiction of the tribunal in
the present case.

94. Asked to comment upon the above suggestions of the industry
representatives, the Department of Information Technology submitted that it
would be appropriate to suggest that the Adjudicating Officer would transfer the
cases, where the damages claimed have been more than Rs. 5 crore, to an

appropriate Court.

X. Quantum of Punishment
[(Clauses 31, 36, 37, 49 (e), 49 (h) and 51 (a)]

95, Clause 31 of the Bill proposes to amend sections 66, 67 & 67 A whereby
the quantum of punishment for cyber crimes would be reduced to two years and

thereby be made non-cognisable,

96. Similarly, Clause 36 of the Bill proposes to insert a new Section 72 A
where offences would be made non-cognisable. Clause 37 intends to substitute
Section 77 & 78 of the principal Act by new Sections 77, 77 (A), 77 (B) and 78.
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As per the proposed Section 77 (A), offences created under Sections 66, 66 A,
72 and 72 A would be made complaint offences.

97. Vide Clause 49 (e) of the Bill, Section 417 A is proposed to be
incorporated in the IPC to criminalize cheating by using the electronic signatures

and passwprd etc. However, this offence has been made non- cognisable.

98. Likeﬁrvise vide Clause 49 (h) of the Bill, Section 502 A of the principal Act
is proposeﬁl to be incorporated in the IPC to criminalize invasion of privacy by
imaging arild transmission of private parts of someone. This offence has also
been madefnon-cognisable.

99, Moréover, Clause 51 (a) of the Bill proposes to add a new Section 98 D I
¢r.P.C. vidé which no court shall take cognizance of an offence punishable under
Sections 417 A, 419 A and 502 of IPC except on complaint of the aggrieved
However, offences under 417 A and 502 are proposed to be made non-
cbgnisable.

100. The Central Bureau of Investigation (CBI) while commenting upon the
aforesaid provisions suggested that offences under all the above Sections should
be made cognizable. Some industry representatives were also of the same view

101. Taking into consideration the above suggestions, the Committee desired
to know from the Department of Information Technology the rationale for
reducing the quantum of punishment under various Sections, as enumerated
above. In reply, it was stated that to provide clarity in interpretation of the
offences and damages, the provisions of Section 66 have been expanded keeping
the existing provision pertaining to hacking. The contraventions in Section 43
have been mapped as offences in Section 66. Attempts have been made to
rationalize the punishments in line with the Penal Code.

102. It was further stated that the growth and progress of the IT industry has
been because the Government has played only a supportive role, and has
consciously k'ept out of regulating the industry. Similarly, the growth of the
Internet and its utility has been because it has been a completely uncontrolled
medium. Moreover, the Government is trying to enhance usage of PCs and the
Internet, is launching a massive e-Governance programme, and is working
towards bridging the digital divide. Except a handful of users, the majority may

28



-

be abysmally ignorant of the nuances of cyber laws. While penal provisions are
necessary to prevent flagrant abuse of the system, care has to be taken that
such provisions do not give occasion for harassment of legitimate users and the
common man. Such an approach would only scare users, thereby defeating the
efforts of ;he Government to proliferate e-Governance and increase use of
Information Technologiy for better productivity. The Government might well lose
t_he tremeuﬁjoys advantage that they now enjoy in this field, Punishments have
been ratlonﬁiséd keeping these factors and the established norms of Indian legal
s'ystern in !_:nlnd. It was felt that there should be a need to create a balance
between thé Indian Penal code and IT Act, 2000.

1_03. The bepartrnent summed up by stating that attempts have been made to
rationalize Ij1e punishment of offences, The punishment of three years in general
a‘_s provldedi in the IT Act was made cognisable and bailable. The whole idea of
rétionalizing' the punishment was that the person should be able to get a bail.

'

1b4. In evidence, raising the same issue the Committee asked about the
immediate provocation on the part of the Government to reconsider its own
earlier proposal of keeping the .term of imprisonment at three years. A
representative of the Department submitted that the issue was that people were

not getting balls in the court of law.

105. Expressing their surprise the Committee asked whether the Department
was trying to be criminal friendly and desired to know whether a provision could
be incorporated whereby imprisonment of three years could be made bailable in
case of first offence and non-bailable in subsequent offences. The representative
of DIT replied.

"We tried the Law Ministry. In the Circular, Schedule II of the Cr.
PC, they say it is not amendable. That is why the whole issue came
up there”.

106, When the Ministry of Law & Justice (Legislative Department) were asked
to give their opinion on the above issue, it was stated that the penalty provisions
as proposed under various Clauses seemed to be adequate.
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XL (1) , ’ '
(Clause 31)

_10?. Clause 31 of the Bill proposes to amehd Section 66 of the principal Act by

saying “If any person, dishonestly or fraudulently, does any act referred to in
Section 43, he shall be punishable............ “ The said Clause explains that the
words ‘dlsfponestiy' and ‘fraudulently’ shall have the meaning assigned to them in
Sections 24 and 25 respectively of the Indian Penal Code.

' "-'108.' In t_ﬁ;e above context, the Committee received suggestions to the effect
T Y ' Vb
that merely going by the definition of the terms ‘dishonestly’ and ‘fraudulently’

as in the IF}C might not be an appropriate way to deal in the new law.

j.09. Asked to comment, the Department of Information Technology stated that
Both theltérms ‘dishonestly’ and ‘fraudulently’ were being used in reference of
t{he cﬂmé.I_The existing definitions for these two terms in IPC have been
: posed ng be used in the Information Technology Act. Law Ministry has

o Uggested l:hat the definition for terms like ‘fraudulently’ ‘dishonesty’ as appear

lh IPC should be incorporated in the Information Technology Act so that any
éonfusion, as well different interpretation of these two terms w.r.t. crime at any
point of time could be avoided by different courts in the country.

110. The Department further stated:-

"We would like to retain the definition of terms like ‘fraudulently’
and ‘dishonesty’ in line with IPC as the courts very well understand
interpretation of these definitions in reference of crimes and
offences”
111, In evidence, the Committee asked whether some terms like ‘dishonestly’,
fraudulently’, impersonation’, while dealing in the cyber process were not
different from what was ordinarily understood in the general penal law of the
land. The Committee further desired to know whether it would not be
appropriate to define the above terms in the IT Act itself. The Secretary, DIT

replied:-

"Then the pronouncement of the courts would have to apply
slightly differently to the IT Act and slightly differently to the IPC.”
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(i) Omigsion of the word ‘hacking’

112. Clause 31, while intending to amend Section 66 has proposed to delete
the word ihacklng'. In this regard, the Committee received a number of
répresantat}ons that there has been no rationale in deleting the offence of
hacking under Section 66 of the existing law as the current provisions of that
Section of t:he principal Act have been very wide to fight newly emerging kinds of

cyber crimes.

113. A rebresentative of the industry while deposing before the Committee

stated in e\ﬁ;ldence:—

: R j-...If it is deleted or made extremely narrow by the proposed
Section 66(1) which is talking about dishonestly or fraudulently
doing the act, then the interest of corporate India may not be
appropriately met........."

i

114. A retired Secretary, R&AW was also of the same view and stated in
evidence that the proposed amendment to delete ‘hacking’ would seriously affect
the capability of the law enforcing agencies/officers to bring to book the
offenders violating the IT Act. He was, therefore, of the view that ‘hacking’

should remain in its present form.

115. The Committee desired to hear the comments of the Department of
Information Technology on the above suggestions. In reply, it was stated that
the word ‘hacking’ was more a colloquial word and would change over a period of
time. It was further stated that all features of ‘hacking’ have been adequately
covered in Clauses 19 (Section 43) and 31 (Section 66).

116. In evidence, a representative of the Department of Information
Technology stated that all the features of hacking were there and only the word
‘hacking’ was removed,

117. The Committee asked the need for removing the word *hacking’ which was
already there in the Act. The representative of the Department replied:-

“Sir, the reason Is this. Earlier, the word ‘hacking’ appeared in
Section 66 as a criminal offence. Hacking is normally taken to be a
criminal offence. Now, since Section 43 A is more a civil kind of
thing there, we are mapping one-to-one Sections 43 and 66
together and so we removed the word ‘hacking’ so that there is no
seamless mapping in both the Sections. Otherwise there is no

reason.”
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(iii) Child Pornography

118. Clause 31 proposes to insert Section 67 A whereby punishment has been

provided Ifor publishing or transmitting of material containing sexually explicit act

in electronic form.

.119 In ﬁhe above context, a non-official witness as well as the CBl have been
,of the vipw that the proposed Section should be recast to include ‘child

pomography also and specific provisions should be incorporated in this Section

}:o. crrmlnaplze child pornography in tune with the laws prevailing in advanced

ﬂemocraclés of the world as well as Article 9 of the Council of Europe Convention

bn Cyber c'}rimes which states as under:-

“Eac:h Party shall adopt such legislative and other measures as may
' be r'[lecessary to establish as criminal offences under its domestic
Iaw,?_when committed intentionally and without right, the following

conduct:

(a) | producing child pornography for the purpose of its
distribution through a computer system;

(b) offering or making available child pornography through a

. computer system;

(c) distributing or transmitting child pornography through a
computer system;

(d) ' procuring child pornography through a computer system for
oneself or for another person;

(e) possessing child pornography in a computer system or on a
computer-data storage medium.

2. For the purpose of paragraph 1 above, the term “child
pornography” shall include pornographic material that
visually depicts:

(a) " a minor engaged in sexually explicit conduct;

(b) a person appearing to be a minor engaged in sexually
explicit conduct;

(c) realistic images representing a minor engaged in sexually
explicit conduct,

x 2 For the purpose of paragraph 2 above, the term “minor”

shall include all persons under 18 years of age. A Party may,
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however, require a lower age-limit, which shall be not less than 16
years.

4. Each Party may reserve the right not to apply, in whole or in

part,i paragraphs 1, sub-paragraphs d. and e, and 2, sub-

paraéraphs b. and c.

:

120. Wherﬁl the Committee desired to hear the views of the Department of
Information '"Technology in incorporating an express provision on defining child
pqrnographfj as suggested by the Expert Committee, it was replied that a new
Section 67 b related to punishment for publishing or transmitting of material
cohtaining éexually explicit acts has been proposed as per which stringent
provision has been made relating to pornography in general and would also
automatically cover child pornography,

121. On the issue of criminalising child pornography and making penal
provision towards that, the Department stated that, the advice/assistance in the
Commission of Crime (Pornography) through offering advice on information
regarding the websites for facilitating any possession or downloading illegal
content might be considered an offence.

122. The Department of Information Technology also agreed to a suggestion
that the pre-offence grooming i.e. the initial actions taken by the offender to
prepare the child for sexual relationships through online enticement and

_ distributing or showing pornography to a child should also be made a criminal

offence.

XII. Powers of Interception

(Clause 33)
123. Clause 33 of the Bill proposes to amend Section 69 of the principal Act
which deals with the power to issue directions for interception or monitoring or
decryption of any information through any computer resource. Such powers of
interception are proposed to be vested with the Central Government and not
with the State Governments.

124. In the above context, CBI and some other non-official witnesses were of
the view that given the fact that ‘Public Order’ and ‘Police’ are State subjects as

per Schedule VII of the Constitution and in view of the proliferation of cyber
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crimes, it would be expedient to confer powers of interception on the State

Governments also in tune with the provisions of the Indian Telegraphic Act,
1885.

. 125. They also suggested that interception should be allowed for prevention of

any cognisable offence in addition to the prescribed grounds of sovereignty and
integrity of India; security of State and defence of India; friendly relations with

tforeugn étates and public order. It has further been suggested that an

:emergenc:y provision of interception, as provided in Section 5(2) of Indian
. Telegraph Act, 1885, should also be made in the IT Act, 2000.

[

 126. Taking such views/suggestions into consideration, the Committee desired

“to be appk'lsed of the comments of the Department of Information Technology. In

reply it was stated that in case of computer to computer/internet communication

the informatlon can be accessed simultaneously from different points all over the

' country/world. In such a scenario, interception of information at one point will

not prevent the access of such information from other points. For example, If a
State Government takes a decision to block a site/information, it may D€
possible to do the same in a particular State whereas the information can be
accessed from other States or other parts of the country. In such circumstances
the very purpose of vesting power of interception in State Government will be
defeated. The power of interception accordingly has been proposed to be vested

with Central Government.

127. Thl‘."‘t:bmmlttee pointed out in evidence that the investigating agencies
have lnvariably been working in the States as well. In such a scenario, the
Committee desired to know, how would the State Governments be able to
intercept e-mails without the powers to do so. Responding to the query of the
Committee, a representative of the DIT stated that there were two issues
involved i.e. one was blocking which had to be done at the national level at

gateways and the other was interception which was done at the local level.

128. *',When it was made clear by the Committee that they were not interested
in the first issue and categorically desired to know if an E-mail was to be
intercepted in any State whether the concemed State Government was
empowered to do so. In reply, another representatlve of DIT stated that there
were five agencies which were authorised to do so. He further stated that such
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interception was being done at the ‘gateway’ level and there was nothing called

‘Central_’ level.

129. Askad to indicate the reasons for reluctance in incorporating provisions
similar to Section:S (2) of the Indian Telegraph Act, 1885 in order to empower
the State Gov.éw;'lments to intercept E-mails, the representative of DIT
submitted:- !

“For E-mail‘s, today it is being done.”

L}

X111, Ir_.m_g_p_af.a

(Clause 3#)

130. ¢Iause 36 of the Bill intends to add a new Section 72 A which would make

service I,iprovider"s hnd intermediaries liable for imprisonment upto two years and
fine upi:o Rs. 5 lakh for disclosing personal information of their subscribers
without the subéd'lbers consent and with intent to cause injury or wrongful loss
to the subscriber.

131. In this regard, the CBI while in general agreement with the provisions of
this Section, suggested that specific provision should be made empowering the
law enforcement agencies to call for information (subscriber and log data) from
the service providers and others in the discharge of their official duties. They
also suggested that the term ‘traffic data may be defined to include subscriber
and log data on the lines of Article 1 (d) of Council of Europe Convention on
Cyber Crimes.

132. In the above context, the Committee desired to have the response of the
Department of Information Technology. In reply it was stated that the word
‘traffic data’ has been used in “Convention of Cyber Crime” brought out by
European Commission. The ‘traffic data’ is defined as “any computer data
relating to a communication by means of a computer system, generated by 2
computer system that formed a part in the chain of communication, indicating
the communication’s origin, destination, route, time, date, size, duration, or type
of underlying service”. The term ‘traffic data' requires careful examination. The
online collection of data under the existing technological protocols 1Pv4 used for
internet connectivity do not provide for such fields as defined in the definition of
‘traffic data' directly. Any service provider needs to capture data online and

process it further for arriving at ‘traffic data’ indicating the communication’s
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origin, -dest!natlon, route, time, date, size, duration, or type of underlying
service. It Is an involving and requires a backend processing. Therefore, ‘traffic
d_ata' carmdf be stored online in real mode. It is, therefore, not recommended
that word ‘traffic data’ is used in the Act.

d X1V, ;ngn.unﬂlnﬂ.mﬁﬂS!ﬂ
b SRl (Clayse 37)
,___".‘}.;_’_ . E!f‘._
e 1133, Clause 37 proposes to amend Section 77 and 78 of the principal Act by
virtue of wl'ilch the proposed Section 77 A will render offences under Sections 66,

66 A, 72 ar{d 72 A compoundable.

E S L
;4_ _{rhg;;&sl suggested that offences under the above Sections should not be
\ade compoundable as cyber crimes under the said Sections have been

3 3 "_'_'. ,_ﬂe(:i-:lng _th§ individuals besides causing irreparable damages to the security and

economy of the country.

135. Asked to comment upon the above suggestion, the Department of
Information Technology stated that compounding of offences under Section 66,
72, 72 A has been in line with the concept of “plea-Bargaining” introduced
recently by the Government. The compounding of contraventions has been
proposed in order to facilitate litigants to settle disputes among themselves. This
will lessen the burden on the courts and help in speedy settlement of disputes.

136. The Committee asked whether a concerted attempt was not being made
to make offences less grave vis-a-vis the existing law, albeit with the purported
intention of promoting the IT industry. In reply, it was stated that the provision
. of compounding offences would not apply where the accused, by reason of his
' previous conviction, was liable to either enhanced punishment or to a
punishment of different kind for such offence.

XV. mmumnmmmmw
(Clauses 37 & 39)

137. Clause 37 of the Bill proposes to amend Section 78. As per this
amendment, the power of investigation for a cognisable offence would rest with
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an officer of the rank of a DSP and above. However, for investigations of a non-
cognisable offence, a police officer of any rank can investigate but cannot arrest.

138. In the above context, the CBI submitted before the Committee that as
there was a ';scarclty of DSP level officers in the field who were otherwise busy
with law and order work, restricting the power of investigation of cognisable
offences to DSP level officers would cause serious impediment in combating
cyber crlmes%

1
1 1

139. Echoir{g the same opinion, a retired Secretary (R&AW) while tendering
evidence befélare the Committee stated:-

: “......vée feel that this provision which says that only DSP can

' investigate these cases goes against the spirit of treating all
offences on the same footing. The Criminal Procedure Code has laid

down a procedure for investigating cases. Even the murder case or

' arape case is investigated by a Station House Officer. So, why IT

cases cannot be investigated by him? We have a shortage of DSPs

in the Police Force. I am told that the CBI's Cyber Wing has got

only two DSPs and the Delhi Police has only one. The number of

cases is going to be very large with the extension of IT culture. So,

is there a need to confine the investigation of cognisable offences

to the level of DSP?”

140. Clause 39 of the Bill seeks to omit Section 80 of the principal Act. Under
the existing provisions of the said Section, an officer not below the rank of DSP
is empowered to enter and search any public place and arrest without warrant
any person found therein who is reasonably suspected of having committed or

committing or about to commit any offence under the Act,

141. In this regard, the CBI and some non-official witnesses suggested that the
existing Section 80 of the Act should be retained as there was a lot of preventive
utility of the said Section, especially for search of cyber cafes widely used for
communication by anti-national elements. One of the industry representatives
was also of the view that it would make no sense to completely delete Section 80
of the Act.

142. The Ministry of Law and Justice (Legislative Department) when asked
whether it was desirable to empower officers of the rank of DSP and above to
investigate cognisable offences, stated that such a provision was desirable since
investigation of most of the computer related offence needed a certain level of
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technological knowledge that might not be available with all ranks of Police
Officers.

143. The Committee then desired to know from the Department of Information
Technology ‘the rationale for empowering police officers of the rank of DSP and
above to in\iestigate cognisable offences under Section 78 as well as the logic for
deletion of $ection 80 of the principal Act. In reply, it was stated that the present
Sgctions 78{ and 80 were being proposed to De merged in order to classify
offences ral:lonally as cognisable and non-cognisable depending upon their
séverlty anq' in line with the IPC. It was further stated that it was felt desirable to
empower DSP level officers and above to investigate cognisable offences since
investigation of such offences needed a certain level of technological knowledge
that might not be available with all ranks which would likely resuit if

uhnecessary harassment of legitimate users.

144. Replying to a query of the Committee in this regard a representative of
the DIT submitted during evidence that it was considered to be a little more
matured approach to empower psP level officers to investigate cognisable
offences. The Committee asked w:hether it would be desirable to entrust the
DSPs, who were mostly direct recruitees, with investigation of such complicated
cases overlooking the vastly experienced Inspectors. In reply, the Secretary, DIT
submitted: -

“One is general knowledge about information Technology. But in

these cases, there has to be specialised knowledge, for instance,

knowledge of cyber law.”
145. The Secretary, DIT further stated that the Department believed that
higher officers In the police hierarchy would better understand the nuances of
cyber laws and in thai- context it was proposed that the DSP level officers be
given the £9wer to investigate cognisable offences.

oot Nt
146. Dra'l‘w]'r;’g the attention of the Department to a system evolved in Tamil
Nadu since fast three years whereby all the engineering colleges were to provide
basic training courses in IT to all the lower level officers including the policemen,
the Committee asked whether a similar system could be emulated nationwide in
order to enable the officers of Inspector level to-handle IT related cases

efficiently. The Secretary, DIT replied:-
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“We are thinking of doing training courses, as you said, as in-
service training courses.”

147. Referring to a note received from the Legislative Department wherein it
was mentioned that the IT related registered cases nationwide rose from 68 in
2004 to 179 in 2005, the Committee pointed out that the enhanced penetration
of internet and proliferation of IT into all sections of society and economy would
invariably reFult in increased number of cyber offences. In this regard, the
Committee ayked whether it would not be prudent to impart training courses to
lower level pt?lice officers for aptly handling the growing number of cyber crimes.
In response, y'\e representatives of the Department replied in the affirmative.

XV1. Miscellaneous
(a) Definition of computer network

148. Section 2(1) (j) of the IT Act, 2000 pertaining to the definition of

‘computer network’ reads as follows:,

*(j) “computer network” means the interconnection of one or more computers

through -

(i) the use of satellite, microwave, terrestrial line or other communication

media; and

(i) terminals or a complex consisting of two or more interconnected
computers whether or not the interconnection is continuously

maintained;”

“ Clause 4 of the Bill proposes to substitute the existing clause (j) as follows :

*(j) "computer network” means the inter-connection of one or more computers

or computer systems through-

(1) the use of satellite, microwave, terrestrial line, wireless or other
‘communication media; and

(i) terminals or a complex consisting of two or more inter-connected
computers whether' or not the inter-connection is continuously

maintained;”;
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(b) MWWMM

149. The:Department propose to add a new Section viZ. Section 70A after

Section 70', of the principal Act. The new Section reads as follows:-

“70A. (I) The Indian Computer Emergency Response Team (CERT-In)
shall serve as the national nodal agency in respect of Critical Information
Infrasttructure for co-ordinating all actions relating to information security

practicgs, procedures, guidelines, incident prevention, response and report

(2). For the purposes of sub-section (I), the Director of the Indian
Computer Emergency Response Team may call for information pertaining to

cyber security from the service providers, intermediaries or any other persen

(3). Any person who fails to supply the information called for under
sub-section (2), shall be punishable with imprisonment for a term which may
extend to one year or with fine which may extend to one lakh rupees or with

both.

(4). The Director of the Indian Computer Emergency Response Team
may, by order, delegate his powers under this section to his one or more
subordinate officers not below the rank of Deputy Secretary to the

Government of India.”

(c). Adiudication Process

150. Seétlon 43 provides for civil remedy under which damages by way of
compensatlon upto rupees one crore can be sought. But such compensation
claims.can be filed not before a court of law but before a statutory officer known
as Adjudicating Officer.

151~ In this context, the Committee were informed by some non-official
witnesses that by an executive order in 2003, the Government have appointed
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the IT Secretaries in each State as Adjudicating Officers and in the opinion of
such witnesses the IT Secretaries have neither the time nor the

inclination/prdfessional ability to deal with such matters.

152. When the Committee desired to know the views of the Department of
Information Technology on the above observations, it was replied that the
executive ordﬁer was issued by the Government for appointing Secretaries dealing
with Informat}Ion Technology in different States as Adjudicating Officers. This was
done as Sec}‘etaries dealing with Information Technology In their respective
Stqtes have I‘snowledge of Information Technology and also have the necessary
knowledge of the court processes as they have acted as Sub-Divisional
Ma;glstrates and District Magistrates. They have knowledge of Civil procedures,
Coi;!e of Criminal Procedures and are in a position te provide a better citizen
Int:erface. The Adjudicating Officer in all the States were stated to be in place anc

no-complaint of any nature in this regard was received in the Department.

153. During the course of the oral evidence a representative of the Department
further clarified:-

.

“Since Secretariés (IT) in different States are appointed as
Adjudicating Officers, they are largely having engineering
background. So, by an Executive Order Secretaries (IT) were
appointed as Adjudicating Officers and they were given powers of
Civil courts”.
154. When asked to clarify as to whether the present arrangement of Secretary
(IT) functioning as ex-officio Adjudicating Officer who has judiclal/quasi-judiciai

powers was legally correct, the witnesses added:-

* ......the Ministry of Law was consulted. Now the Cyber Appellate
Tribunal is also in place. Justice R.C. Jain is functioning there. I had
a discussion with him 2 couple of month ago. We requested him to
study that and suggest if there are any changes to be made. Your
suggestion is well taken and we will talk to him once again.”

(d) mmui.ﬁnﬂslllm

155. During the course of the examination of the Bill, the Committee were
informed by some non-official witnesses that one of the main reasons for the IT
Act remaining ineffective in its present form was the absence of Special Courts
which could properly study and hear cases pertaining to the complicated cyber

issues.
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156. Commenting upon the above observation, the Department of Information
T_echnology }stated that the Adjudicating Officers with their day-to-day experience
~ with matters pertaining to Information Technology were Special Courts in 2l
ot practical "bi}Fposes. It was further stated that all proceedings before the
fr@jUdIcatlh‘dif*'Ofﬂcer were deemed to be judicial proceedings within the meaning
of Section 193 and 228 of the Indian Penal code. The Adjudicating Officers have
the powers Pf the civil courts and the proceedings would deem to be a civil court
. for the purpp'ses of Section 345 and 346 of the Cr.P.C.
P 8 :
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=*—;‘§.—'—'- < 'hﬁnlstry of 1.§aw and Justice (Legislative Department) stated that generally special

-

7 fc&urts were set up to relieve the burden of ordinary courts, provide for speedy
‘tral and punlshment for offences, deal with large number of cases of the similar
nature or of peculiar nature and facilitate expeditious investigation of such
‘_n‘gtu_re of cases. They further stated that the number of cases registered under
.tl;‘i_e."rl' Aét,.- 2!000 was very limited i.e. 60 cases in 2003, 68 cases in 2004 and
179 cases in 2005 as per the statistics available with the National Crime Records
Bureau (Mlnistry of Home Affairs). The Legisiative Department were, therefore,
of the opinion that in view of the registration of limited number of cases under
the IT Act, 2000, it would be appropriate if the cases continued to be tried by the

I m§ "u‘l ':. "

ordinary courts,

(e) Spam

158. While examining the Information Technology (Amendment) Bill, 2006, the
Committee were apprised by the industry representatives/legal experts that
‘'spam’ or the issue of receiving unwanted and unwarranted e-mails have not
been addressed under the proposed amendments.

159. In the above context, the Committee asked whether it would not be
prudent to incorporate specific provisions in the proposed law to protect the
e-mail account holders from unwarranted mails. In reply, the Department of
Information Technology stated that Sub-Section (b) of Section 66 A and Clause
(i) of Section 43 of the IT Act addressed the issues pertaining to spam.

160. As a close scrutiny of the above said two Sections revealed that the issue

of spam had not been adequately covered, the Committee in evidence desired to
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know how could the menace of spam be appropriately tackled with. In response,
the Secretary, DIT replied that unwarranted e-mails could be generated from
anywhere In the world.

OF mwmmmmﬂf—ﬁm
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161. During"-_.the course of the examination of the Bill, suggestions were
received fromlvarious quarters that instead of vesting the pOwers of ‘Controller
of Certifying Authoritiés (CCA)' vaguely in the Central Government which nas

beeh otherwise so hard pressed, some concrete safeguards should pe found out

152:'_. Asked to comment on the above suggestion, the Department of
Information Téchnology stated that Controller of Certifying Authorities had been
assﬁgned specific responsibility of licensing certifying authorities for issue of
digital signatures and regulate the functioning of certifying authorities.
prescribing the best security practices and procedures was not part of his
responsibilities in the principal Act. Central Government has been empowered 10
prescribe such security practices in the principal Act. A provision has been co-
opted in Clause 20 and Central Government has been empowered accordingly.
The Departpent further stated that the Clause 33 provided for substitution of
new Sectlon' for Section 69 of the principal Act. The power to issue directions for
interception or monitoring or decryption of any information through computer
resources were being proposed to be provided to the Central government. The
provisions have peen in line with the guidelines laid down by the Hon'ble
Supreme Court for interception of communication. The Department further
stated that the subject of encryption, interception and decryption required input
and coordination among different Ministries and Departments and it was, thus,
felt that the Central Government would be in a better position to coordinate that
rather than the Controller of Certifying Authorities.

163. When the Ministry of Law and Justice (Legislative Department) were
asked to give their comments on the issue, they stated that there was no need
to vest the powers of the Controller of Certifying Authorities (CCA) in the Central

Government.

164. The Committee then asked the Department of Information Technology to
respond to the above observation of the Legislative Department. In reply, it was
stated that the powers of the CCA were limited to license the Certifying
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Authorities and supervise their operation. Accordingly, Clause 12 has been
proposed in the IT Bill to amend Section 29 of the IT Act where the powers of
the Controllér have been limited to the particular chapter only. The Department
further stated that as the power of intercepticn was a larger issue, the Central
Governmentihas been empowered to order for interception. However, to avoid
single point I1ci‘u:.lnclng the Central Government may provide the power to other
agjencies to deal with the cases in emergency situations.

,

165. In evridence, the Committee desired to know what constituted ‘other
agencies’. In reply, 3 representative of the Department stated that it was difficult
to; visualise :'which agencies would come into picture at what time due !0
te;_;hnologlcai requirements. The Secretary, DIT, supplementing his colleague
st#ted:-

“The present position is that it is being referred to the Department
of Telecommunications. But tomorrow we may have a system
where we have to require not only interception but also decryption.
At the moment, thf present position is regarding the blocking.”

166. When the Committee desired to know the views of the Controller of
Certifying Authorities on the above issue, he submitted in evidence:-

“As per the present Act, any request for blocking comes to the
Controller of Certifying Authority, and he examines it with the
advice of the agencies concerned as to whether a particular site is
to be blocked or not, or to be intercepted. Based on the inputs of
the advice that is given, an order is passed. It is given to the
Department of Telecommunications because they are the licensing
agencies for all ISPs to take necessary action. That is the
procedure which has been put and that procedure is being followed
currently.”

(9) Electronic Fund Transfer

167. The Committee, during the course of the examination of the IT
(Amendment) gill, 2006 received some suggestions from the industry
representatives that there was a need for specific provisions in the law to
legalise and enable electronic fund transfer. Similarly, the concept of electronic
payments, digital cash, electronic cash, electronic money or other existing

systems of electronic payments needed to be appropriately recognised.

168. In this regard, the Legislative Department also expressed the view that
although electronic payment of money has been recognised by IT Act, 2000,
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there was still a need for a separate Act for Electronic Fund Transfer since certain

transactional issues could not be covered in the IT Act.

169. Asked to comment on the above suggestions, the Department of
Information Te{':hnology stated that a separate Act for Electronic Fund Transfer
need;ed to be d!;afted. Such an Act would address liability issues between sender,
receiver of the ifunds and the service provider transmitting the funds. These are
specialised issues and were not being covered in the IT Act and, therefore, a
sepafate Act cajled “EFT Act” might be necessary. This approach was stated to
have been adof_:ted world wide. It was also stated that the Reserve Bank of India
had been consiélering the formulation and legislation of such Electronic Fund Act.

=
3 Aot YRS
~ 170.| The Committee, during the oral evidence, desired to be apprised of the

N

e

4 "'jﬁ'_.-_""" Iiﬁ'sf bosltibn';h'n this regard. In response, a representative of the Department
Sz WYY 3 :
u stated:-
% » . ..we checked it up with the RBI with respect to the latest

. detalls of Electronic Transfer Act. What they have said in writing is
" that the Payment and Settlement System Bill is coming up for
~ approval in the next parliament.Session. Standing Committee have
~ already given Its recommendations on this Bill. This BIll is
T ~ comprehensive. As such, no other separate Act will be necessary
for payment system. What it primarily means is the Payment and

" gettlement Bill takes care of this element.”
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1, The Committee note that the Information Technology Act was

are of technical nature. However, like any other
"'Etichnolog'y 'driven law, the Act acquired obsolescence and therefore a

' '“'t to amend it Wltl‘lll'l six years of its enactment primarily due

to R ml ; ol' !T into var}_?us walks of life, phenomenal growth in
. ouv‘uourclng business, new means of transactions and ldentiﬂcations,
emergence of newer forms of misuse of computers etc. Therefore, an‘
Expert Committee headed by the Secretary, Department of Information
Technology, Government of India was set up in January, 2005 in order
to make the Act technology neutral, to co-opt various provisions for data
protection and to update the Act as per changing scenario. The Expert
Committee submitted their Report in August, 2005. Based on the
recommendations of the Expert Committee, the Government have
sought to make changes in the IT Act through amendments to the
existing legislation. Thus, the Information 'l'ec;mologv (Amendment)
Bill, 2006 was introduced in Parliament on 15.12.2006 and referred to

this Committee for detailed examination and report.
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2. The ITi Act, 2000 draws sustenance in respect of several
provisions froi,m various sources like the Indian Penal Code (IPC), 1860,
the Criminal ?enal Code (Cr. P.C.), the Indian Evidence Act, 1872, the
Bankers Bool%t Evidence Act, 1891, Reserve Bank of India Act, 1934 etc.
To-t_lay, information technology has reduced the world to @ global
vlllége. The;law pertaining to IT should, therefore, be self containing
andg easily comprehensible to the global village community. The
Committee, however, regret to note that the Government have not
acknowledged this underlying principle despite the experience gained in
about seven years in the administration of the IT Law and no effort has
been made to bring a new and exclusive legislation. what has been
attempted is to 90 for a ‘short cut route’ by making certain changes in
the existing legislation and the other relied upon Acts. justifying this,
the representatlves of DIT have maintained that the experts who were
engagn;'c!i:.whllg drafting the Bill have been of the opinion that IPC and
Cr.P.C. from which the principal Act of 2000 draws sustenance in respect
of several provisions, have stood the test of time. The committee feel
that to the extent of their local applicability they are very appmpriately
worded in the primary and basic Acts. However, when laws pertaining
to information technology are taken into consideration, then the
connotations change drastically. The Committee are of the view that the
IT laws for thelr universal application, should be self-enabling and
comprehensive sO that a mere reading of the relevant clause is sufficient
for any agency/individual concerned sitting anywhere in the world to
comprehend the import and culpability. The Committee consider it

unfortunate that the Government did not choose to bring a new and
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ucluslv : Bill in order to make the IT Law very comprehensive, self
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j.nabllng ,and people friendly which undoubtedly would have been more

'.‘effectlve ln enforcement.
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3. During the course of the examination of the IT (Amendment) Bill,
:2006, the Committee’s attention was drawn towards inadequate focus
:on and coverage of cyber crime including cyber terrorism in the
proposed law. The Committee are really surprised to observe that the
‘term ‘cyber terrorism’ has not been defined anywhere in the IT Act,
2000 or in the proposed amendments. The Department’s statement that
it may be considered to incorporate provisions to make cyber terrorism
a punishable crime with highest fine and imprisonment in line with
sections 120 B and 121 of II;C does not impress the Committee as the
centuries old indian Penal Code may not be all encompassing to include
different types of emerging cyber crimes including cyber terrorism.
Moreover, in view of the fact that cyber crimes intend to create havoc
and destablise the society and cyber terrorism is equivalent to waging
war against the nation, the Committee strongly recommend that
adequate, stringent, specific and self enabling provisions should be

incorporated in the IT Act itself to deal with such offences.

Jurisdiction of Law

4. Another disquieting aspect that has come to the notice of the
Committee relates to the jurisdiction and applicability of the Act for
dealing with cyber offences committed outside India. This aspect is
presently included in Section 1(2) and section 75 of the IT Act, 2000.
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The Committee’s examination revealed that the provisions contained in
these two Sectlons in their present form seem to be inadequate for the
Country to, anforce its will in cases where cyber crimes are committed
against Indla from outside the geographical boundaries of the Country.
Durlng exai__'nlnation this disturbing inadequacy was candidly admitted by
various stzdkeholders including legal experts, industry representatives,
Central Bureau of Investigation (CBI), Legislative Department and the
Department of Information Technology (DIT). However, the Committee
have been informed by the official witnesses during evidence that
Sections 3 and 4 of the Indian Penal Code (IPC), if interpreted properly,
hiwe enough scope and can cover wider areas. It has also been informed
that the Government have signed Mutual Legal Assistance Treaties
(MLATs) with 17 countries till date which will cover cyber crimes.
Further, similar Treaties with nine other countries have been stated to
be under process. The Committee cannot remain contented with this.
After examining the issue in its wider implications, the Committee are of
the view that the relevant general laws in the IPC are time consuming
procedures and hence not sufficient to deal with situations of cyber
crimes committed against the country from foreign locations. The cyber
crimes committed in virtual space have no boundaries and therefore, the
legal framework to tackle such confine less incidents ought to be so
suitably modified that the impediments of reglontlgmraphlcal
boundaries are not taken advantage of to delay or deny justice.
Moreover, the cyber crimes including cyber terrorism are wanton acts
committed in split second from remote places and hence they require to
be tackled with the same speed and a justice delivery system that is as

quick. Therefore, instead of taking recourse to piecemeal solution of
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_enterlng into MLATs with one country at a time, the Committee would
prefer that India should be a signatory to an omnibus International
_Convention on the issue so that cyber crimes committed against any
country :from anywhere are tackled with utmost promptitude and
‘without the technicalities of citizenship, etc. coming into play. The
:Commltt;ee, therefore, strongly feel that India as one of the world
leaders 'in information technology, ought to take initiative in
materialfslng such an International Convention against cyber
crlmas/cvber terrorism under the auspices of United Nations.
Accordlngly, they desire that the Department should immediately
prepare a roadmap in consultation/coordination with the Ministries of
External Affairs, Law and Justice and Home Affairs for a suitable
international Convention. The Government may, in the meantime, utilize
their diplomatic channels for creating a movement in favour of the
. Convention in the comity of nations. The Committee are hopeful that
such an initiative by the Government of India under the auspices of
United Nations will tackle the twin scourge of cyber crimes and cyber
terrorism to a substantial extent universally and spare the Government
from taking recourse to adhoc approaches/arrangements to counter a
perenniat problem. The Committee would like to be apprised of the

initiatives taken in this matter.

(Clause 2)

s. The Committee note that pursuant to a resolution passed by the
United Nations in the year 2001 recommending that all the States should

give favourable consideration to the Model Law on ‘Electronic

Signatures’ when enacting or revising their laws, the Information
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Technology (Amendment) Bill, 2006 vide Clause 2 proposes to substitute
the words ‘digital signature’, wherever occurring in the principal Act, by
the words ‘electronic signature’. The Committee also find that * digital
signature’, inifact, is one of the types of ‘electronic signature’ and is
consldered tofbe one of the most reliable methods for security, integrity
and : authentﬂ:atlon of electronic records. However, in view of the
difﬂculty to arpend the Act very frequently and keeping in mind the ever-
evolving techirloloqical developments, a need has been felt to substitute
‘dlgital signature’ by the all encompassing term ‘electronic signature’.
The Commlttee feel that it is a step in right direction to put emphasis on
rclla_ble electronic signature as it would enable the Central Government
to tike steps commensurate with the needs of emerging technologies.
Although some mechanism has been stated to be put in place to guard
against forgery of digital signature, yet the Committee desire that in
view of the immense importance of being a better alternative to paper
based methods of communication and storage of information, awareness
programmes should be resorted to in association with the industry to
educate tpe citizens on the possible misuse/abuse of digital signature.
o

6. The Committee also desire that in order to facilitate
implementation of the ambitious National e-Governance Plan (NEGP)
with active public participation, the Department should make earnest
endeavors: £0 make digital records available to the general public in
people frle'ridly and easily accessible formats. In view of the extant

socio-economic milieu, the Committee desire that the affordability factor

should be taken into consideration while making digital records

available to the common man.
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Auditing of Electronic Records

7. The Committee note that according to the representatives of the
industry i_ludltlng of electronic records is desirable as per the global
practice t_o provide some legal sanctity to these records and check
frauds th%t are constantly occurring in corporate India. The DIT, while
éoncurﬂnb with the appropriateness of the suggestion, have regrettably
passed oq the onus to the industry to find out more details regarding the
global pra;,ctlces and standards in this regard. The Committee disapprove
such an attitude of the nodal Department as they themselves should
.have done all the spade work in this regard. However, after interaction
: with the industry representatives, the Committee feel that auditing of
electronic records is a pressing need in the present scenario when more
and more data and records are not only being generated digitally but
even the existing ones are being digitalised for excellent retention value
and easy storage ind retrieval. During the course of the examination,
the Committee could comprehend that even DIT are not fully clear about
fhe status of digitally generated records, albeit they being official
.government documents. The Committee, therefore, desire that a
suitable clause be Iinurted in the Bill to make auditing of electronic
records mnditoﬁ so that electronic records both in terms of

information system and information security are accorded clarity,

authenticity and legal sanctity.
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(Clause 4 and Clause 38)

8. Sai:tlon 2 (w) of the IT Act defines ‘intermediary’ with respect to

i any partlzcular message as

any person who on behalf of any other person

: recalvesr stores or transmits that message or provide any service with

respect to that message. The Committee note that Clause 4 sub-clause

(F) of tha Bill now seeks to define the term ‘intermediary’ as any person

. who on I;ehalf of another person receives, stores or transmits electronic

records or provides any service with respect to that record and includes

telecom service providers, network service providers, internet service

providers, web-hosting

payment sites, online au

service providers, search engines, online

ction sites, online market places and cyber

cafes. It also seeks to explicitly exclude "body corporate’ as referred to

in Section 43 A of the principal Act as an intermediary. The Committee

also find that Clause 38

of the Bill proposes to substitute the entire

,Chapter XI1I of the prlncipal Act whereby the intermediaries are absolved

of liability in certain cases. In some other situations, the culpability of

the intermediaries has been fixed. To exercise further control over the

intermediaries, Clause 38

also stipulates that they shall observe such

other guidelines as the Central Government may prescribe in the matter

‘under sub-section 4 of Section 79. After carefully going through the

various proposals, the Committee are constrained to point out that the

definitid’n and role of int

ermediaries sought to be made through the

amandmehts are not very clear, particularly with regard to the

exclusion of body corporate referred to in Section 43 (A) of the Bill.

They, therefore, desire that the Department should reexamine Clause 4
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" (F) of the Bill so that there is no scope for ambiguity while interpreting

_ the doﬂliltlorl and role of the intermediaries.

9. THQ Commlttee observe that under the existing provision of the IT

hct, 2oqo the network service providers are made liable for all third

party c?ntent or data. But under the proposed amendments, the

_ ' lnterme {laries/service providers shall not be liable for any third party

F { », ;;for:;aqlot; data, or communication link made available by him, except
- I wheﬁ it ‘l proved that they have conspired or abetted in the commission
of the unlawful act. The Department’s reasoning for not making the

'. lntermedlarles/service providers liable in certain cases is that a general

SIS T

o ey conserlqw was arrived at, while discussions were going on the
% Ry - '3 -_i' "Tee

' amendmants to the IT Act, to the effect that the intermediary/service

. oy

provlders may not be knowing what their subscribers are doing and
hence they should not be penalised. The Committee do not agree with
| this. What is relevant here is that when their platform is abused for
transmission of allegedly obscene and objectionable contents, the
Intermédlarias/servlce providers should not be absolved of
responsibility. The Committee, therefore, recommend that a. definite
obligation should be cast upon the intermediaries/service providers in
view of the Immense and irreparable damages caused to the victims
through reckless activities that are undertaken In the cyber space by
using the service providers’ platform. Casting such an obligation seems
imperative, more soO when it is very difficult to establish conspiracy or
abetment on the part of the intermediaries/service providers, as also

conceded by the Department.
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10. What has caused further concern to the Committee, in the above
context, is that the Bill proposes to delete the words ‘due diligence’ as
has been e:‘_dsting i'ri Section 79 of the principal Act. The Department’s
Ioﬁic for tl':le proposed removal of the words ‘due diligence’ is the
iniention tc; explicitly define the provisions under Section 79 pertaining
to exempﬁon from liability of network service providers. The
Deﬁpartmen% have further contended that the words ‘due diligence’ would
bd: covered .;.\.mder the guidelines which the Central Government can issue
ur';der sub-lsection 4 of Section 79 of the principal Act. The Committee do
not accept the reasoning of the Department as thay feel that removing
an enabling provision which already exists in the principal Act and
leaving it to be taken care of by the possible guidelines makes no sense.
They are in agreement with tth‘e opinion of some of the investigating
agencies that absence of any cbligation to exercise ‘due diligence’ would
place some of the intermediaries like online auction sites/market places
4 in an uncalled for privileged position thereby disturbing the equilibrium
with similar entities that exist in the offline world. The Committee also
feel that if the intermeciiaries can block / eliminate the alleged
o‘b'jectionable ande obscene contents with the help of technical
michanisms like filters and inbuilt storage intelligence, then they should
invariably do it. The Committee are of the firm opinion that if explicit
provisions about blocking of objectionable materizl/information through
various means are not codified, expecting self-regulation from the
intermediaries, who basically work for commercial gains, will just

remain a pipedream. The Committee, therefore, recommend that the

words ‘due diligence’ should be reinstated and made a pre-requisite for



giving immunity to intermediaries like online market places and online
auction sites.

, |
(Clause 19)

11, Sect‘on 43 of the IT Act, 2000 provicles for payment of
& = =

n not exceeding rupees one crore as penalty for damages to
'ficgh'lpute'r system, etc. It enlists eight situations under
-"f::-'-_- ausas (a? to (h) where the damages are liable to be paid. The
B that the amending Bill proposes that the marginal
_ﬁctlon 43 be changed from ‘Penalty’ to ‘Compensation’. An
S litl%:al; I --C-:‘.;i;use [(i)] relating to destruction/alteration, etc. of
s o oy
23y Information ina computer resourca has also been added. While agreeing
. v@rith the additional Clause, the Committee tend to share the
m;'bpre-hei::siiibnh of some of the investigating agencies regarding gravity
. of colitra;ventlom_i enumerated in Clauses (c) to (i). These
contraventions are of serious nature and may have calamitous

. <consequences in many cases, more so where Intellectual Property Right
(iPR) or related aspeets and security matters are involved. They,
therefore, feel that merely a compensation not exceeding one crore
rupees may not suffice. The Committee, therefore, desire that Clauses
(c) to (i) of Section 43 be made cognizable offences punishable with
three years imprlsonment and fine. Furthermore, the contraventions
under Clauses (c) to (i) ought to invite a fine suhstantlally greater than
one crore rupees as a detriment. In any case, the quantum of fine is

qualified by the word ‘not exceeding’. As regards contraventions under

Clauses (a) and (b) the extant compensation may be retained. The side
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heading of amended Clause a3 may, therefore, be retained as in the
principal Act.
. i
(Clause - 2@)

{

12.. The dommittee note that under the proposcd new Section 43 A,
obllgation |s cast upon ‘bocly corporate’ for paying damages through
cqmpensatlbn. The industry representatives are of the view that the
ob[llgatlon to pay damages by way of compensation should also extend
io any person operating the information alongwith the body corporate
owning or controlling personal information. According to the
Department, the issue was extensively debated by the Expert Committee
in consultation with industry representatives like NASSCOM and then it
was decided to restrict the E‘;ectlon to body corporates alone. The
l":ommij:tee appreciating the position recommend that the obligation of
paying damage through compensation for the time being be restricted to
body corporate only. Extension of the Section 10 individuals may be

considered once the system is put in place and experience gained.

13, The Committee observe that Clause 20 of the Bill proposes to
insert a new Section 43 A which provides to impose a fine not exceeding
Rs. 5 crore upon body corporates in case of being negligent in
implementing and maintaining reasonable security practices and
procedures. The Committee also note that initially an amount of Rs. 25
crore was suggested as fine, but upon the insistance of the industry it
was decreased to Rs. 5 crore. According to the industry, Rs. 5 crore as

prescribed under the law, is 2 sufficient deterrent because certainty of
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punishment and not necessarily the extent is what matters. The industry
have furthhr submitted that the Courts of Law gencrally give the benefit

of doubt tq the defendant in severe punishment cases where evidence is

_; nbt compl?tely fool proof. The Committee are in absolute disagreement

ith the views expressed by the industry in sugge: sting the fine at Rs. 5
rore. They feel that on the plea of certainty of punishment, the extent
af fine should not be on such a lower side. Moreover, the Court
; ara perceivablv based on fool proof evidences, irrespective
- F .,’.’ at‘;*s:'e. erltv of cases. The Committee, therefore, urge upon the
I?Cpﬂl‘tﬂ'lﬁl!'lt to restore at least the originally suggested amount of Rs. 25
crore as dlamages by way of compensation to be imposed upon the body

cqrporates for negligence in implementing and maintaining reasonable

security practlces and procedures. The Committee are hopeful that such

# 'a_n increase cogymensurate with the magnitude of the IT industry, will

send a rihht message to the stakeholders across the globe.

14. The Committee also find that as per the existing mechanism for
?anositloﬁ of the damage of rupees five crore, the victim has to go to
the Adjudicator, then to the Cyber Tribunal and 2s a last resort to the
High Court and the Supreme Court. The Committee feel that it is too
cumbersome a procedure which has been corroborated by the industry
when they have stated that in not a single case in the last several years
even one rupee damage by way of compensation l'_l_as been a_warded in
India. The Committee, therefore, desire that the Department should
initiate action in consultation with other appropria_t:e agencies to simplify
the complicated adjudication process so that the remedy of providing

damages by way of conipensatlon is effectively implemented.
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15. The (‘;Yommittee obsesve that as of now there is no specific
provision in;the Bill for pr::n'tection and retention of data as agreed to by
the Industrﬂv investigating agencies, legal experts and the Legislative
Department, albeit the principal Act draws sustenance in this regard
frdm other }enabling laws. In the opinion of the Committee, it is but
essential that there should be clear- -cut and specific provisions for data
pr(i:tection and retention in the amended Act as the retention of
acqt:uratelv recorded, protected and retrievable research data is of
utn:fnost lmpbrtant for facilitating scientific integrity and investigations.

16. The Committee also feel that specific provisions prescribing
suitable punitive measures for the recipient of stolen data need to be
incorporated in this Section. Thi§ is one field where the intentions of the
recipient are not above board in most of the cases and hence the

culpability aspect cannot be overlooked or ignored.

17. As regards the issue of personal privacy, the Committee are not
convinced by the logic extended by DIT about nor-inclusion of specific
provisions in this regard in the Bill as the issue requires a wider debate.
I.c.Ie‘aIlv, the Committee would have preferred the inclusion of this
ifaportant aspect in the draft Bill itself, however, this was not done.
No:u that the Department have veered towards the view taken by the
Committee, they would like the Department to add suitable provisions to

define and protect personal privacy.

18. The Committee further note that, according to the explanation of
the Department, the terms wrongful loss and wrongful gain are being

co-opted in the Bill in tune with the IPC where these words are well

L eina At the cost of appearing repetitive, the Committee would like to
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WY Ili respect of'any matter which an Adjudicating Officer appointed under
thls Act or the Cyber Appellate Tribunal constituted under this Act is
empowerad bv or under this Act to datermine and no injunction shall be

;BRT ranted ' _ny court or other authority in respect of any action taken or

be takan in pursuance of any power conferred by or under this Act.’
Howwcr CIause 29 of the Bill proposes to amend the above Section by
saying ‘provided that the Court may exercise jurisdiction in any cases
where the claim for injury or damage suffered by any person exceeds
the maximum amount which can be awarded under this Chapter.’ In the
above context, the industry representatives have opined that the
circumstances under which the Civil Court’s role will come into play
should be clarified. They have further suggested that it should also be
clarified whether the Civil Court could restrict the jurisdiction of the
Tribunal in the present case. The Department’s response that it will be
appropriate for the Adjudicating Officer to transfer the cases, where the
damages claimed exceed the maximum prescrlbed amount, to an
appropriate Court does not seem to appropriatelv address the concerns

of the lndustrv. The Committee find sufficient justifications in the points
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raised by th; industry representatives and desire that the circumstances
under which the Civil Courts role will come into play should be spelt out
clearly and ift should also be clarified whether the Civil Court can restrict
the ]urisdicﬁion of the Tribunal in the instant case. Utmost care should,
however, b# exercised while clanfvmg/modtfymg the existing Section
lest the alleged offenders misuse cuch an enabling Clause to circumvent
the jurlsdiction and authority of the Adjudicating Officer in these

mﬁtters.

Quant ¢ Punist :

[(Clauses 31, 36, 37, 49 (e), 49 (h) and 51 (a)]

20. The Committee observe that Clause 31 of the Bill proposes to
amend sections 66, 67 & 67 A whereby the quantum of punishment for
cyber crimes will be reduced tb two years and thereby making such
offences non-cognisable. Similarly, Clause 36 of the Bill proposes to
insert a new Section 72 A where again, offences will be made non-
cognisable. The Committee further note that Clause 37 intends to
substitute Section .5'_7 2 78 of the principal Act by new Sections 77, 77
(A), 77 (B) and 7&. As per the proposed section 77 (A), offences
committed under Sections 66, 66 A, 72 and 72 A will be made complaint
offences. Vide Clau;se 49 (e) of the Bill, Section 417 A is proposed to
be incorporated in :the IPC to criminalise cheating by use of the
electronic signatures and password, etc. Here also, this offence is
proposed to be made non-cognisable. Likewise, vide Clause 49 (h) of the
Bill, a new Section viz. Section 502 A of the principal Act is proposed to
be incorporated in the IPC to criminalise invasion of privacy by imaging
and transmission of private parts of someone. This offence is proposed

to be made non-cognisable. Moreover, Clause 51 (a) of the Bill proposes
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t6 add a r{ew Section 98 D in Cr.P.C. vide which no court shall take
cogni:ance; of an offence punishable under Sections 417 A, 419 A and
5(;)2 of IP(# except on complaint of the aggrieved. However, offences
under Section 419 A only are proposed to be made cognisable. Thus, the
various ar;\endment proposals seek to tone down the quantum oOf
p'_unishmen:t for various types of cyber crimes. Expressing their serious
r;servations on this, the Central Bureau of Investication (CBI) and some
industry representatives have maintained that in view of their gravity,
o:,ffences under all the above cited Sections shoulc be made cognisable.
On the other hand, the pepartment of Informalion Technology have
stated that these punishments are proposed to be rationalised because
while penal provisions are necessary to prevent flagrant abuse of the
system, care has to be taken that such provisions do not give occasion
for harassment of legitimate uéers and the common mar; ignorant of the
nuances of information technology. In a nutshell, the Department’s
contention is that since people are not getting bails easily, they propose
to keep offences under fthe above Sections non-cognisable. The
Committee are astonished by such a reasoning. They are of the opinion
that facilitation of bail to the alleged offenders of cyber crimes cannot
and should not be construed 2 valid reason for reclucing the quantum of
punishment and thereby making it non-cognisabla. similarly, it is hard
to believe that the alleged offenders are not aware of the nuances of
information technology and in any case ignorance can not be an excuse
for perpetrating crimes. As cyber crimes are @ global phenomenon

taking place with lightning speed, unmindful of the adverse

ramifications upon all sections of the society, the Committee urge upon
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the Department to initiate immediate measures to make cyber offences

under all tﬁe above said Sections cognisable.

21. The ;Committee are surprised to note the statement of the
Departmenzt of Information Technology that according to the Law
Méinlstry, §chedule 1I of the Cr.P.C. is not amendable to incorporate a
p;'ovlsion ifor making imprisonment of three years bailable. The
Committee desire that the Department of Information Technology and
the Ministry of Law and Justice should work out modalities to examine
whether making imprisonment of three years bailable will be in the best
interest of the nation and help the Government to encourage enhanced

usage of computer/internet and proliferation of e-Governance and

Information Technology for better productivity.

mmmnummnemmmm
(Clause 31)
22. The Committee observe that Clause 31 of the Bill explains that the

words ‘dishonestly’ and ‘fraudulently’ shall have the same meaning as
assigned in Sections 24 and 25 respectively of the Indian Penal Code.
According to the Department of Information Technology, the existing
definitions of these two terms in IPC are proposed to be used in the IT
Act as both the terms are being used in reference to the crime and the
Courts very well understand interpretations of these definitions.
According to the Ministry of Law and Justice (Legislative Department),
the two terms as appearing in the IPC should be incorporated in the IT
Act in order to avoid any confusion as well as different interpretations
by different Courts in the country. The Commitiee feal that the said

varme mav be different while dealing with cyber offences from what is



ordinarily understood in the general penal law of the country. Going by
the statement of the Department of Information Technology and
Legislative Department that the Courts very well understand the
definitions ‘pf the two terms as defined in the IPC, the Committee are
in:ciined to believe that the Courts will equally understand the two terms
if ?defined aeparately in the IT Act with reference to the cyber crimes
cqmmitted. The Committee, therefore, desire that the Department
should examine the matter in all its implications for formulating
appropriate definitions of the expressions ‘dishonestly’ and
‘fraudulently’ in the IT Act. The Committee may be apprised of the

decision arrived at in this regard expeditiously.

23. The Committee note that Clause 31, while intending to amend
Section 66 proposes to delete the word ‘hacking’. In this regard, a
number of views have been received pointing out absence of logical
rationq&e in deleting the offence of hacking under Section 66 of the
existinﬁ-law as the current provisions of that Section of the principal Act
are védry wide to fight newly emerging kinds of cyber crimes. According
to the Department, hacking is more a colloquial word and will change
over a period of time and although the word ‘hacking’ is proposed to be
removed, yet all the features of hacking have been adequately covered
in Clause 19 of Section 43 and Clause 31 of Section 66. The Department
have further submitted that Section 43 A is more of a civil kind whereas
hacking as appeared in Section 66 is a criminal offerice and in their
effort to avoid seamless mapping in both the Sections the word ‘hacking’

is proposed to be removed. The Committee find ro justification in such
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arguments in deleting the word ‘hacking’ as it existed in the principal
A&. The Cornmlttee feel that hacking under Section 66 of the IT Act is
on.e prowslon that is applicable to and is available with the law
enfforcemerit agencies across the country for booking all kinds of new

i

cvber crlmas. Therefore, as the proposed deletion of hacking will
adversely affect the capability of the law enforcing agencies/officers to
bring to book the cyber offenders, the Committee are of the strong
opinion that ‘hacking’ should be retained in its original form. The
Committee are confident that retaining the existing language of Section

66 of the IT Act and making hacking an offence under the Indian Cyber

Law will send a right message to the stakeholders globally.

Child Pornography

24. The Committee note that Clause 31 of the Eill intends to insert a
new Section 67 A which provides for stringent punishment for
publishing or transmitting of material containing sexually explicit acts in
electronic form. But the Committee are concerned to find that the term
‘child pornography’ has nowhere been mentioned in the proposed
Section. The Department'’s argument that the Section while covering
‘pornography’ will automatically cover child pornography does not
convince the Committee as there should be no scope for assumption or
presumption when fresh amendments are being proposed. The
Committee, therefore, impress upon the Department to include the term
‘child pornography’ in the proposed Section 67 A in view of its growing
menace. They also desire that specific provisions should be
incorporated in this Section to criminalise child pornography in tune

with the laws prevailing in the advanced Countries and Article 9 of the
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Council ofEEutope Convention on Cyber Crimes. In view of the several

.
[}

rﬁlanlfestalé_lons of sexual abuse of the children and its loathsome
ramificatioins, the Committee desire that the act of grooming the child
for sex;ual relationship through online enticement or
dfistributin‘g/showing pornography or through any online means should
ei_lso be made a criminal offence and a suitable provision be made in tis

Eegard in the proposed Section 67 A.

(Clause 33)

25. The Committee observe that Clause 33 of the Bill proposes (o
amend Section 69 of the principal Act which deals with the power to
issue directions for interception or monitoring or decryption of any
information through any computer resource. The Committee also note
that such powers of interception are proposed to be vested with the
central Government and not with the State Governments. The rationale
for not conferring powers of interception on the State Governments,
according to the Department, is that if a State Government takes a
decision to block a particular site /information, it may be possible to do
so in that State, but such information can be accessed from other States
or other parts of the country, thereby defeating the very purpose of
vesting powers of interception in the State Governments. The Committee
are not satisfied with the reasoning, because blocking and interception
are two very different things. They understand blocking of information
at one point will not prevent the access of such information from other
points, as cyber information passes through national and regional

gateways. The Department’s statement that at present interception is
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beir;g done ait the ‘gateway’ level and there is nothing called ‘Central’
level does ncf;t impress the Committee. Taking all the above factors into
account and |in view of the fact that ‘Public Order’ and ‘Police’ are State
sub:iects as ;:;er Schedule VII of the Constitution, the Committee feel that
it v@ould be ;ppropriate and expedient to confer powers of interception
on ihe State Governments in tune with the provisions of Gection 5 (2) of
thej Indian ‘f‘elegraph Act, 1885, The Committee also desire that an
emergency provision of interception, as provided in the said Section of
the Indian Telegraph Act, 1885 should be incerporated in the IT Act to
combat proliferation of cyber crimes. In view of the emerging kind of
cyber offences, the Committee further recommend that interception
should be allowed for prevention of any cognisable offence in addition to
the‘already prescribed grounds ‘of sovereignty and integrity of India;

secutity of State and defence of India; friendly relations with foreign

States and public order.

Traffic Data
(Clause 36)

26. The Committee note that Clause 36 of the Bill proposes to add a
new Section 72 A which will make service providers and intermediaries
liable for imprisonment upto two years and fine upto Rs. 5 lakh for
disclosing personal information of their subscribers without the
subscriber’s consent and with the intent to cause injury or wrongful loss
to the subscriber. Commenting on this proposal, the Central Bureau of
Investigation (CBI) have stated before the Committee that specific
provisions should be made empowering the law enforcement agencies to

call for lnfc’,rmation (subscriber and log data) from the service providers

67



and others in discharge of their official functions. ﬁ\ev are also of the
opinion thai:t the term ‘traffic data’ should be defined to include
suﬁscriber ;md log data in tune with the Article 1 (d) of Council of
Eu;rope Cor;[vention on Cyber Crimes. However, the Department of
Information Technology are not in favour of incorporating and using the
term ‘traffic data’ in the Act on the ground that it is an involving task
an.d requiré_s a careful examination as a servica provider needs Lo
capture data online and process it further for arriving at ‘traffic data’
indicating the communication’s origin, destination, route, time, date,
size, duration, or type of underlying service. The Committee are
surprised to observe the logic of the Department for not including the
term ‘traffic data’ in the Act. They feel that with the resources and
expertise that are at the disposal of the Department, they should involive
themselves and carefully exami‘ne the feasibility of incorporating and
using the term ‘traffic data’ in the Act and also defining it appropriately

to include subscriber and log data for facilitation of investigations by the

law enforcement agencies. In the opinion of the Committee, the law
ought to be crystal clear to the maximum extent so that the enforcement
agencies are clear in their mind about how to proceed against o_ffenders
so that the legal proceedings in cyber crimes do not get mired into

unnecessary controversies, thereby delaying justice.

Compounding Offences

(Clause 37)

27. The Committee observe that Clause 37 of the IT (Amendment) Bill,
2006 proposes to amend Sections 77 and 78 of the principal Act as a
result of which the proposed Section 77 A will render offences under

. R
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Sections 66, 66 A, 72 and 72 A compoundable. According to the Central
Bureau of In\;restigation (CBI1), offences under the above cections should
not be made ;compoundable as cyber crimes under the said Sections are
affé'ctlng the individuals beside causing irreparable damages to the
sec;xrity and the economy of the country. According to the pepartment
of :.lnformation Technology, the compounding ol contraventions are
pro‘posed in order to facilitate litigants to seitle disputes among
themselves and speedy settlement of disputes. The Department have,
however, further submitted that the provision of compounding offences
will not apply where the accused, by reason of his previous conviction, is
liable to either enhanced punishment or to a punishment of different
kind for such offence. Thus their contention seems to be that serious
offences cannot be compounded: However, keeping in view the concerns
expressed by the premier investigating agency, the Committee desire
that the situations where cormpounding of offences will not be applicable
should be unambiguously spelt out in the Bill to put to rest any

apprehensions in this regard.

Powers to investigate and ornission of Section 80

(Clauses 37 & 39)

28. The Committee note that Clause 37 of the Eill proposes to amend
Section 78 of the principal Act by virtue of which the power of
investigation for a cognisable offence will rest with an officer of and
above the rank of a Deputy superintendent of Police (DSP), though the
responsibility for investigation of a non-cognisable offence is vested
with a police officer of any rank without the powear to arrest. According

to the Department of Information Technology ard the Ministry of Law



am.%l Justice F(Legislative Department), such a provision of empowering
atléast a D§P rank officer to investigate cognisable offences has been
made on thle ground that investigation of offences like cyber crimes
need a cer}tain level of technological knowledge that may not be
aviallable with all ranks of police officers. Morecver, the Government
co;lslder it a matured approach to empower DSP level officers to
investigate cognisable offences. The Committee are unable to accept
such reasoning as they are of the view that when Station House Officers
can investigate much sensitive cases like murder and rape, there is no
point in confining investigation of IT related cases to DSP and above
rank officers, especially in view of their scarcity and other pressing
assignments. Moreover, the general perception that only DSP and above
rank police officers can better understand the nuances of information
te_chnologv does not impress the Committee in view of the fact that now-
a-days given the current educational system and avenues available all
around, every graduate/post graduate has a passion to acquaint herself
/himself with information technology. In view of the above and taking
into consideration the fact that the penetration of internet and
proliferation of IT into all sections of society and economy has resulted
in increased number of cyber offences, as has been corroborated from
the figures furnished by the Ministry of Law and Justice (Legislative
Department), the Committee recommend that investigation of
cognisable cyber offences should be entrusted with the officers of

Inspector level and above.

29. The Committee are also given to undersitand that some State
Governments like Tamil Nadu have asked all the Enginearing Colleges in

the State to provide basic training course in IT to all personnel in their



| poli;:e forcedi. This step would certainly help these ¥rained officers to
effitiently déal with IT relatecd cases. The Committee desire that the
Department ;:f Information Technology in consultation with the Ministry
of Home Affairs should take immediate initiatives to convince other
Staltes to emulate the practice resorted to by the Tamil Nadu
Government in imparting basic training courses to police personnel and

others so that the Inspector level officers are adequately trained to

handle cyber crime cases.

30. The Committee observe that Clause 39 of the Bill seeks to omit
Section 80 of the principal Act under the provisions of which an officer
not below the rank of DSP is empowered to enter and search any public
place and arrest without warrant any person found therein who is
reasonably suspected of having committed or committing or about to
commit any offence under the Act. According to the cBl1 and the
industry, the existing Section 80 of the Act should not be deleted
altogether as there is lot of preventive utility of the said Section,
especially for searc‘ﬁ. of cyber cafes widely used for communication by
anti-national elemen'ts. The Department’s contention in proposing to
delete the said Section is to merge Sections 73 and 80 in order to
classify offences rationally as cognisable and non-cognisable depending
upon their severity and in line with the Indian Penal Code. The
Committee are not inclined to accept the views expressed by the
Department for proposing to delete Section 80 as such an act will prove
detrj_njental to the society and national interest for it will seriously
im;;ai_r the power of searching and raiding cyber cafes widely perceived
as being misused as havens for anti-social and anti-national elements.

The Committee, therefore, recommend that Section 80 of the principal
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Act should be retained with some modifications commensurate with the
suggestions of the Committee for Section 78.

I

'

Miscellaneous
(a) Definition of computer network

31. The Committee note that Clause 4 of the Bill proposes to amend
section 2 (1) (j) of the principal Act by adding the word ‘wireless’ in
order to amplify the definition of ‘computer network’. The Committee
while appreciating the move, desire that the word ‘wired’ may also be
included between the words 'terrestrial line” and ‘wireless’ to give more

clarity to the Clause.

(b) WMWM&&M

32. The Committee note that the Department have proposed a new
Section viz. 70A to notify the Indian Computer Emergency Response
Team (CERT-In) as the national nodal agency. However, the status of
CERT-In has not been defined in the proposed Section. The Committee,
therefore, desire that the words ‘a Government body’ may be inserted in
the new section in sub-section 7£lL(1) immediately after the words 'The
Indian Computer Emergency Response Team (CERT-In)’, to clarify the
status of the body beyond any doubt. In the view of the Committee, this
would not only make the definition of CERT-In more clear but also, as
the Department have time and again emphasised, will instill confidence
in the foreign investors regarding existence of a bonafide legal frame

work in the Country.



(c) _A_djg;!ig%g;ign Process

33.5 The Committee note that Section 43 provides for civil remedy
undier which damages by way of compensation upto rupees one crore
can be sougllflt. But such compensation claims can be filed not before a
cou:rt of law but before a statutory officer known as Adjudicating Officer.
The Committee find that by an executive order in 2003, the Government
have appointed-the IT §ecretaries in each State as Adjudicating Officer.
In this context, some non-official witnesses, who deposed before the
Committee, are of the opinion that IT Secretaries have neither the time
nor the inclination and professional ability to deal with such matters.
But according to the Department, the IT Secretaries have adequate
knowledge of _civil and criminal procedures anc matters relating to
information technology and thus they are in a position to provide a
better citizen interface. The pepartment have further submitted that
such an arrangement is made on the pattern of the SEBI Act and no
complaint of any nature has been received in this regard. Even then,
taking into consideration the concerns expressed in this regard, the
Department have requested the Ministry of Law and Justice and the
Cyber Appellate Tribunal to study and suggest whether any change is
required in the process of appointment of Adjudicating Officers.
Appreciating the step taken by the Department to address the above
mentioned concern, the Commitiee would like to be apprised of the
opinion of the Ministry of Law and Justice as soon as the review on the

matter is complete.
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(d) Setting up of Special Courts

34. 1In the process of the examination of the Bill, the Committee have
l:::een given to understand by some industry representatives that one of
the main reasons for the IT Act remaining ineffective in its present form
is the absence of Special Courts which can properly study and hear cases
pertaining to the complicated cyber issues. But the Department are of
the view that the Adjudicating Officers with their cay-to-day experience
and efficient dealing with matters pertaining to information technology
are Special Courts for all practical purposes and hence there is no need
to set up Special Courts to try cases relating to cyber crimes. The
Committee agree with the views of the Departmant and feel that the
Magistrates/Judges trying cyber cases need not be experts in that area
as the basic exercise and technical intricacies of such cases are dealt
with by the investigating officers and lawyers. However, they are of the
opinion that the Department, in tandem with the industry, should take
measures to initiate some basic training programmes for all those
associated and dealing with cyber cases in order to enable them to

understand and effectively handle the complexities of such cases.

(e) Spam

35. One of the important issues that has been brought to the notice of
the Committee during the course of the examination of the Bill is that
‘spam’ or receiving unwanted and unwarranted e-mails has not been
appropriately addressed in the proposed amendments. The
Department’s reply that sub-Section (b) of Section 66 A and Clause (i) of

Section 43 of the Act appropriately address the issue pertaining to spam



does; not conuiince the Committee as a close scrutiny of the above said
two Sections i-eveals that the issue of spam has not been adequately
daalf with. Tl:r\e Committee appreciate to note the Secretary, DIT's
state:‘ment thi?t it is very difficult to deal with spam as it can be
generated frofn anywhere in the world. But in view of the irritation and
agonly that the recipients of unwarranted e-mails have to go through,
the Committea are of the considered view that specific legislations
should be incorporated in the proposed amendments to effectively deal
with such mails. So far as generation of spam beyond the geographical
boundary of India is concerned, the Committee feel that once the issue

jurisdiction of law, as has been broached upon elsewhere, is settied,

that will automatically take care of this problem.

(f) Powers of Controller of Certifying Authorities (CCA)

36. While examining the Bill, the Committee received suggestions
from some quarters that instead of vesting the powers of ‘Controller of
Certifying Authorities (CCA)’ vaguely in the Central Government which
has been otherwise so hard pressed, some concrete safeguards should
be found out. The Committee also note that according to the Ministry of
Law and Justice (Legislative Department), there is no need to vest the
powers of the Controller of Certifying Authority in the Central
Government. However, according to the Department of Information
Technology, specific responsibility of licensing the Certifying Authorities
for issue of digital signatures and regulating their functions has been
assigned to the Controller of Certifying Authorities whereas the power
to issue directions for interception or monitoring or decryption of any

information through computer resources are being proposed to be
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provided to ?he Central Government, interception being a larger issue.
Hov;vever, tol?avold single point choking, the Central Government may
provide the power to other agencies to deal with the cases in emergency
situations. 1;1he Committee find that at present, the Department of
Tel;acommunlications, being the licensing authority for Internet Service
Pro;:iders (1SPs), have been assigned with such powers of interception,
monitoring, etc. The Committee are in agreement with the views of the
Department that as the issues of monitoring, interception, encryption
and decryption require Iinput and coordination among different
Ministries and Departments, the Central Government would be in 2
better position to coordinate that than the Controller of Certifying
Authorities. However, the Committee feel that instead of using the
words ‘other agencies’, it would be apprepriate to identify three/four
agencies alongwith the Department of Telecommunications, anticipating
the te'chnologlcal evolutions and commensurate requirements so that

there is no ambiguity in interpreting the law in this regard.

(g) Electronic Fund Transfer

37. During the course of the examination of the IT (Amendment) Bill,
2006, 'sohine industry representatives suggested to the Committee that
there is a need for specific provisions in the law to legalise and enable
electronic fund transfer and recognition of the concept of electronic
payments, digital cash, electronic cash, electronic money or other
existing systems of electronic payments. The Legislative Department are
also of the view that there is a need for a separate Act for Electronic
Fund Transfer (EFT) since certain transactional issues cannot be covered
under the IT Act. The Department of Information Technology concur

H
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with the vlew@ of the Legislative Department and are of the opinion that
a se;parate Njct for EFT needs to be drafted. In this context, the
Committee ar-e given to understand that the Payment and Settlement
Systemn Bill wi-lich will take care of the electronic fund transfer issues is
golng to be introduced in the Monsoon Session, 2007 of the Parliament
for ,Eapproval. The Committee hope that the proposed Payment and
Sel:tiement System Bill will adequately deal with the issues of electronic
payments, digital cash, electronic money, and all other existing systerns
of electronic payments in order to address the concerns expressed by
the industry. The Committee would like to be periodically apprised of the

developments made in this regard.

38. To sum up, the foregoing paragraphs have identified several areas
relating to the cyber law in general and the Information T echnology
(Amendment) Bill, 2006 in particular, which require necessary attention.
These inter alia include, the need for a comprehensive, self enabling and
peopie friendly IT law: urgent initiatives in materialising an
International Convention against cyber crimes/cyber terrorism under
the auspices of the United Nations; auditing of electronic records; data
protection and retention; casting a definite obligation upon the
intermediaries/ service providers; simplification of the Adjudication
Process; making cyber offences cognisable under various Sections;
retention of hacking in its original form; inclusion of ‘child pornography’
in the law and deterrent provisions against child abuse; and conferring
powers of interception on the State Governments in tune with the
provisions of cection 5 (2) of the Indian Telegraph Act, 1885; etc. The

Committee trust that their observations/recommendations will be
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exam!ned infdepth and necessary legislative proposals will be brought

furth at thq earliest with a view to ensuring an appropriate legal

framework to address the cyber space.
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