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NOTIFICATION

New Delhi, the 27™ October, 2009
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2000), the Central Government hereby makes the following rules, namely —
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(2) They shall come into force on the date of their publication in the Official Gazette.

2 Definitions.— In these rules, unless the context otherwise requires, —

fa) "Act” means the Information Technology Act, 2000 (21 of 2000);

(b) “communication” means disseminabion, transmission. carriage of information or signal in some
manngr and include both a direct communicalion and an indirec] communication:

(€) "eommunication link” means the use of sateliite, microwave, radio, terrestrial line, wire, wireless
of any other communication media 10 inter-connect computer resource:
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Information Technology under the Minustry of Communications and Information T -
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section 2 of the Act;
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maintained in a compuler resource; '

(h) “information” means informaton as defined in clause (v) of sub-section (1) of section 2 of the
Act;

(i) “information security practices” means implementation of security policies and standards in
order lo minimae the cyber security incidents and breachos:

() “intermediary” means an intermediary as defined in clause (w) of sub-section (1) of section 2 of
the Act;

k) -anwmmww,mmmwmm
record or collect traffic data or information generaled, transmitied, received or siored in a
computer resource by means of a monitoring dewice;
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(h “monitoring device® mmtanreludrm mechanical, uhmmlcal u
optical or other instrument, device, equipment or apparatus which is used or can be used,
whether by itselfl in combination with any other instrument, device, equipment or apparatus, to
View of inspect or record of colledt Uraffic data or information:

(m) "port” or “application port” means a set of software rules which identfies and permits
communication between application lo application, network 10 network, computer to computer,
compuler syslem to compuler system;

(n) "Review Commiltec” means the Review Committea constituted under rule 419A of the Indian
Telegraph Rules, 1851,

(o) "secunty pelicy” means documented business rules and processes for protecting information
and [he compuler resource;

{p) “traffic data® means traffic dala as defined in Explanation (i) 1o section 698 of the Act

3. Directions for monitoring — (1) No directions for mondoring and collection of traffic data or
information under sub-section (3) of section €98 of the Acl shall be issued, except by an order made by
the competent authority
(2) The competent authority may issue directions for monitoring for any or all of the following
purposas relaled o cyber secunly, namely -
(a) forecasting of immincnt cyber incidents,
(b) monitoring network application with traffic data or information on computer resource;
(c) identification and determination of viruses or computer contaminant,
(d) tracking cyber security braaches or cyber security incidents;
(e) wacking computer resource breaching cyber security or spreading virus or computer
contaminants.

(f) identitying or tracking of any person who has breached, or is suspected of having
breached or being kkely lo breach cyber security,

(g) undertaking forensic of the concemed compuler resource as a part of investigation or
internal audit of information security practices in the computer resource,

(h) accessing a stored information for enforcement of any provisions of the laws relating to
cyber securily for the time being in force; -

() any other matter relating to cyber security.

{3) Any direction issued by the competent authority under sub-rule (2) shall contain reasons for such
direction and a copy of such direction shall be forwarded lo the Review Commitiee within a period of
saven working days.

(4) The direction of the competent authority for monitoring and collection of traffic data or information
may include the monitoring and collection of traffic dala or informalion from any person or class of
persons or relating to any particular subject whether such traffic data or information, or class of traffic
data or information, are received with one or more compulter resources, being a computer resource Bkely
to be used for the generation, ranamission, receldving, sloring of traffic data or information from or 1o one
particular persan or ond or many set of premises.

4. Authorised agency of Governmenl for monitoring and collection of traffic data or
information — (1) The competent authority may authorise any agency of the government for monitoring
and collection of traffic data or information generated, transmitled, received or stored in any computer
TeS000 Ol

«2) The agency authorisaed by the competent authority under sub-rule (1) shall designale one of
more nodal officer, not below the rank of the Depuly Secretary to the Government of India, for the
purpose to authenticale and send the requisition conveying direction issued under rule 3 lo the
designaled officers of the concermned inlermediary or person in-charge of computer resources.

(3) The requisibion under sub-rule (2) shall specify the name and designation of the officer or the
agency lo whom the monitoned or collected Iraffic data or informnation is lo be disclosed.

(4) The intermediaries or person in-charge of compuler resource shall designate one or more
officers to receive requisition and to handle such requisition from the nodal officer for monitoring or
collection of lraffic data or information,
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(5) The requisition conveying directions for monitonng shal be conveyed 1o the designated
officers of the intermediary or person in-charge of computer resources, in writing through letter or fax by
the nodal officer or delivered, (ncluding delivery by email signed with electronic signature), by an officer
not below the rank of Under Secretary or officer of the equivalent rank.

(6) The nodal officer issuing the requisition conveying directions for mondorng under sub-rule
{2} shall also make a request in writing to the designated officer of intermediary or person in-charge of
computer resource for monitoring in accordance with the formal indicated in such requisition and repont
the same 10 the officer designated under sub-rule (3).

(7) The nodal officer shail also make a request 10 the officer of intermediary or person in-charge
of computer resource designated under sub-rule (4) to extend all facikbes, co-operation and assistance
in instaliation, removal and lesting of equipment and also enable online access or 10 secure and provide
onkne access 10 the computer resource for monitoring and collecting traffic data or information.

(8) On receipt of requisition under sub-rule (2) conveying the direction issued under sub-rule (2)
of rule 3, the designated officer of the intermediary or person in-charge of computer resource deslgnalod
under sub-rule (4) shall acknowledge the receipt of requisition by way of letter or fax or slectronically
signed e-madl 1o the nodal officer within a period of two hours from the time of recespt of such requisian.

(9) The officer of the intermediary or person in-charge of computer resource designated under
sub-rule (4) shall maintain proper records of the requisitions received by him.

(10) The designated officer of the intermediary or person in-charge of computer resource shall
forward in every fifleen days a kst of requisition conveying direction for monitaring or collection of traffic
dala or information io the nodal officer which shall include detadla such as the reference and date of
requisition conveying direction of the concerned competent authanty,

5. Intermediary to ensure effective check in handling monitoring or collection of traffic data or
information.— The intermediary or person in-charge of computar resources shall put in place adequate
and effective inlemal checks 1o ensure that unauthorsed monitoring or collection of traffic data or
informaton does nol take place and extreme secrecy is maintained and ulmost care and precaution is
taken in the matter of monitoring or collection of traffic data or information as it affects privacy of citizens
and also that this matter is handied only by the designaled officer of the intermediary or person in-
charge of compuler resource.

6. Responsibility of intermediary.— The intermediary or person in-charge of computer resource shall
be responsible for the actions of their employees also, and in case of violation of the provision of the Act
and rules made thereunder pertaining 1o maintenance of secrecy and confidentiality of information or
any unauthorised mondoring or collection of traffic data or information, the Intermediary or person in-
charge of computer resource shall be liable for any action under the relevant provision of the laws for the
time being in force.

7. Raview of directions of competent authority — The Review Committee shall meel al least once in
two months and record its findings whether the directions issued under sub-rule (2) of rule 3 are in
accordance with the provisions of sub-section (3) of secton 598 of the Act and where the Review
Committee is of the opinion that the directions are nol in accordance with the provisions refermed lo
above, t may sel aside the directions and issue order for destruction of the copies, including
corresponding electronic record of the monitored or collected traffic data or information.

8. Destruction of records. — (1) Every record, including electronic records pertaining 1o such dwections
for monitoring or collection of traffic data shall be destroyed by the designated officer after the expéry of a
period of nine months from the receipt of direction or creation of record, whichever s later, except in a
case where the traffic dala or information is, or ikely to be, required for functional requirements.

(2) Save as otherwise required for the purpose of any ongoing investigation, cnminal complaint
or legal proceedings the intermediary or the person in-charge of computer resource shall destroy
records pertaining to directions for moniloring or collection of information withen a period of six months of
discontinuance of the monitoring or collection of traffic data and in doing S0 they shall maintain extreme
secrecy. .
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(1) Any person who, intentionally or knowingly, without authonsation under sub-rule (2] of rule 3 or sub-
rule (1) of rule 4, monftors or collects raffic data or informalion, or atiempts to mondlor or collect traffic
data or information, or authorises or assists any person 1o monitor or collect traffic data or information in
the course of its occurrence or transmission at any place within India, shall be proceeded against,
punished accordingly under the relevant provisians of the iaw for the time being in force.

(2) The moniloring or collection ol traffic data or informabion in computer resource by the employee
of an intermediary or person in-charge of computer resource of a person duly authorised by the
intermediary. may be underiaken in course of his duty relating 1o the services provided by that
inlermadiary, ¥ such activiies are reasonably necessary for the discharge his duties as per the
pravailing industry practices. in connection with the loliowing matiers, namely -—
installation of computer resource or any equipment (o be used with computer resource . of
oparation or maintenance of computer resource, o
installation of any communicalion link or software eilher al the end of the inlermediary or
subscriber, or installation of user account on the computer resource of intermeduary and teshing
of the same for its functionality,
accessing slored information from computer resource ridating to the installation, connection or
maintenance of equipment, computer resource of a communication link or code; or
accessing stored information from computer resource for the purpose of —

(a) implementing information securily practices in the compuler resource

(b) determining any security breaches, compuler contaminant or compuber virus,

{c) undertaking forensic of the concerned computer resource as a part of investigation or

internal audit; or

accessing of analysing information from a computer resource for the purpose of tracing a

compuier resource of any person who has contravened, or s suspecled of hawing

contravened of being kkely 1o contravene, any provision of the Act that is bkely 1o have an
adverse impacl on the services prowcc 4 oy the intermediary

13) The intermedkary or the person in-charge of computer resource and its employees shall mantain
strict secrecy and confidentiality of information while performing the actions as specified under sub-rule
(2)

(4) The details of monitored or collected traffic data or information shall not be used or disclosed by
intermediary or person in-charge of computer resource or any of its employees to any person other than
the intended recipient of the said information Under sub-rule (2) of rule 4. Any intermediary or its
employees or parson in-charge of computer resource who coniravenes the provisions of this rule shall
be procesded against and punished accordngly under the relevant provisions of the Act or any other
law for the tme being in force.
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10. Prohibition of disclosure of traffic data or information by authorised agency — The detads of
monitored or collected traffic data or information shall not be used or disclosed by the agency authorised
under sub-rule (1) of rule 4 for any other purpose, excepl for forecasting imminent cyber threats or
general trend of port-wase traffic on Intemet. or general analysis of cyber incidents, or lor invesbgation or
in judicial proceedings before the competent court in India.

11. Maintenance ol confidentiality. — Save as otherwise provided in rule 10, sirict confidentiality shall
be maintained in respect of direcions for moniloring of collection of traffic data or information issued by
the competent authority under these rules.
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