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Unveiling an Indian Cyberattack Infrastructure

Unveiling an Indian Cyberattack Infrastructure

Sunday, March 17th this year the Norwegian telecom corporation
Telenor reported that they had suffered an intrusion into their computer
networks. Based on information Telenor shared with the infosec
community, Norman Shark on its own initiative started an investigation
into the attack infrastructure, an investigation that went on for about a
little over a month. What we discovered surprised us a great deal.

We arrived at the conclusion that Telenor was not an isolated case, but
part of a much larger attack pattern emanating from India. This
conclusion is backed up by indicators found in malware, similar related
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cases, domain registrations, hosting details and other available data Subscribe
from our own extensive dataset as well as public data. Snorre Fagerland
Security Research

The attackers were not very good at covering their tracks. We found for Norman Blog
example several open drop folders where they had uploaded stolen
data.
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Data stolen from a Chinese individual; contained presentations,
documents, and a scanned ID.

Targets

The main focus for this attack group seems at least initially to have been
targets of some national interest, such as entities in Pakistan. An aspect
of this has already been covered in a recent blog post by ESET,
“Targeted information stealing attacks in South Asia use email, signed
binaries”.

However, throughout 2012 and 2013 the same group appears to have
branched out into industrial espionage as well, where Telenor was
one of the known targets. Other sectors where we have indicators of
intrusion attempts are mining/natural resources; automotive (see below);
legal; engineering; food industry; military and finance.
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One apparent target was for example Porsche Informatik in Austria,
where the malicious executable would open a link to the login screen
of their webmail. We have no indication Porsche was breached by this
malwvare.

The Oslo Freedom Forum incident

In a bizarre twist, the same attack group has apparently turned to
another business area: Providing surveillance services to those who
would like to spy on activists. We became aware of this very recently
through an F-Secure blog post, “Mac Spyware Found at Oslo Freedom
Forum”. This development was uncovered after the Hangover report
was frozen, and so is not present in the paper. It may be included ina
later edition.

Based on the sample and Command&Control domain mentioned in the
F-Secure post, we can say quite conclusively that the Oslo Freedom
Forum attack was performed through the same attack infrastructure. We
also found another MachO executable apparently written by the same
person (same Apple Developer ID), and using another domainin the
Hangover infrastructure — torqspot.org.
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Geography

We do not know all countries affected by attacks from the Hangover
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group, but we have seen indicators from countries Norway, Pakistan,
US, Iran, China, Taiwan, Thailand, Jordan, Indonesia, UK, Germany,
Austria, Poland, Romania and more — and the activist in Oslo Freedom
Forum was reportedly from Angola.

Methods

Infection vector seems predominantly to have been spear phishing via
email. The emails would contain attachments and/or links, and the
malwares involved would typically be self-extracting executables which
would install downloaders, keyloggers and data stealers. In some
cases, the initial intrusion was attempted via exploits (CVE-2012-0158,
CVE-2010-3333, CVE-2012-0422, CVE-2012-4792), though we have
so far seen no exploits that were not previously known.

By far most malware we have seen is written for Windows, using either
C++ or Visual Basic, but as mentioned above there is also similar
malware written for MacOS. We also rather suspect, based on
indicators from public forums etc., that there is mobile malware in
circulation produced by this group.

One of the most prevalent Windows malware families contains the text
string “HangOver”, thus the name we have given this operation.
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HangOver, aka Hanove, is a malware family consisting of keyloggers
and other data stealers.

As can be seen in the picture above, a debug pathis visible in the code,
which is also the case for many other malwares in this operation. The
debug paths reveal a large array of usernames and project names,
hinting at multiple developers and specified tasks.

Command & Control

A surprisingly large Command & Control infrastructure was uncovered.
Not all domains were currently active, but the buildup was active even
while we were working on our report. Several new malicious domains
were registered in this period. Such domain registrations were always
privacy protected. AlImost always.
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A high-resolution image of this map is available in the report.

In total, we mapped up somewhere over 600 fully qualified domain
names in use, though that number is on the low side. After the report
was frozen for publication we have found quite a few domains more.

Indicators we found in the data material seems to point towards private

actors in India being the forces behind HangOver, and that freelance
programmers often have been used for the actual coding.

A full detailed report and appendix containing indicators (strings, file

hashes, FQDN’s, IP addresses etc) is available from this page: The
Hangover Report

PS: The citations should nowmake more sense.
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Seth Geftic says:
May 20,2013 at 11:14 pm

The RSA FirstWatch team wrote a follow up blog focusing on
the malware involved with this attack. You can find it here:
http://blogs.rsa.com/dont-fear-the-hangover-network-detection-

of-hangover-malware-samples/

Great research!

Reply

sriram says:
May 21,2013 at 4:58 pm

amazing report .... i guess more APT are there in and around
indian sub continent
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