
Guidelines Responsible disclosure from NCSC Netherlands 
 
In the IT world there are several practices to vulnerabilities in ICT to disclose. Examples are 'full 
disclosure' or the full public disclosure of a vulnerability and a responsible way of responsible 
disclosure. When making a full public vulnerability it is still present and can present a safety 
hazard. The practice of responsible disclosure is therefore strongly preferred. 

Within the ICT community has a lot of knowledge and willingness to share regarding 
vulnerabilities in ICT and how these can be overcome. The collaboration with the ICT 
community is therefore of the utmost importance in the context of the joint commitment to cyber 
security. 

Purpose of responsible disclosure 

The goal of responsible disclosure is to contribute to the security of ICT systems and manage the 
vulnerability of ICT systems by vulnerabilities responsibly to report and these reports carefully 
to handle, so that damage as much as possible can be prevented or limited . It should then have 
sufficient time for recovery to be available prior to publication,. 

Central to working with Responsible disclosure is to remedy the vulnerability and increasing the 
security of information systems. 

In Responsible disclosure is paramount that parties undertake to keep agreements on reporting 
the vulnerability and dealing with it. Any party having a Responsible disclosure policy sets can 
for instance bind to the principle of not reporting as to the rules applicable under the policy are 
met. 

In the practice of responsible disclosure are primarily the detector and the organization, which 
owner / administrator of the system is concerned. It is important to minimize the links to have 
between the person who reported the vulnerability and the organization responsible for the 
solving of the problem. The detector and the organization may, however, decide jointly to the 
National Cyber Security Center (NCSC) or other parties within the IT security community to 
inform about the vulnerability, especially with a yet unknown vulnerability,to elsewhere 
(continued) to prevent or limit damage. 

Chapter 3 discusses the respective responsibilities of the parties. Chapter 4 presents the building 
blocks for Responsible disclosure. 

With the implementation of a policy for Responsible disclosure is contemplated that in jointly by 
detector and organization will contribute to the reduction of vulnerabilities in information 
systems. Working with Responsible disclosure prejudice to the existing responsibilities and 
obligations unaffected. The different actors involved in Responsible disclosure all have a role. 
Below are summarized the respective responsibilities. 



The organization owner / manager of an information system, the organization, which owner / 
operator or provider of an information system is primarily responsible for the security of this 
system. This is the organization responsible for the way a sequel is given to the report of a 
vulnerability. The organization may choose to hand of this guidance an openly propagate policy 
for Responsible disclosure to determine. 

The detector of a vulnerability 

The spindle can perform in a practice of responsible disclosure is the detector. The detector has a 
vulnerability in any way able to observe and to contribute to the security of information by this 
vulnerability disclosure and vulnerability to an organization to remedy. The detector of a 
vulnerability is responsible for their own actions and the way he / she has discovered 
vulnerability. Reporting the vulnerability indemnify the detector, if by demonstrating the 
vulnerability an offense has been committed, not the possibility of a criminal investigation and 
prosecution. Organization and detector can in the framework of responsible disclosure is agreed 
that with respect to any criminal act no declaration will be made. It may also be understood that 
no civil action is taken. 

The NCSC 

Responsible disclosure is primarily a matter for concern and alarm organization to which an 
organization has a policy to adopt. This does not mean that the NCSC has a role in encouraging 
the pursuit of a policy of responsible disclosure. It also has the NCSC a role in spreading 
knowledge about vulnerabilities in ICT to government and critical sectors. The NCSC by 
organizations may be involved, as appropriate, on detected vulnerabilities informing other 
organizations. The NCSC, if a message directly to the NCSC is done, try the detector in contact 
with the organization. 

Below are the building blocks for Responsible disclosure appears. These building blocks ensure 
the organization, the detector and the NCSC. 

4.1 The organization 

Propagating Responsible disclosure begins with an organization that owns information or 
supplier of a product. 

The owner / supplier is indeed primarily responsible for the information security of these systems 
or products. The important thing here is that the organization has the choice to establish a policy 
for Responsible disclosure to adopt and implement. In this way it can be worked in an effective 
manner to the resolution of vulnerabilities. 

Through the establishment of a policy for the organization Responsible disclosure is clear how 
they would handle reports of vulnerabilities. This is already done by various parties and might 
work as follows: 



The organization has a policy on Responsible disclosure and publish policies for Responsible 
disclosure publicly known. 

The organization makes it accessible for a detector to make a notification. This can be done by a 
standardized manner, for example, an on-line form, to be used for making of reports. Here, the 
organization can weigh up to anonymous messages to receive. 

• The organization reserve capacity to adequately notifications can react. 

• The organization takes the report of a vulnerability in receipt and ensures that as soon as 
possible reaches the department that the message can best assess and may examine. 

• The organization will send an acknowledgment of receipt of the notification, preferably 
digitally signed to the priority to emphasize the detector. After join the organization and 
the detector in contact about the further process. 

• The organization shall determine, in consultation with the reporter the deadline by 
which any publication will take place. A reasonable standard term that can be used for 
software vulnerabilities is 60 days. The fix vulnerabilities in hardware is difficult to 
achieve, this may be a reasonable standard period of 6 months may be used. 

• In consultation may be desirable to extend this deadline or shorten if much or little 
systems rely on the system on which the vulnerability is reported. 

• If a vulnerability is not or difficult to solve, or if there are high costs are involved, may 
agree to the detector and organizational vulnerability undisclosed. 

• The organization keeps the detector and other stakeholders informed the progress of the 
process. 

• The organization can convey that the organization detector credits will give, as the 
reporter wishes, for doing the reporting. 

• The organization may choose to have a detector a reward / appreciation to give for 
reporting vulnerabilities in ICT products or services, if the detector is on the rules 
contained in the policy account. The height of the pay may be dependent on the quality of 
the message. 

• The organization may, in consultation with the notifier agree to the broader IT 
community about the vulnerability when it is probable that the vulnerability also exists in 
other places. 

• The organization shall act in the adopted policy about not taking legal action if 
continued with the policy is adhered. 



4.2 The detector 

The spindle can perform in a practice of responsible disclosure is the detector. The detector has a 
vulnerability in any way able to observe and to contribute to the security of information by this 
vulnerability disclosure and vulnerability to an organization to remedy. Detectors recognize this 
as an important social responsibility and take by vulnerabilities responsibly to reveal. To achieve 
a successful practice of responsible disclosure to come, apply for the detector the following 
blocks: 

• The detector is responsible for their own actions and causes the message to the primary (system 
/ information) owner is done. 

• The detector will be notified as soon as possible do to prevent malicious vulnerability also find 
and abuse it. 

• The detector will be reported in a confidential manner by the organization do to prevent others 
from accessing this information. 

• The detector will not disproportionately act: 

• by making use of social engineering to themselves in this way providing access to the system. 

• by its own backdoor in an information places then used to demonstrate the vulnerability, since 
it further damage can be caused and unnecessary security risks are run. 

• by a vulnerability to further idlers than is necessary the vulnerability fixed. 

• by data from the system to copy, modify or delete. An alternative to this is to create a directory 
listing of a system. 

• by changing the system to apply. 

• by repeatedly accessing the system to obtain or access to share with others. 

• by using the so-called "bruteforce 'access to systems, here is indeed not a vulnerability, but only 
of repeatedly trying passwords. 

• If alarm and organization match the vulnerability is made public then makes the detector 
nonpublic until all the organizations involved are well informed and they have indicated that the 
vulnerability is resolved, in accordance with the agreements. 

• Finally, the detector and the organization agree on informing the wider ICT community. This 
may for instance be the case of a (not yet known) vulnerability of which is known to be 
associated with more sites may be present. The NCSC may be involved to central government 
and the audiences vital to operate. 



4.3 The NCSC 

Primary Responsible disclosure is a matter that concerned organizations and detector. The NCSC 
will however use a policy of responsible disclosure stimulating. Also, the NCSC in consultation 
between detector and organizations concerned to provide information about the vulnerability of 
the target group in order to share it further safety risks arising from the vulnerability, to reduce. 
If a (potential) detector directly into contact with the NCSC, NCSC will seek the detector with 
the organization in touch. 

The NCSC will, if possible, the information about technical vulnerabilities in coordination 
between organizations and detectors use the knowledge to further share with the ICT community. 
For example, by the publication of a piece of information, writing or updating a fact sheet or 
white paper or directed informing organizations. 

• The NCSC will, in cases where a notification is made to the NCSC, try the (potential) detector 
and the organization into contact with each other. 

• The NCSC will, if they are informed of a vulnerability, other parties within the target group of 
national government and inform vital sectors. 
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