 Name:……………………………………………….
Address:……………………………………………….
………………………………………………..

……………………………………………….

Phone:……………………………………….

E-Mail:………………………………………..
Date: ………………………….

To

Chief General Manager-in-Charge, 
Department of Banking Supervision, 
Central Office, 3rd Floor, 
World Trade Centre, Cuffe Parade, 
Mumbai-400005. 
e-mail : cgmicdbsco@rbi.org.in 
Regarding: G Gopalakrishna Working Group on Electronic Banking

Dear Sir

I refer to the press release of RBI regarding submission of comments on the G Gopalakrishna Working group on Electronic Banking and wish to submit my comments as follows.

I thank you for having given me an opportunity to record my comments on the working group report which has a huge impact on the safety and security of Banking systems in India in the emerging digital era.

I as a  Citizen of India and a consumer of Banking services supervised and regulated by Reserve Bank of India have a legitimate right to provide my feedback on the working group as an important stake holder. 

1. I observe that the committee was not entirely a group consisting of regulators and had a representation of two Banks and a couple of IT Companies from the private sector who had a stake as vendors of services to electronic banking. It was regrettable that the most important constituent of banking namely the “Customer” was not represented in the working group either directly or through any NGO. I consider that this was a serious policy lapse and should be noted for correction in future committees. Such a constitution is likely to result in recommendations which are not in public interest.
2. I understand that RBI is in the process of constituting a standing committee towards implementation of the recommendations of the working group and request that such a committee should either be entirely a committee of the RBI officials or in the alternative have a balanced representation of all stake holders including the customers.
3. I note that this working group set to improve upon the recommendations of the S R Mittal Group based on which RBI had issued an Internet Banking guideline on June 14 2001. It is to be noted that that the notification of June 14 2001 was conspicuously ignored by Banks particularly in respect of 

a. Introduction of the legally acceptable PKI technology for authentication of e-mails and Internet transactions

b. Banks assuming legal risks for losses arising out of hacking etc.
c. Banks obtaining insurance against losses arising out of hacking etc.

4. I as a victim of a Phishing fraud in ………. Bank, wish to bring to your notice that the non-compliance of the RBI guidelines resulted in the commission of the fraud which cost me a loss of Rs …. and a serious erosion of my faith in Indian Banking system as a safe avenue of investment for my hard earned savings.

5. I observe that there are some recommendations in the working group which appear to be meant to dilute the security obligations of the banks, curtail the rights of the Bank Customers and to continue the legally impermissible methods of authentication. Instead of Banks being forced to adopt compliance measures by conducting a legal compliance audit and implement the required measures to fill the gaps, the working group suggests modification of laws to suit the commercial requirements of the banks. I request that such recommendations should not be considered for implementation.

6. I suggest that every Bank should be mandated to report in the annual reports and on their websites an “Legal  Compliance Report” where they should declare the measures taken for compliance of Information Technology Act 2000 as amended by Information Technology Amendment Act 2008 (ITA 2008) declaring inter-alia the measures taken for securing information security in Electronic Banking and the impact of such measures during the year under report. The report should state the total number of reported complaints from customers of unauthorized transactions and how they were disposed.  Banks must report the value of insurance obtained against frauds in Internet banking,  the claims made thereof, claims received and rejected.
7. Internet banking should be enabled for the use of digital signatures and option should be provided to the customers to use digital signatures for access. Those who do not want to use digital signatures should be provided restricted access without online  third party fund transfer facility. Requests for enabling third party transfers should be only through written instructions with a visit to the physical branch and restricted to a per transaction, per day limit. All non-digital signature based access should be supported by a robust multi factor pre-transaction authentication with a cooling period of not less than 24 hours. Customers opting for non-digital signature based access should sign a written undertaking accepting the legal liability arising therefrom.

8. Banks should be advised by RBI that Phishing as well as transactions on lost credit cards are like offences involving forgery and should not be debited to the customer. 

9. Practice of Banks incorporating unconscionable clauses in Internet Banking contracts, posting them on the web without the consent of the customer should be stopped forthwith. The June 14, 2001 guideline of RBI had indicated that all accounts should be opened with physical signatures and this system should continue unless both the Bank and the customer can execute digital contracts with digital signatures.

Regards

Yours Sincerely
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