























turnover (refer Figure 25) shows that there is no ‘drastic’ drop in the team size even in smaller
organizations. This trend highlights that even smaller organizations acknowledge the importance of
security and make investments commensurate to their requirements.

Segregation of Information Security and Data Privacy

Growing data privacy concerns are resulting in organization SEGREGATION OF
undertaking initiatives that go beyond IT security and focus on INFORMATION SECURITY AND
data privacy controls. The survey reveals that this global trend is DATA PRIVACY FUNCTIONS

yet to catch up with a large section of the participants as 89% of
organizations are not planning to segregate data privacy and
information security functions in the near future.

Key Performance Indices (KPls)

The survey results show that many participants have established
indicators for measuring the performance of Information Security
function.

It is observed that respondents who have established “Somewhat”
defined KPIs are almost as many as those who have established Figure 26
“Strong KPIs” (refer Figure 27). Nevertheless, considering the challenges involved in defining strong
KPIs for information security, the fact that 87% of respondents have KPIs in place does emphasize the
maturity of information security functions in the Indian industry.

It is also noteworthy that close to 67% of organizations that have implemented a decentralized
information security function have “somewhat defined” KPIs or have not defined any.

STATUS OF KEY PERFORMANCE INDICES

Figure 27
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Security Practices

The security of electronic information is dependent on the policies and even more on the practices
being followed. The survey results tabulated below (refer Figure 28) show the following key trends
with regards to adoption of good practices amongst the participants.

° Need-based-access: Financial Services and IT/ITeS organizations are more cognizant of the

risks related to providing unrestricted access to information assets.

’ Fi ial \ELTE
Activities ma'.“:'a IT/ITeS ; PSUs Telecom
Services facturing

Standard operating environment (Fig

Figure 28
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Non-business Applications & Web access: Organizations are actively restricting access to web
and messaging sources to mitigate risks such as information leakage, exposure to malware,
etc.

Email Security: Organizations unanimously look at implementing solutions that classify the
attachments, based on their safety that can be circulated through mail.

End-User Security Controls: PSUs seem to be laggards in implementing security controls in
the end-user security such as application of latest patches on the systems, verifying
authorization of software in use.

Online Access: While respondents from the financial services segment seem to be leading in
implementation of security controls, very few of them have implemented controls to restrict
access to personal mails, public instant messaging or social networking sites.
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Maturity of Security Program

PROMINENT TRENDS IN APPLICATION SECURITY INITIATIVES

Siginifcant Skill Present

Critical Applications Under Application Security Program
Frequent Penetration Testing

Separate Application Security Function

Threat Modeling & Security Architecture

Presence of Formal Guidelines

Regular Security Code Review

Service Based Approach for Testing

Maturity in Integrating Security with SDLC

Outsourcing Application Security

Application Security Initiatives

The survey results reveal that participants, specially from IT/ITeS,
financial services and telecom, have established measures to
secure their critical applications against vulnerabilities. Across
industry segments, it is observed that 57% respondents have
covered their critical application under their application security
program (refer Figure 29), and 48% of them carry out frequent
penetration testing. Significant number of organizations also
adopt measures such as separate function for application security,
architectural treatment to security at application layer and
establishment of formal guidelines for secure application
development and deployment. This indicates that application
security function is maturing at Indian organizations

Participants from Financial

Service segments employ
specialized skills for application
security, 75% of them have

developed in house skills in this
36%

area.

The Indian industry needs  SeparateFunction

stronger emphasis on
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Presence of Skills

¥ Qutsourced

60%
57%

Figure 29

MATURITY IN INTEGRATING
SECURITY WITH SDLC OF

APPLICATION
Financial Services 43%
Telecom 33%
IT/ITeS 31%
Manufacturing 23%
PSUs 15%

Figure 30

APPLICATION SECURITY PROGRAM MANAGEMENT

Frequent Pen-Tests  Coverage of Critical
Applications

WFiHaiiss Figure 31



integrating security in the application SDLC. Though there has been some focus on this, (refer Figure 30)
more work still needs to be done in this area .

The survey also reveals that organizations are adopting “Outsourcing of the Application Security Tasks”.
Key application security initiatives showed a higher effectiveness in environments where related tasks
were outsourced (refer Figure 31).

Data Security Initiatives

The more commonly implemented data security initiatives include controls such as appropriate policies,
classification of information and securing access to data from privileged users. Survey results revealed
that these have already been implemented by organizations across industry sectors. It is also evident
that less than half of the respondents seem to have significant visibility over data (refer Figure 32).

One conclusion that may be drawn from these results is that while the basic policy-level control on
classification of data may be in place, the effectiveness of such controls only improve when all
information get classified according to its importance and criticality; as treated accordingly. However,
the practical challenges in achieving this clearly highlight the need for adoption of automation and
standardization of security practices.

Organizations from the IT / ITeS industry understandably lead when it comes to classification of
information over respondents from other industry segments. This is largely driven straight by the need
to isolate and securely manage information pertaining to different clients.

The results highlight that manufacturing organizations are laggards in terms of classifying information

PROMINENT TRENDS FOR DATA SECURITY INITIATIVES

Secure Administration of Database
Classification of Data

Security from Privilege User
Significant Visibility over Data

DLP

File/folder Encryption

Native Capabilities for Encryption
Data Auditing Tool

DRM

Third -party Tool for Encryption [N 24% Figure 32
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and secure administration of databases. This leaves them prone to risks of exposure of critical
information residing in the databases of Enterprise Resource Planning (ERP) systems. (refer Figure 33
and 34)

ADOPTION OF DATA CLASSIFICATION PRACTICES

Telecom _ 56%
psus [ 62%
Manufacturing _ 57%
mres I <%
Financial _ 68%

Services ADOPTION OF POLICIES FOR SECURE

Figure 33 ADMINISTRATION OF DATABASES

Telecom [ 80%
psus [ 8s%
Manufacturing _ 48%
m/tes [ 76%
Financial Services _ 79%

Figure 34
Disaster Recovery Practices

Eighty six percent of the survey respondents indicate that they have implemented a formal disaster
recovery plan (DRP). However, there are organizations that have implemented only certain aspects of

the recovery instead of having a comprehensive disaster recovery plan.

The survey also reveals that “Regular backup of critical information” is the most important activity
covered under disaster recovery planning (refer Figure 35).

ASPECTS OF DISASTER RECOVERY IMPLEMENTED IN ORGANIZATIONS

87%
- ) ] ] . .

Regular Backup Continuous Backup Personnel Regular Testing Clear Lines of Satellite Sites
Improvements Communication

Figure 35
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Integrating Business Continuity Planning with Human Capital

The survey results reveal that business continuity plans of a large majority of respondents give due
importance to human capital. Several aspects including health and safety, communications, succession
planning and training are already implemented as part of the continuity plans in such organizations.

An important factor in the success of any BCP is communication, and participants from manufacturing
and PSU segments did not fair as well as others in this regard. (refer Figure 36).

COVERAGE OF COMMUNICATION PLAN WITHIN BCP

Financial Services 89%

e | %
relecom | 7%
esus [ 5+
manufacturing | s> Figure 36

Convergence of Physical and Information Security

The survey results show that 2 in every 3 organizations are converging their Information and physical
security functions. (refer Figure 37)

CONVERGENCE OF INFORMATION AND PHYSICAL SECURITY

Figure 37

o Yes No
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Security Technologies

The survey results indicate that the Indian industry has moved beyond just securing its perimeter and is

considering leading technologies to protect end-points and data.

An analysis of the most widely-implemented tools in the Indian industry shows that while anti-virus

and patch management are the most deployed tools. Security information and Event Management

(SIEM), network security solutions such as SSL-VPN and data recovery capabilities are also widely

accepted. (refer Figure 38).

A closer analysis of the
security solutions being
considered by the
participants from IT/ITeS
and financial services
reveals that these two
segments of the industry
follow quite similar
trends. Participants from
both these industry
segments are considering
virtualization security and
end-point security for
implementation in the
near future.

Public Key Infrastructure
(PK1), SMS based
authentication and
Federated Identity
Management solutions
find few takers.

MOST IMPLEMENTED SECURITY SOLUTIONS

Antivirus/Anti Spyware (End-point)
User ID/Password

Anti-Virus (Messaging)
Anti-Spam

Patch Management

SSL-VPN

Data Recovery Capability
Content Monitoring and Filtering
SIEM

Directory Structure

Privilege Account

Activity Monitoring and Auditing

Public Key Infrastructure

94%

92%

92%

89%

83%

78%

72%

71%

71%

71%

71%

70%

Figure 38

It was also observed that the industry is keenly following the developments in virtualization security,

governance risk and compliance, Unified Threat Management solution and DLP.

The radar diagram on the next page depicts the level of industry acceptance of the various security

solutions.
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TECHNOLOGY ADOPTION TRENDS

End-point
Encryption & DRM

Anti-Malware

Anti-Spam

Virtualization !
Security Patch Management

Forensics
Management Figure 39

Identity Grid

Arrows pointing toward the center are active, approaching, and strengthening: This includes
tools that are being considered for implementation such as endpoint protection and
virtualization security. The comparative proximity of the arrow to the center of the diagram
indicates that it is already witnessing a high degree of adoption as compared to others.

Outward-facing arrows indicate already prevalent trends that will grow weaker in the future:
These include traditional security solutions including Anti-virus, Anti-Spam etc that have already
been deployed and in future may only be a basic requirement for building further controls.

Arrows on the perimeter indicate weak trends: This includes solutions that are yet to generate
interest in the industry. Public Key Infrastructure (PKl), Identity Grid and Forensics Management
may just be tools that have arrived a bit ahead of time for the industry to take full advantage

of.
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Legal and Regulatory Ecosystem for
Information Security

The survey results have unequivocally established that there is a concerted effort to address information
security and data privacy concerns — be it at an organizational level or at a wider level through bodies
such as DSCI and CERT-In. But a significant factor that is critical to the success of such initiatives is the
overarching legal and regulatory ecosystem in which these organizations operate.

The Indian government has undertaken significant initiatives to strengthen the cause of information
security and data privacy in the industry. IT Act 2000 and IT (Amendment) Act, 2008 establish the
foundation that is imperative to creating an environment conducive to the security of information in
business transactions. Empowerment of CERT-In through the amendment is another crucial step that
will have far-reaching impact on ensuring effective implementation of the rules and guidelines
established through the act. Through the survey we collected data on how the Indian regulatory
environment is perceived by the Indian industry.

IT (Amendment) Act, 2008

Survey participants’ perception about the influence of IT (Amendment) Act, 2008, on the information
security and data privacy is positive. The industry is reasonably convinced about its effectiveness towards
establishing a baseline for reasonable security practices within organizations. This perception is not
plain optimism but is rooted in awareness of the compliance requirements that the IT (Amendment)

IT (AMENDMENT) ACT, 2008 - INDUSTRY PERCEPTION

Establish Strong Data Protection

Regi 86% 14%
egime

Provide Assurance to 77%
International Partners
Provide Clear Definition of Cyber

0,
Crimes and Cyber Terrorism ges

Facilitate Speedy Trial of Cyber 57%

Crimes
Address Crtical Infrastructure 54%
Protection Requirements .
Encourage Expansion and

49%
Growth of E-commerce Activities .

Figure 40
M Yes No
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Act 2008 will mandate (refer Figure 41). This awareness may also be the reason behind the belief that
the legislation will have a positive impact on the global perception of the Indian legal framework for
data protection (refer Figure 40)

On the other hand, many participants expressed that the act itself may not be enough and had divided
opinion on whether it can address operational issues such as providing protection to critical infrastructure,

expediting trials and may not also have significant impact on the growth of eCommerce in India.

AWARENESS OF IT (AMENDMENT) ACT, 2008 COMPLIANCE REQUIREMENTS

. Yes No

Figure 41
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Significance of CERT-In in the Indian
Information Security Ecosystem

CERT-In is a body that is widely recognized as an
agency that can provide direction and guidance to
the Indian industry for responding to computer
security incidents and providing assistance in
implementing proactive measures to reduce
associated risks. This recognition is evident from
participant’s awareness of the same (refer
Figure 42).

While CERT-In has been influencing the information
security and data privacy initiatives in the Indian
industry for some time now, the enactment of the
recent amendment implies that it has an even bigger
role to play (refer Figure 43).

As per the survey results, the initiatives undertaken
by CERT-In to assist organizations in addressing
security challenges proactively, seem to be
succeeding through its mailing list, which is widely
subscribed by the industry.

More than seventy percent of the respondents
subscribe to CERT-In mailing list and regularly visit
the CERT-In site. This clearly indicates that
organizations interact with CERT-In for advisory and
guidance for responding to computer security
incidents.

AWARENESS ABOUT CERT-IN

Figure 42

M Yes No

AWARENESS OF THE ROLES AND
RESPONSIBILITES OF CERT-IN AS PER IT ACT
AMENDMENT

58% Figure 43

. Yes No

The survey revealed that most of the respondents perceive that key take-away from reporting such

incidents is generating better understanding about the incident (refer Figure 45).

On the other hand only one third of respondents plan to interact with CERT-In to report incidents that

they may encounter (refer Figure 46).

It is evident from the results that while organizations regularly interact with CERT-In for advisory however
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there are concerns deterring organizations from reporting incidents. This may be due to perception
about negative publicity.

In order to assist the industry better, CERT-In will have to address concerns and create better awareness
in the industry on its role.

NATURE OF INTERACTION WITH CERT-IN

Subscription to CERT-IN Mailing List
Regular Visits to CERT-IN Site to o
Increase Awareness
Regular Visits to CERT-IN Site to 50% =
Download Knowledge Material : ' Figure 44
B ves No

KEY TAKE-AWAYS OF REPORTING INCIDENTS
Increased Awareness ﬂ_nl:_icfut
Vulnerabilities
Better Management of Incident
| d Contributi to S it
ncreased Contribution to ecur! Yy
Coummunity
Better Understanding of Incident )
Figure 45

RESPONDENTS REPORTING INCIDENTS TO CERT-IN

M Yes No
Figure 46
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Epilogue

"
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Conclusion

India is increasingly recognized as an important player in the field of IT, not only because of its leadership
in providing IT services organizations across the globe, but also because of increasing adoption of IT by
Indian organizations and by various government departments. For availing complete benefits of IT,
both in the case of outsourcing industry and domestic industry, IT requires fine balancing of the risks
associated with it. This survey captures how Indian industry is prepared to address emerging data
security and privacy challenges. As it covers industry segments like IT/ITES, Financial Services,
Manufacturing, Telecom and Public Sector Undertakings, it gives a fair insight into the state of data
security and privacy in the Indian industry as a whole. Along with assessing industry initiatives, the
survey also captures Government of India’s initiatives to establish an appropriate legal framework. This
survey, thus, helps understand the ecosystem as it obtains in India; led by industry on the one hand, and
supported by the government, on the other hand, for enhancing security and privacy culture.

Security is now an important function of an organization’s ecosystem, becoming a top priority across all
Industry verticals. Privacy is also attracting attention of organizations, reflecting increasing concern of
end users, be it Indian nationals or end customers of organizations that are outsourcing their operations
to India. While facing the evolving challenges, the industry is seen adhering to leading practices and
acquiring newer technology options. Industry does not appear to be restrained in adoption of trends
like mobile computing, wireless technologies and virtualization, because of security concerns. They
tend to adopt appropriate security solutions to address the security challenges that arise out of the
changed IT ecosystem. In comparison to the global trend, Indian industry is seen to be in the process of
maturing their programs in application and data security. The survey specifically selected these two
areas as we witness current momentum of security concentration at application and data layers. Although
key industry verticals like IT/ITES, Financial Institutions and Telecom are taking leadership positions as
compared to others, the overall position is improving in terms of enhanced level of preparedness.

The survey also captures the positive perception of the Indian industry about recently enacted IT
(Amendment) Act, 2008 and its importance of establishing strong data protection and cyber security
regime in the country.

The results of the survey will help organizations understand the trends to benchmark their security and
privacy initiatives and may also help in articulating the current state of Indian industry, and in perceiving
the national level picture of the current level of preparedness. The survey results will be of particular
interest to national level initiatives. On the one hand, it gives critical inputs to DSCI and NASSCOM to
formulate their strategy and programs; while on the other hand, it gives key information to CERT-In
(DIT) that may help the government formulate policies that ensure a high level of assurance.
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Key Messages

The survey results provide insight into the information security and data privacy environment within
the Indian context. There is evidence that validates general perceptions and there are some eye-
openers as well.

° Information security has taken a prominent position in hierarchy of participating
organizations.

° Respondents seem to have implemented basic information security solutions and are
keenly following the progress of technology that will enable securing data

° Extended business environment including mobile workforce, third-party vendors,
partners and other stakeholders is posing a significant challenge in securing of information
assets

° Respondents from the IT/ITeS and financial services seem to be better prepared to
address information security and data privacy challenges

° Respondents from the above two segments also show greater propensity to adopt new
solutions and practices whereas participants from Manufacturing and PSUs appear to be
laggards

° There is evident trend towards greater maturity in application security function in
participating organization

° Information security controls and physical security controls are converging
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