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Raju: In a heck of a lot of trouble. is he’

If the title confuses you, let me quickly catch yquon this story. Satyam is one of the largestdinpanies in India and has
been the darling of the Indian outsourcing indutrysome time now. The company is/was run by RarmgalRaju, who has
been hailed as one of the leading lights of Indiaterprise. Well, it so happens, that the WorldkBaas one of Satyam’s
customers, and their experience brought out irgofien what we've been hearing various murmurstatimt outsourcing to
India is becoming increasingly dangerous, and ¢heice delivered by Indian IT companies is contiguio decline. Not only is
this reflected in the quality of output, but alsale free-falling standards of plain old-fashiomediness ethics.

While working with Satyam, the World Bank discowtbat Satyam had been stealing proprietary WoddkBnformation.
Yahoo News! hadhis to say

“The World Bank move came after bank investigatiissovered that spy software was covertly instadled
workstations inside the bank’s Washington headagusit

Any customer outsourcing to India, or Satyam irtipalar, would cringe while reading this. This stoaises very serious
questions about the integrity of the customers’ gystems... and frankly, the privacy of millions ohsumer’s personal and
financial information. It only took a bit of resedairto discover that Satyam has plentyiofincial services customeiigcluding
banks. They also enahleobile commercdéransactions. Well, how safe is that consumerbiaw that we know Satyam has
been deliberately stealing proprietary informatiiam its own customers and indulgingah sorts of other financial frauds
what reason do we have to believe that this pret@Es exclusive to the World Bank? Who else c@dtyam have stolen fror
Do erstwhile Satyam customers have to invest ireesive audits to ensure that consumer informatimhagher proprietary data
is safe?

American companies like IBM and Accenture are alygamping in to drive the last nail in Satyasrcoffin, but the bigger
questions that need to be focused on, are: Whatttiiemeans to indian industry in general? Ands ®atyam used as a tool of
espionage by the Indian government to steal prigpyienformation from important agencies, comparied countries? The fe
that the World Bank is the first target to be dised should certainly warrant more careful scyutiSatyam’s dealings with
other important institutions.

With regard to the first question, | think the wrg is on the wall. American businesses will hawesgy hard timerusting

Indian IT companiethe way they did prior to this disastrous scan@lais is high profile enough that we wouldn’t bemised

if some regulatory agency in the US took notice aradie it more difficult or impossible, in some cgder American
companies to outsource to Indian software firms Tdian news media is abuzz with the disastroygidations of the Satyam
fraud; investors have lost billions of dollars, @X) employees stand to lose their jobs and theagpn of Indian enterprise has
been seriously blackened. No small potatoes.

Coming to the second questi this is a very, very serious issue and one thatipleiinstitutions, includin US intelligence
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agencies should look into. The Raju family has \a&gp political connections in India and may yetifa way out of this crisis.
Was it really possible for multiple systems inside World Bank, managed by Satyam, to have suarei#t and espionage
software installed on them without the manageméBatyam finding out? And if it was, once this veliscovered, why did
Satyam fight the World Bank so publicly? Clearlye tdecision to push back on the World Bank hackttaken at the Raju
level. This company, was after all, a dictatorsl§ip.Raju had to have known that a) information beiag stolen from the
world bank illegally b) the World Bank now knew atbdt and c) that Satyam’s response - rather tloaperation was absolut
refusal to acknowledge the theft of data.

Was such a bold, brazen and public response issuB@ju because he knew no one in India could tdirtt? Why would he
think that? Was it just because of his politicahiwections or because he knew there were severplgp@ihin the Indian
establishment that would come forth to protect bimthis issue?

There are many, many unanswered questions. If &&uSatyam have been used by the Indian Goverraménhtelligence
agencies to steal important data from global iastibs, are they the only ones? What about ther otfagor indian outsourcers?

Come to think of it, the involvement of a leadingsmessman in acts of global espionageild not be dirst. And the fact that
indian outsourcers have their tentacles deep iestevn businesses do make them a very attractiveesof information on
other governments and citizens across the globgldGbe Indian intelligence agencies resist suatptation?
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1. 'N‘& Asim said, on January 10th, 20098at9am

Good informative article!!!

2. The Jaywalker said, on January 10th, 20091&t40pm

Was about to write something about it....good analgsid reporting!

3. a Naavi said, on January 11th, 20092a56 am
The article is a motivated anti-india article.

While the incident quoted is probably true, itlieady known that the information alleged to hagerbstolen was
ascribed to China. So the question if espionagedhia is in correct. It could be espionage by China

We in India have already raised the alarm as perhamg part of “Cyber War” preparation by China.
Naavi.org (www.naavi.org) has already carried maotgs on this.

We are looking at this as an Information Seci negligence by Satyam. It needs to be tac
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Yes we are aware that the recent Enron like frausatyam is a matter of concern.

But this is a matter of bad Corporate Governaneerstatement of profits in the books from whichastors have been
mislead. This has no relation to issues such agitBage”.

We also accept that most top business housesavidl political clout. The nexus is bad and profesd®in India always
express their dis approval for the same. This isgfahe corruption in the political system bubaghas no relation to the
idea expressed in this article.

| must however appreciate the creative ingenuitshefauthor in expressing his opinion which wendid may consider as
sinister.

Just as US overcame the Enron shock, we will oveecthe Satyam shock. Let Pakistan wait and see.

| wish intelligentia in Pakistan (I consider thetzar to be part of this strata) turn their attentio re building Pakistan’s
credibility as we in India will try to re build theredibility of our Corporate Governance system.

Is the Pakistani intelligentia willing to take tbkallenge of converting Pakistan into a vibrant deratic state [#$%"#$
%]?

4., ﬁ'} techlahore said, on January 11th, 20096a86 am

Naavi, it remains to be seen who will overcome Wutghocks, but suffice to say that the article selolbon facts now
firmly established and reported by numerous pubbea, including indian newspapers. Satyam was bgedomeoneto
inject spy/espionage software into World Bank cotapsi This has been proved. These computers weningiat the
World Bank’s US offices. There is no doubt viz tfast. The Satyam employees involved in all of thése Indians. No
one can contest this either. And when the WorldkBaported this to Satyam management, they thredttére World
Bank with negative publicity. This is also a maté&public record. So in this case we are talkibgua firmly established
facts reported in the Indian media, not fictionassiers put together by a biased party, for inganc

The net-net here is that this was a cyber attaakclaed on American soil against an internationstitution, by an Indian
company whose leadership is politically connectellimdu politicians in India.

This is part Il in a very worrying trend which begaith the arrest of a serving Indian Arroffice, Col. Purohit, who is i
custody and has been found to be the terrorisbresiple for blowing up the Samjhota express tréwu will recall that
Purohit is the infamous terrorist who, along wither people from the Indiaarmy, planted bombs in the train, which t
caused the loss of many Pakistani and Indian lives.

The penetration in the Indian military of terromsttremists has been established by this incident,now we are
watching espionage against the US and internatiostitutions unfold, carried out by Indian commmiThese issues
have to be investigated and will be dealt with appiately by the international community.

5. @ Naavi said, on January 11th, 20097a46 am

Your facts on the World Bank attack is wrong. Trgavere found in the network which was a secunigabh. Two IPs
which indicated possible remote destination ofkéye logger have been traced to China. This incigkexs reported in
October 2008 and you can see the referenbén/www.naavi.organd other places.

Now coming to the current crisis in Satyam, pleaste that the Government of India has already naagleod move in
appointing a three member Board and one of the mesrib Mr Kiran Karnik of Nasscom, Mr Deepak ParekiiDFC
and Mr C Achyutan of SEBI, all professionals who te trusted to do their best for the revival ofy8an.

Remember that Satyam is not financially sick sibhé®having profitable operations even now thotiggre are liabilities
to be met in future.

But what is important is that India is not a coyraf denials like Pakistan. We shall try our bestoérrect the loss of

image and you will see the difference in the contdaygs.

6. @ Naavi said, on January 11th, 200<7:5% an
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| donot want to divert this discussion into thedesm related discussions but we in India are awaat the Government
in Pakistan is controlled by ISI and the Military

That's why we feel that there is little future f@akistan as a country.

We feel that the Government of Pakistan had a gppartunity after the 26/11 incident to come oetel but failed to do
so. We are as much sorry as some of the intelllsctdid@akistan that the country is slowly passisgontrol to the
extremist elements.

If you are elated at the one Col Purohit beingste for one incident, so be it. It gives you adseekeep misleading the
Pakistani people that India is a terrorist stat# Rakistan is the victim country.

7. @ DSK Raosaid, on January 11th, 200903 am

What is happening and happened at SATYAM is unfate. Having said this let us get straight abatitlas of this sort
which want to use this to malign India. This isahbre Publication and definitely will ttp get the best mileage out of
situation to harm India. Now coming back to SATYABAga, companies world over does what SATYAM hasdord
America leads the pack. Having said this please tia following

* Companies like ENRON, .. supported by Arthur Argten which are no more have done these kirgtams in USA ar
these kind of scams called PONZI scams originatddSA & UK . See this link for more details
http://specials.rediff.com/money/2009/jan/05slid¢b&worlds-biggestfrauds.htm

* PwC (US Based Auditing Firm) is the Auditors 8ATYAM and also to around 300 Indian organizatiorguding
Central/State & Private organizations. All thesgamizations accounts need to be relooked and Pek@edkiout of our
country

* World Bank & it's representatives as per seveeglorts available on Public Domain are known farwgt practices and
it may interest members that many of the projeatggled by Maytas are world bank funded. Lahore shimak into all
WB projects in their country also!

* Most of the Financial Systems have IDS(Intrudeté&xtion Systems) installed. Akent world bank should have tak
all necessary precautions and the allegations redgriother reasons

* We should also question SEBI, MCA, CLB, RBI ethavare supposed to be whistle blowers and operatinbax
Payer’'s monies

India has definitely a great advantage wrt théarteed and young work force and the world can aaegnore it\
Regards,

DSK Rao

Global IT & Innovation Consultant,
Hyderabad

dskrao65@gmail.com

8. M Junaid Khan said, on January 11th, 200918t16am

I wonder how stupid one can get in his argumengaothat what Satyam has done has been done é@yaatimpanies
world over and lead by Americans. Is this the ficsttion given by the self claimed intelligentsiliodia? If yes i think
the argument is over at this moment because arguithgperson who consider what Americans do asiadation of righ
and wrong are destined to be doomed.

And yes Pakistan is passing through a critical fmewe are very much sure that our neighbour lhdgtremendous
contribution in it and we will get back to them enee are done with the other enemies we are fatiwsgly, plainly
blaming your neighbours for your own weaknessesvsimumes of India psychology. China is blamedtfas and
Pakistan is blamed for self staged Mumbai attacks.

You should be sure of one thing that the comingegation of Pakistanis are well aware of your seristesigns and will
not let you harm our motherland.

Great work TechLahore team for highlighting thisuis. Pro-pakistan would like to republish it withuy permission for
wider coverage to the Indian corruption.

9. @ DSK Rac said, on January 11th, 200€11:4% arr
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10.

11.

12.

13.

Can you have positive articles on IT or any otlegrabilities of Pakistan which they woefully laclstead of fault finding
with India and gleefully doing wishful thinking. n&art’ people like M Junaid Khan may find some skelesarguments
'stupid’ as they lost their reasoning powers leagrin Madras

’ﬂi techlahore said, on January 11th, 20094a24 pm

DSK, if you are so interested in reading about §takis achievements in IT, this site is full of Bugticles. Your
commendable desire to learn about Pakistan’s sses&sn be fulfilled here:

Karachi IT tower will be largest in the world
http://techlahore.wordpress.com/2008/06/10/karietuwerwill -be-largestin-the-world/

Pakistan’s growing software expertise increasiagliéfence capbilities
http://techlahore.wordpress.com/2008/11/26/paksstanowingsoftwareexpertiseincreasingits-defencecapabilities/

“Pakistan has the world’s largest WiMAX network Hlvdmerican catch up?”, wonders TMCnet
http://techlahore.wordpress.com/2008/12/14/pakist@sworldslargestwimax-networkwill -americacatchup-wonders
tmcnet/

Japan’s DTS to invest in Karachi Software Park
http://techlahore.wordpress.com/2008/11/13/japi#teso-invest50min-karachissoftwarepark/

Is Pakistan the best place on earth to launch a2\Mebompany?
http://techlahore.wordpress.com/2008/08/1pakistanthe-bestplaceon-earthto-launcha-web-20-company/

’ﬂi techlahore said, on January 11th, 20094a26 pm
Thanks, Junaid. You are welcome to syndicate -sgléiak back and credit as per standard practices.

Thanks,
TechLahore

@ DSK Raosaid, on January 11th, 20095829 pm
Dear Techlahore,

Thanks for all the links, most of which | am awafePakistan has miles to go before it reaches apysvnear India, be it
be Software or Military Capabilities.| am surprisdhe editing of word MADRASAS to MADRAS! Junaithiose to go
personal to which | responded. It would be beftersues are deliberated at issue level.

’ﬂi techlahore said, on January 11th, 20096ab2 pm

DSK, yes, obviously this is not a military orientedb siteso on that issue all | can say is, if Indian railitis so superio
perhaps it should take action against Pakistarttamdwe will see who is superior and who isn’t. fThaeally all | have t
say on pretty much the entire India-Pak debatkiafioint. No one in Pakistan and China trustsra tldng Indians say
and no one in India trusts the Chinese and Palsstérell, so be it. As far as your comments on raadn madrasas or
whatever, | would just ask you to dispassionatetklat this report:

US National Counter Terrorism report shows Indidb#8ind Iraq in Terror
http://techlahore.wordpress.com/2008/07/29/forginatomersittery-asus-nationatcounterterrorissaysindia-2-in-
terrorattacksbehindirag/

On software capabilities, | think any ‘capabilitpdia has, Pakistan has. | mean this in the sehslelts and ability. But
you are right when it comes to the size of the stigu Pakistan’s SW industry is estimated to beiago$3BN right now,
and as of the latest figures it was growing at 508%. On a population/pecapita adjusted basis when comparing to |
(160M people vs. 1.2B people) you would roughly tiply the $3BN number by 8, so you would get $24Ba
comparison IT contribution number, taking into acaothe population differences. Now, | believe lndi somewhere
around ther+~ maybe 10/15% more, maybe 10/15% less, but somewhetwirballpark. By next ye given the 50%

http://techlahore.wordpress.com/2009/01/09/w-banlk-slap-satyan-with-8-year-bar-is-t... 1/12/200!



World Bank slaps Satyam with 8 year ban. Is thealim&overnment complicit in cybe... Page6 of 9

14.

15.

growth the Pakistani Software industry is seeingparticular with rising exports to the Middle Edghink we will need
to revisit this and figure out who is where.

Pakistan’s Software Exports Growing at 50% Annually
http://techlahore.wordpress.com/2008/07/01/paksssaftwareexportsgrowingat50-annually/

Pakistani exports to UAE... Software growing fast
http://techlahore.wordpress.com/2008/10/07/pakistaportsto-uaeriseto-18b-softwaregrowingfast/

TarnishedBoard said, on January 11th, 20098209 pm

@Navwvi: very interesting that you point out Kiraaiik’s role. He is one of the most tainted appuints by the
Government of India to the Satyam board. He has he#ose Raju associate and served on the boaréRaju company.
He has derived income from the Raju family. Whgteat selection for a board that would supposamtik into Satyam’s
espionage and wrongdoings!

http://timesofindia.indiatimes.com/Kiran_Karnik_droard_of _another_Raju_firm/articleshow/3965361.cms

Or maybe he is a great choice if all the governnoéihtdia wants is a massive coverup. In that cgsest job.

9 Naavi said, on January 12th, 2009357 am
Dear TarnishedBoard,

It is the indication of the vibrant press in Intliet an issue has been raised in the press abart Karnik’'s association
with EMRI. However, you need to get the full detdiefore jumping to a conclusion that Karnik’s agastion with EMRI
indicates anything sinister in his relationshiphaifr Ramalinga Raju.

Please note that EMRI is not a commercial comphiny.a not for profit public service organizatiotvolved in providng
ambulence services in 100 towns of Andhra Pradégliran Karnik has been a Director of such a CompéHe hadeen
involved only since April 2008), | donot think tleeis any indication of corruptive link.

Why | appreciate the appointment of Mr Karnik iattbne of the requirements in the revival of Satyaio talk to and
provide confidence to the national and internati@fiants of Satyam and assure them that the IVieeiof Satyam would
continue smoothly.

Karnik by virtue of his stint in Nasscom has theessary contacts to quickly establish a commumicdiridge with the
customers who would naturally be shaken.

Before the appointments were announced, | wassaksptical about the appointment of the right pessbhave been
pleasantly surprised with the three persons appoiahd hope they would be able to stabilize theatipss.

Remember that Satyam is a company with an annlliaigodof around US $ 2 billion. Even the deflatembfit for the last
quarter is Rs 61 crores or an annual equivaleatafind Rs 240 crores. Compare this with the SWhiegsiin Pakistan
and you will realize that we are dealing with a@whunk of global IT business. The Government dfdrnas realized the
importance and at this point of time made an egoélnove with the chosen three members to the Board

As a head of such a large company, Raju must hagelose working relationship with Mr Karnik who svéhe President
of Nasscom. This is also not unnatural. But likergrndian proud of its IT heritage, | am sure thitKarnik would be
highly concerned about the imapct of the problenhenl T industry and | expect that he would haweright motivation
to revive the company. In this respect, the chofdélr Karnik could be even more effective than séryNarayana
Murthy of Infosys.

Let me clarify that | am not a friend of Mr Karnilor | am a supporter of what all the Governmensdng yet within my
limitations appreciate what the Government doéstiéserves. The decision to appoint Mr Karnik as of the members
of the Board is one such decision which | am mba& thappy about.

I understand that managing a US $ 2 billion compampt easy and the employees have a big roleakimg Karnik’s
task succeed. Since some of the top employees eagyth be removed for their complicity with theuda a new set of
people who were near the top need to be groomettid day to day managemel
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This requires a management strategician with exxeeHR capability and | am looking at further boappointments

where a management expert may also have to be noped

We in India know that the task of rebuilding a amation from the kind of crisis Satyam has landsdlf in is as much

difficult as say the Zardari Government faces diditg Pakistan of terrorist elements.
But we are confident that we will do it since wevédhe intention to do it.
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