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Information is an important industrial asset in this digital era. Securing this information is therefore a critical business requirement. Information Security has therefore assumed a critical focus in Corporate strategic thinking.

In technical terms, Information Security today encompasses “Physical Security”, “Network Access Security”, “Chip Security”, “Application Security” as well as “Document Security”.  It impacts IT companies as well as non IT Companies. It is also relevant for the Government and national Defense. 

Further the concept of “Information Security” has evolved from being a “Techno Legal Security” aimed at securing the “information” to “Techno legal security” aimed at securing not only the information from risks of loss due to  unauthorized access or otherwise but also provide security to the “Information owner” from any liability arising out of a security breach. The requirements of ITA 2008, SOX, Clause 49 of SEBI listing regulations, laws such as HIPAA or GLBA etc have also made  top management directly responsible for security breaches making it necessary for CEOs to include Information Security as a top “Strategic Requirement” for Business Management.
The CEOs however often wonder how to manage “Accountability” for “Information Security” within an organization. They often wonder, who should be accountable for Information Security…Is it the responsibility of the IT Manager? Or the CIO”? or a specially designated “Information Security Compliance Manager”?. ..they need to decides
Since security breach incidents have serious implications on HR, Finance or Marketing, most of the organizations today consider IS as a “Top Management” responsibility often supervised by a committee of senior executives drawn from IT, HR, Marketing and Finance.

With this new found status of “Information Security” as a top management function with multi discipline approach, the stakes in IS have increased. Companies have recognized that investments in IS are no longer a “Discretion” but a “Necessity”. At the same time the complexities of IS management with the raise of organized Cyber Crimes, Cyber Terrorism and Cyber Wars have made many CEOs wonder if their internal resources are good enough to meet the IS requirements of the day.

This has opened a new “Window of Opportunity” for Companies specializing in “Information Security Management”. Such opportunities arise in the form of Information Security Products, and/or services geared to meet the security needs of clients. Such specialized service providers help in making the cost of Information Security affordable without sacrificing the quality. This is extremely important for SMEs and more so in a recessionary economy where cost cutting is essential but security cannot be compromised. An entire new industry in “Cyber Crime Risk Insurance” is waiting on the wings to jump into the Information Security industry if the foundation in terms of “Quantification of Risk Assessment”, “Development of Appropriate Information Security Standards”, “Assessment of Financial Impact of the Risks” etc.
India which is globally competitive in IT is also having the potential to develop into a leader in Information Security on a global scale. There is already thoughts on development of a “National Cyber Security Infrastructure” in which Governments at the Center and the States are planning huge investments in Public-Private partnership ventures built around Information Security.

In this background, “Information Security” offers itself as a new Strategic business thought for entrepreneurs seeking to break out of the current  mould of building an IT industry around “Development of Software on Project Basis”. If India has to break out of the global recession, it is necessary for Corporate Leaders to think of “Information Security as a New Business Paradigm”.
Naavi  explored this thought of “Information Security as a Business Paradigm” and why the Corporate Managers need to give a serious look at this area as a “Parity Breaker” in a competitive business environment reeling under a recessionary trend as well.
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Na.Vijayashankar, more popularly known as Naavi, is Techno Legal Information Security Consultant based in Bangalore, India.

Naavi is a pioneer in the field of Cyber Law  in India being the author of the first book (1999) and first E-Book (2003) on Cyber Laws in India. He has also authored a book titled “Cyber Laws, Corporate Mantra for the Digital Era” and “Cyber Laws Demystified”. 

Naavi is  the founder of www.naavi.org the premier Cyber Law Portal in India and of www.cyberlawcollege.com which is the pioneering Virtual educational institution in India dedicated to Cyber Law Education.

Naavi was a member of the IT Act Policy Advisory Group of the Ministry of Information and Technology and the Inter Ministerial Working group on Cyber Security and Cyber Laws of the Ministry of Communication and Information Technology and has been providing his inputs to the policy formulation in the area of Cyber Laws and Cyber Security at the Central Government level. He is presently the member of the e-Governance Advisory Group, Government of Karnataka. He is also the chairman of the NIC sub committee on Legal Enablement of G2C transactions. Naavi is also the Founder Chairman Digital Society Foundation, and Founder Secretary Cyber Society of India. 

Naavi has over three decades of senior Corporate executive experience behind him. He has been an ex-Banker and Consultant to several Companies in IT Services. He has conducted hundreds of sessions on training professionals of various disciplines such as Bankers, Lawyers, Chartered Accountants, Engineers, Software Professionals, Police and Judicial Officers through  workshops and in-house training programmes in Cyber Laws, Cyber Crimes, Information Security and related areas.

In particular, Naavi has developed a general Information Security framework under ITA 2000 applicable for IT companies and an Information Security Standard for LPOs called LIPS 1008. He has also developed an IS framework under ITA 2008 called IISF 309. He has also conducted several training Cyber Crimes and Cyber Frauds, Cyber Forensics, Forensic auditing for Police, Chartered Accountants and Income Tax investigators.

Naavi is available through e-mail naavi@vsnl.com
