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Memorandum

Submitted to  Shri  M.N. Vidyashankar, Secretary to Government, Dept.of Information Technology, Biotechnology and Science & Technology, Government of Karnataka
Secure ‘law and order’ in Cyber Space
 As the voice of a vital segment of the IT industry, the Information Technology Professionals’ Forum-India, attaches great importance to the issue of ‘law and order’ in Cyber Space.   
The ITPF-India represents professionals across all fields of the IT industry. Besides, it has experts in different fields of IT, including “human resource.”  The Forum is also a key component of Information Security Management Process as it directly affects its members and public in general.  
As India advances in the use of IT in all spheres of activity, a secure law and order environment in Cyber Space becomes increasingly important.  ITPF-India has constituted an expert committee under Mr. Na. Vijayashankar (Naavi) and has been actively working in this regard.  
 Therefore, the ITPF-India would like to recommend various measures for the purpose.  We urge the State Governments to take the following steps: 
 
· Educate the law enforcement wing of the state with Cyber Crime investigation skills. 
With the proposed amendments to ITA 2000, the role of police will change.  All police stations in the State will need to accept Cyber Crime complaints. Police of rank less than DSP need to be trained in Cyber Crime investigation. 

· Check frauds committed on citizens of the State through Internet. 
Crimes which are in the nature of “Community Crimes” such as Nigerian frauds, lottery scam, job offer scams etc are often not registered at police stations since the investigations involve international liaison. The State should take steps to create a separate Cyber Crime cell to handle such crimes.
· Create awareness of Cyber Ethics at school level. 
A State-wide open certification (Certified Young Responsible Netizen) training and exam may be conducted for junior college students. 
· Review Cyber café regulations. 
The cyber cafe regulations currently in force will need to be reviewed after the proposed amendments to ITA 2000 become effective. All Cyber cafes should be mandatorily put through a ‘Cyber Law Compliance Certification’ programme as a part of their registration. 
· Set up E-employment exchange.     
Protect public against frauds through home-based job offers by establishing a system of registration of all E-Employers (those who recruit services through Internet) and all E-Employees (those who are prepared to work from home on Internet) be introduced. 

Of all the measures listed, the ITPF-India can take responsibility for running the E-Employees register which will work as an employment exchange for home-based jobs.
 In other projects, ITPF can provide support in planning and execution. For this purpose, ITPF can set up an “Expert Panel” which will work like a “Think tank”.
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